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GTRI.  • By contrast, although Con-
gress boosted GTRI’s budget by $53 
million over the $140 million request 
in FY 2008, the FY 2009 request pro-
poses a further $26 million increase, to 
$220 million.  Launched in 2004 and 
focused on global threats rather than 
primarily zeroing in on threats in the 
former Soviet Union, GTRI is still ex-
panding, rather than nearing the end 
of its work.  Despite the modest re-
quested budget increase, substantially 
more funds would be required to seize 
all the opportunities available to GTRI.  
There are now 45 HEU-fueled research 
reactors that could convert to prolifer-
ation-resistant low-enriched uranium 
(LEU) with LEU fuels already avail-
able; GTRI has already accelerated the 
pace of these conversions, but with 
more money, these reactors could be 
converted faster.  There will also be a 
need to build a fabrication plant for 
the higher-density LEU fuels now in 
development, in order to convert ad-
ditional reactors, and GTRI will likely 
have to play a role in that—either by 
paying to build the plant or by guar-
anteeing fabrication contracts to give 
private fi rms suffi  cient incentives to 
pay for building their own facilities.  
Additional funds could also accel-
erate the pace of removing nuclear 
material from vulnerable sites around 
the world (in part because here, too, 

prices are escalating).  More money 
is also needed to secure radiological 
sources and research reactors around 
the world—including in the United 
States, where upgrades are needed 
for some 1,800 locations with sources 
of 1,000 curies or more, and for the 
nation’s 32 domestic research reac-
tors, both of which have now been 
included in GTRI’s scope.4  Moreover, 
GTRI is so far planning to return only 
a small fraction of the U.S.-origin HEU 
abroad; while most of the remainder 
is in developed countries, in many 
cases there is good reason to bring this 
material back as well, and more funds 
would be required to give these facili-
ties incentives to give up their HEU.  
Finally, NNSA does not yet have a 
program focused on giving underuti-
lized HEU-fueled reactors incentives 
to shut down—in many cases likely 
to be a quicker and easier approach 
than conversion.  All told, an increase 
of $200 million or more would be 
needed for GTRI to more forward as 
rapidly as possible in reducing these 
risks—though managing such a large 
single-year increase would pose a 
challenge.5

4 Interviews with DOE offi  cials, May 2008.
5 This does not include the potential cost of 
packaging and removing plutonium and pluto-
nium-bearing spent fuel from North Korea, if an 
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Warhead security and warhead • 
transport at DOD.  DOD’s Nuclear 
Weapons Security program would be 
cut by $21 million (47 percent) in the 
proposed FY 2009 budget, because it 
will largely fi nish its upgrade work 
with FY 2008 funds. The FY 2009 
funds are requested primarily for 
sustainability and training activities.  
By contrast, DOD’s Nuclear Weap-
ons Transportation Security Program 
would receive roughly level funding, 
continuing to fi nance roughly four 
shipments a month of Russian nuclear 
warheads to dismantlement or se-
cure central storage locations.  This is 
planned to continue through 2012. 

INTERDICTING NUCLEAR SMUGGLING

Congress appropriated $176 million 
more than the Bush administration had 
requested for programs focused on inter-
dicting nuclear smuggling in FY 2008, an 
84 percent increase.6  In the FY 2009 re-
quest, the Bush administration went along 
with most of that budget boost, with a 
total request of $315 million for these pro-
grams—18 percent less than Congress’ FY 
2008 level, but 50 percent more than the 
administration had asked for in FY 2008.  
The increased funding is intended primar-
ily to make it possible to install radiation 
detectors at key border crossings and 
ports around the world at a faster pace.

agreement to take those steps is reached.  That 
substantial cost would likely have to be funded 
through a supplemental request.
6 This fi gure does not include signifi cant, but clas-
sifi ed, resources from the intelligence community 
devoted to tracking and interdicting nuclear smug-
gling.  In addition, it does not include the small 
portion of the State Department’s Global Threat 
Reduction Program that is devoted to eff orts to 
interdict nuclear smuggling, such as the Nuclear 
Smuggling Outreach Initiative; because State does 
not routinely break out how much is spent for 
which purpose in this program in public docu-
ments, the entire program is listed here under its 
principal scientist-redirection mission.

In addition, the administration requested 
$190.7 million in the budget for the De-
partment of Homeland Security (DHS) 
for the purchase of radiation detection 
systems for use within the United States, a 
47 percent increase over the previous year.  
Also at DHS, the administration asked for 
$149.5 million for “International Cargo 
Screening,” including activities in sup-
port of the Container Security Initiative 
and the Secure Freight Initiative.7  (Actual 
radiation scanning equipment to detect 
nuclear cargoes for these initiatives, how-
ever, is provided by NNSA’s Second Line 
of Defense program.)8

Some highlights:

Second Line of Defense.•   Second 
Line of Defense received almost all of 
the huge Congressional budget boost 
for programs focused on interdicting 
nuclear smuggling in FY 2008.  The 
proposed FY 2009 budget would cut 
the Second Line of Defense program 
by $54 million (20 percent) from the 
FY 2008 appropriation to $213 million.  
This is still 79 percent more than the 
administration’s FY 2008 request, how-
ever.  Nevertheless, the Second Line of 
Defense program has been successful 
in gett ing additional countries to agree 
to cooperate, and to take advantage 
of all the opportunities for coopera-
tion with key countries that it now has 
before it would likely require $50-$60 
million beyond the budget request.9

7 For a useful summary of the DHS request as it re-
lates to these topics, see Jennifer Lacey, “Analysis of 
the Department of Homeland Security’s Fiscal Year 
2009 Budget Request for Nuclear and Biological 
Security Activities” (Washington, D.C.: Partnership 
for Global Security, 1 May 2008).
8 Since the DHS funds are either for deployments 
within the United States or for the broad elements 
of cargo security going beyond nuclear detection, 
they are not included in Table 4.1, though they 
clearly contribute to reducing the risk of nuclear 
terrorism.
9 Interview with DOE offi  cial, May 2006.
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STABILIZING EMPLOYMENT 
FOR NUCLEAR PERSONNEL

Programs focused on redirecting weap-
ons scientists to civilian work have taken 
on new missions in recent years, going 
beyond the former Soviet Union to new 
areas where former weapons scientists 
may pose proliferation risks, such as Iraq 
and Libya.  At the same time, these eff orts 
clearly need to be reformed to match to-
day’s threats.  The dramatically changed 
Russian economy creates a very diff er-
ent threat environment; for many former 
weapons scientists, the risk of despera-
tion-driven proliferation that motivated 
the U.S. government to establish these 
programs is much less than it was before.  
Moreover, the experience of the A.Q. 
Khan network suggests that dramatic 
leakage of proliferation-sensitive expertise 
may come from well-to-do experts moti-
vated by ideology and greed, and not only 
from desperate, underemployed experts.

In addition, aft er 9/11, U.S. concerns have 
changed, with a much greater focus on 
nuclear or biological terrorism, as op-
posed to only proliferation by states. 10  
For a terrorist group, a physicist skilled 
in modeling the most advanced weapons 
designs—the kind of person who has of-

10 For a useful discussion of this changed threat 
environment and its implications, see Laura Hol-
gate, testimony to the Subcommitt ee on Prevention 
of Nuclear and Biological Att ack, Committ ee on 
Homeland Security, U.S. House of Representatives, 
26 May 2005 available at htt p://www.nti.org/c_
press/c4_testimony.html as of 11 November 2008.  
See also John V. Parachini and David E. Mosher, 
Diversion of NBC Weapons Expertise from the FSU: 
Understanding an Evolving Problem (Santa Monica, 
Cal.: RAND, 2005).  For additional suggestions for 
new approaches, see Matt hew Bunn, Anthony Wier, 
and John Holdren, Controlling Nuclear Warheads and 
Materials: A Report Card and Action Plan (Cambridge, 
Mass., and Washington, D.C.: Project on Managing 
the Atom, Harvard University, and Nuclear Threat 
Initiative, 2003; available at htt p://www.nti.org/e_
research/cnwm/cnwm.pdf as of 28 March 2008), pp. 
141-146.

ten been the focus of these programs in 
the past—may be much less interesting 
than a machinist experienced in making 
bomb parts from HEU metal, or a guard 
in a position to let thieves into a building 
undetected.  Experts who are no longer 
employed by weapons institutes, but 
whose pensions may be inadequate or 
whose private ventures may have failed, 
could pose particularly high risks, but 
they are not addressed by current pro-
grams focused on redirecting weapons 
expertise.

The U.S. government needs to fi nd ways 
to address all of the highest-priority 
risks—but is not likely to have either the 
access or the resources to do everything 
itself.  The solution is likely to require 
working in partnership with Russia and 
other countries, to get them to do most of 
what needs to be done.

For FY 2009, President Bush proposed 
a budget of $91 million for programs to 
stablize employment for nuclear person-
nel, roughly level with the previous year.11  
Some highlights:

Global Threat Reduction Program.  • 
Alone among the scientist-redirection 
programs, State’s Global Threat Re-
duction Program would receive a 
budget increase in the proposed FY 
2009 budget to $64 million.  Because 
of the changing picture in Russia, 
however, the fraction of this program 

11 This is a substantial overstatement of the amount 
actually devoted to nuclear scientists, as opposed 
to chemical, biological, or missile experts because 
of the diffi  culty of determining how much is being 
spent for each category of expert in a timely way 
each year, in these budget estimates, we simply in-
clude the entire budgets for the scientist-redirection 
programs, unless they are specifi cally identifi ed as 
non-nuclear eff orts, as is the case with the Biologi-
cal Threat Reduction program sponsored by the 
Department of Defense.  Actual funding for nuclear 
experts is certainly less than half of this total, and 
may be less than one-third.
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devoted to the former Soviet Union 
has greatly decreased. Today, only a 
minority of these funds are spent in 
the former Soviet Union, and only a 
fraction of the total is spent on nuclear 
scientists, as opposed to biological, 
chemical, or missile experts.12  (State’s 
contribution to the Civilian Research 
and Development Foundation (CRDF) 
has also been steadily declining.)

Global Initiative for Proliferation • 
Prevention.  The proposed FY 2009 
budget would cut NNSA’s redirec-
tion program, now known as Global 
Initiatives for Proliferation Prevention 
(GIPP), by 23 percent from the FY 2008 
appropriation, to $24 million.  GIPP 
has come under intense criticism in 
recent years, from analysts who ar-
gued it was no longer needed, given 
improving economic conditions in 
Russia; from Congressional investiga-
tors who pointed out that a signifi cant 
portion of the long-term jobs the pro-
gram claims to have created have gone 
to people who never were weapons 
experts;13 and from members of Con-
gress who have complained about the 
program funding projects at institutes 
which also have personnel working on 
Iran’s safeguarded nuclear power reac-
tor.14  Despite the recent improvements 
in the Russian economy, however, 
a strong case can be made that re-
formed NNSA scientist-redirection 
programs, which help integrate for-
mer Soviet weapon scientists into the 

12 Interview with State Department offi  cial, May 
2006.
13 See U.S. Government Accountability Offi  ce, 
Nuclear Nonproliferation: DOE’s Program to Assist 
Weapons Scientists in Russia and Other Countries 
Needs to be Reassessed (Washington, D.C.: December 
2007).
14 Matt hew Wald, “U.S.-Backed Russian Insti-
tutes Help Iran Build Reactor,” New York Times, 7 
February 2008 available at htt p://www.nytimes.
com/2008/02/07/washington/07nuke.html as of 11 
November 2008. 

world technical community with its 
nonproliferation norms, maintain an 
ongoing dialogue with institutes that 
will be central to the future of Russia’s 
weapons programs, and provide ac-
cess to technologies that benefi t U.S. 
industry, continue to off er benefi ts to 
U.S. national interests that are worth 
the modest investments the U.S. gov-
ernment makes in them.  The fact that 
some institutes that have received 
NNSA funds also have some experts 
who have worked on a safeguarded 
power reactor in Iran does not in 
any way mean that NNSA programs 
have somehow contributed to Iran’s 
nuclear program.  Moreover, while a 
substantial fraction of the long-term 
jobs these programs have created have 
gone to people who are not weapons 
scientists, that is hardly a surprise.  It 
is hard to think of a new business in 
the United States or elsewhere that 
has former weapons scientists for 100 
percent, or even 80 percent, of its em-
ployees.  To maintain the momentum 
of this eff ort, a budget of roughly $30 
million (comparable to the fi scal 2008 
appropriation) would be appropriate, 
combined with direction to carry out 
an in-depth analysis of what the most 
urgent risks of proliferation of weap-
ons expertise are, and how they might 
best be addressed.

MONITORING NUCLEAR STOCKPILES 
AND REDUCTIONS

For FY 2009, the administration proposed 
essentially fl at funding of $29 million for 
programs focused on monitoring nuclear 
stockpiles and reductions—$15 million 
for ongoing implementation of transpar-
ency measures for the U.S.-Russian HEU 
Purchase Agreement, and $14 million for 
Dismantlement and Transparency pro-
gram (formerly known as Warhead and 
Fissile Materials Transparency), which 
focuses on developing key transparency 
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and counter-terrorism technologies jointly 
with Russian experts and supporting a 
range of negotiations involving transpar-
ency or verifi cation for nuclear warheads 
and materials.  If a transparency agree-
ment is reached for the Mayak Fissile 
Material Storage Facility, the Department 
of Defense intends to reprogram funds to 
support transparency implementation.15

ENDING FURTHER PRODUCTION

For FY 2009, President Bush requested 
$141 million for Eliminating Weapons-
Grade Plutonium Production, the one 
program substantially focused on ending 
additional production of fi ssile material.  
(Negotiation of a fi ssile cutoff  treaty is 
also focused on that objective, but does 
not have a separate budget line-item.) 
This represents a 21 percent cut from the 
FY 2008 appropriation, largely because 
the program is fi nishing its work.  The 
program has already succeeded in helping 
Russia shut down two of the three remain-
ing plutonium production reactors, each 
of which were producing of the order of 
400 kilograms of plutonium per year.  The 
last reactor, at Zheleznogorsk, is expected 
to shut down in 2010. 

REDUCING EXCESS STOCKPILES

The Bush administration did not ask for 
any funds for reducing Russia’s stockpiles 
of nuclear weapons and weapons-usable 
materials in FY 2009.  Much to the sur-
prise of many, the United States has never 
paid for the actual dismantlement of 
nuclear weapons in Russia.  (The ongoing 
HEU Purchase Agreement, under which 
Russia blends HEU from weapons to LEU 

15 U.S. Department of Defense, Cooperative Threat 
Reduction Annual Report to Congress: Fiscal Year 
2009 (Washington, D.C.: DOD, 2008; available 
at htt p://www.dtra.mil/documents/oe/ctr/FY09 
percent20CTR percent20Annual percent20Report 
percent20to percent20Congress.pdf as of 9 June 
2008), p. 15.

and sells the LEU to the United States, 
gives Russia a fi nancial incentive to dis-
mantle weapons and destroy HEU, and 
DOD’s Nuclear Weapons Transportation 
Security program helps transport war-
heads to dismantlement sites, but neither 
of these involve direct support for the ac-
tual dismantlement of nuclear weapons.)

Similarly, the HEU Purchase Agreement is 
implemented commercially, and does not 
require U.S. government fi nancing (except 
for the associated transparency measures, 
noted above).  In the FY 2008 budget, 
Congress rescinded all unspent prior-year 
funds for supporting Russian plutonium 
disposition, and the Bush administration 
did not request any funds for this purpose 
this year.

U.S. Plutonium Disposition  

In FY 2008, Congress also slashed the 
requested budget for U.S. plutonium dis-
position, rescinded half of the prior-year 
balances remaining for construction of a 
plutonium-uranium mixed oxide (MOX) 
fuel fabrication plant, and moved the 
program to the Offi  ce of Nuclear Energy.  
For FY 2009, the administration requested 
$487 million for the eff ort to build a 
plutonium-uranium mixed oxide (MOX) 
fuel fabrication plant in the United States 
for disposition of excess plutonium, in the 
“Other Defense Activities” account.16  This 
represents a 75 percent increase over the 
$279 million FY 2008 appropriation.  In 
addition, the administration is request-
ing $26.9 million for construction of the 
Pit Disassembly and Conversion Facil-
ity (PDCF), for dismantling plutonium 
weapons components, and $40 million 
for construction of the Waste Solidifi ca-
tion Building, to support the MOX plant 

16 U.S. Department of Energy, FY 2009 Congressional 
Budget Request: Other Defense Activities, vol. 2, DOE/
CF-025 (Washington, D.C.: DOE, 2008; available at 
htt p://www.cfo.doe.gov/budget/09budget/Content/
Volumes/Volume2.pdf as of 9 June 2008), p. 105.
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ANALYSIS IN SUPPORT OF PREVENTING NUCLEAR TERRORISM

In an ideal world, every dollar spent to prevent nuclear terrorism would go where it 
could do the most good in reducing the risk.  The reality, however, is that no method-
ology is available that would make possible an accurate calculation of the marginal 
risk-reduction benefi t of additional spending in one area rather than another: the 
uncertainties in the risk of nuclear terrorism, and the eff ectiveness of diff erent means 
of addressing it, are simply too great.  Unfortunately, litt le eff ort is devoted to even 
att empting cross-program and cross-department analyses of where additional funds 
could do the most good; the many relevant agencies of the U.S. government, each with 
their own perspectives and approaches, are not well structured to do that kind of stra-
tegic, interdisciplinary analysis.  Instead, budgets are allocated in the usual political 
rough-and-tumble of decision-making, in which the political popularity of diff erent 
eff orts, the att itudes of diff erent authorization and appropriation committ ees, the in-
terests of particular political and bureaucratic actors, and institutional momentum all 
play prominent roles.

Indeed, while this paper examines the cumulative resources available for these pro-
grams throughout the government, no one in the U.S. government considers these 
budgets as a whole at any point in the annual budget process.  The Departments of 
Energy, Defense, and State each follow separate tracks toward their fi nal budget num-
bers.  Budget tradeoff s are generally made within each department, working with 
diff erent examiners at the Offi  ce of Management and Budget (OMB).  Each budget is 
then voted on by a separate appropriations subcommitt ee in the House and the Sen-
ate.

Fortunately, in this process, substantial resources have, in the end, been allocated to 
the highest-leverage opportunities for reducing the risk—such as programs to install 
improved security measures at vulnerable facilities, or to remove nuclear material en-
tirely from them.  More in-depth analysis of costs and benefi ts, however, would help 
reallocate resources more productively.  If, in fact, it would not be diffi  cult to smuggle 
nuclear material into the United States, then it does not make a great deal of sense to 
invest large sums to protect nuclear materials at DOE to a far higher standard than is 
applied to similar materials in other countries; the threat to U.S. interests that would 
be posed by theft  of nuclear bomb material in another country is almost as large as the 
threat posed by a theft  within the United States would be.  And it makes no sense for 
diff erent facilities within the United States to be protected against dramatically diff er-
ent threats when they have identical nuclear materials, as is the case today with DOE 
facilities and facilities with large quantities of HEU that are regulated by the Nuclear 
Regulatory Commission (NRC); either the nuclear security standards at DOE, which 
are far more stringent than those set by the NRC, are too high, or those at the NRC 
are too low, but they cannot both be right—and hundreds of millions of dollars are 
being spent every year to meet the stringent DOE standards.  Similarly, it is not at all 

and the PDCF.  All of these facilities are to 
be built at the Savannah River Site in South 
Carolina.

The cost of the U.S. MOX program has 
skyrocketed over the years.  DOE’s latest 
published estimates indicate a life-cycle cost 
for the MOX facility of some $7.2 billion (not 
counting the substantial cost of the pit disas-
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obvious that in-depth analysis could justify the billions being invested in radiation 
scanning of cargo containers when so litt le is being invested to stop nuclear material 
coming in yachts or backpacks.

In short, additional investment in analyzing what should be done and how best to 
do it could increase the eff ectiveness of eff orts to prevent nuclear terrorism, and 
potentially save money as well.  Neither the U.S. government nor the national lab-
oratories—who have their own institutional interests in particular programs and 
approaches—are well-suited to do this kind of analysis, though each have their roles 
to play.  The U.S. Department of Homeland Security has invested in establishing sev-
eral “centers of excellence” for university-based analysis of particular categories of 
homeland security problems, along with other programs focused on bringing in aca-
demic expertise to contribute to improving homeland security.  A strong case can be 
made that the agencies carrying out threat reduction programs should do the same, 
sett ing aside a small portion of the threat reduction budget—perhaps 1-2 percent of to-
tal spending—to fi nance non-government analyses of eff ective approaches to reducing 
proliferation risks.  Such programs should also support training of the next generation 
of nonproliferation experts.

In addition, every program can benefi t from independent perspectives.  Each major 
program focused on reducing the risk of nuclear proliferation and terrorism should 
have a standing advisory group of outside experts, with full access to information 
about the program’s activities, regularly reviewing its eff orts and suggesting ideas for 
improvement.

Finally, high-quality information is critical to improving the eff ectiveness of these 
programs.  Each of these programs should undertake a focused eff ort to identify what 
information would be most useful to strengthening their eff orts and to map out ways 
that this information might be acquired.  At the same time, it is critical that adequate 
resources be provided for intelligence support for reducing the threat of nuclear ter-
rorism.  As discussed in the previous chapter, the Bush administration has taken 
a major step forward in this area, with the establishment of the Nuclear Material 
Information Program (NMIP), centered at DOE’s Offi  ce of Intelligence and Counter-
intelligence, intended to compile key information on nuclear stockpiles, their security, 
and the threats to them around the world.  Resources devoted to nuclear theft , nuclear 
smuggling, and nuclear terrorism have been substantially increased elsewhere in the 
U.S. government as well.  But it is also critical to maintain and build on the critical 
capabilities at the national laboratories, such as Z Division at Lawrence Livermore 
National Laboratory; these national laboratory capabilities have suff ered substantial 
budget cutbacks in recent years, though details are not publicly available.

sembly and conversion facility).  DOE has 
never adequately explained why this facil-
ity is costing many times what comparable 
facilities in Europe with more capability cost 
to build.  Even once the expected $2 billion 
in expected revenue from MOX sales is sub-

tracted, this still comes to over $120 million 
per ton of excess plutonium.17

17 Total project cost for construction is $4.8 billion.  Op-
erations and maintenance is estimated at $2.4 billion.  
See U.S. Department of Energy, FY 2009 DOE Other 
Defense Activities, pp. 140-141.  The per-ton calculation 
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Something has to be done with this plu-
tonium, but it would be surprising if no 
eff ective approach could be found that 
would manage this material securely for 
less than $120 million per ton.  If judged 
solely as a nuclear energy initiative, build-
ing such a plant would certainly not be 
worthwhile; it would demonstrate noth-
ing except the ability to replicate in the 
United States an expensive fuel cycle ap-
proach with signifi cant proliferation risks 
that is already routinely done in Europe, 
and even if a demonstration fast reac-
tor were built for GNEP in the near term 
(which seems both unlikely and unwise), 
the initial core could be fabricated else-
where at lower cost.

Unfortunately, lower-cost alternatives 
are not yet suffi  ciently mature that the 
MOX eff ort could be canceled with high 
confi dence that something bett er would 
be available.  Given that reality, Congress 
should consider approving funding to 
proceed with the MOX plant for this year, 
while simultaneously directing DOE to 
carry out an in-depth study of potentially 
lower-cost alternatives—including some 
alternatives that were not fully explored 
in recent options studies.  In particular, 
Congress should provide funding for 
DOE to restart development of plutonium 
immobilization technology, and direct 
DOE to outline the lowest-cost practi-
cable immobilization option for the entire 
excess plutonium stockpile; Congress 
should also direct DOE to include, in its 
options assessment, the option of trans-
porting the excess plutonium to Europe 
for fabrication and irradiation in exist-
ing facilities there.  If, for example, the 
French were willing to take the U.S. excess 
plutonium and use it in their existing 
MOX programs for a one-time payment 
of $1 billion, the U.S. government would 

assumes, over-generously, that the 9 tons of excess 
plutonium announced in 2007 is entirely additional 
to the 34 tons covered under the 2000 disposition 
agreement and costs nothing to process.

have saved billions compared to other 
approaches; if not, that would certainly 
make clear that even with high uranium 
prices, plutonium is a costly liability, not 
an asset.18

On the Russian side, critics have raised 
legitimate concerns about using excess 
plutonium in the BN-800 fast-neutron 
reactor, since it creates roughly as much 
plutonium as it burns.  While NNSA is 
working with Russia to modify the re-
actor from a plutonium “breeder” to a 
plutonium “burner,” consuming more 
plutonium than it produces, this is largely 
a distinction without a diff erence, as the 
baseline design for the BN-800 produces 
only slightly more plutonium than it con-
sumes, and the revised design produces 
only slightly less.  More important is the 
fact that under the 2000 Plutonium Man-
agement and Disposition Agreement, 
spent fuel from plutonium disposition 
will not be reprocessed until decades 
from now, when disposition of all the 
plutonium covered by the agreement has 
been completed.  Thus, a large stockpile 
of weapons-grade separated plutonium 
will be transformed into a stockpile of 
plutonium embedded in radioactive spent 
fuel—at least for some time to come.

The United States and Russia should 
agree that (a) the highest practicable stan-
dards of security and accounting will be 
maintained throughout the disposition 
process; and (b) all separated plutonium 
beyond the amount needed to support 
low, agreed numbers of warheads will 
be subject to disposition.19  If the United 

18 Areva offi  cials indicate that there are now trades 
among utilities in which some utilities agree to 
burn MOX fabricated from other utilities’ pluto-
nium, suggesting that if the price were right, it 
might be possible to convince utilities to burn this 
MOX in Europe.
19 For more detailed discussions, see Matt hew 
Bunn and Anatoli Diakov, “Disposition of Excess 
Highly Enriched Uranium,” and “Disposition of 
Excess Plutonium,”  in Global Fissile Materials Report 
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States and Russia agreed on those points, 
and also agreed that spent fuel from 
plutonium disposition (a) would not be 
reprocessed except when the plutonium 
was immediately going to be reused as 
fuel, and then under heavy guard, with 
stringent accounting measures, and (b) 
would only be reprocessed in ways that 
did not separate weapons-grade pluto-
nium from fi ssion products, and in which 
plutonium would never be separated 
into a form that could be used in a bomb 
without extensive chemical processing 
behind heavy shielding, then this dis-
position approach would deserve U.S. 
fi nancial support.  This is particularly 
the case as the BN-800 approach fi ts in to 
Russia’s own plans for the nuclear energy 
future, unlike previous plans that focused 
on MOX in VVER-1000 reactors.  If the 
United States does not provide promised 
fi nancial support for disposition in Russia, 
Russia may conclude that it is free to use 
the BN-800 to breed more plutonium from 
this weapons plutonium, and to repro-
cess the spent fuel immediately, adding 
to Russia’s huge stockpiles of separated 
plutonium.  Congress should provide suf-
fi cient funding for NNSA to explore such 
approaches, and support them if agree-
ment can be reached.

All of these approaches will take many 
years to implement.  In the near term the 
United States and Russia should move 
to legally commit their excess material to 
peaceful use or disposal and place it un-
der international monitoring to confi rm 
that commitment—sending an important 
signal to the world that the United States 
and Russia are serious about their arms 
reduction obligations, at relatively minor 
cost.

2007 (Princeton, NJ: International Panel on Fissile 
Materials, October 2007, available at htt p://www.
fi ssilematerials.org), pp. 24-32 and 33-42 as of 9 
June 2008. 

Disposition of Excess HEU

The current 500-ton HEU Purchase Agree-
ment expires in 2013.  Russia is likely to 
have hundreds of tons of additional HEU 
at that time that are not needed either to 
support its nuclear weapons stockpile 
or for naval and icebreaker fuel.  Rus-
sia has made clear that it has no interest 
in extending the current implementing 
arrangements for the HEU Purchase 
Agreement, under which Russia faces 
higher costs and lower prices than it 
would marketing new-production com-
mercial LEU.  But a variety of other 
arrangements are possible that could cre-
ate substantial incentives for Russia to 
blend down additional HEU.  Congress 
should direct DOE to enter into discus-
sions with Russia concerning a broad 
range of possible incentives the United 
States might be willing to provide to help 
convince Russia to blend down additional 
HEU—and should consider sett ing aside 
a conditional appropriation in the range 
of $200 million to fi nance such incentives 
if an agreement is reached that requires 
such funding.

Similarly, the United States can and 
should expand and accelerate the blend-
down of its own excess HEU, beyond the 
roughly three tons per year now planned.  
For FY 2009, the Bush administration 
requested $39 million for U.S. HEU dis-
position, a 41 percent cut from the FY 
2008 appropriation.20  Congress should 
provide additional funding targeted to 
accelerating the eff ort to get the HEU out 
of warheads and their components and 
blended down to LEU as rapidly as prac-
ticable.

20 U.S. Department of Energy, FY 2009 Congressional 
Budget Request: National Nuclear Security Admin-
istration, vol. 1, DOE/CF-024 (Washington, D.C.: 
DOE, 2008; available at htt p://www.cfo.doe.gov/
budget/09budget/Content/Volumes/Volume1a.pdf 
as of 9 June 2008), p. 517.
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The next U.S. president will take offi  ce 
still facing a very real danger that terror-
ists might get and use a nuclear bomb, 
turning the heart of a modern city into a 
smoldering ruin.  Such an att ack would 
change the world profoundly, with conse-
quences going far beyond the horrifi c loss 
of lives and property.  Preventing such an 
att ack must be a top international security 
priority—for the next U.S. president, and 
for leaders around the world.  The danger 
is real enough to justify President Bush’s 
pledge to do “everything in our power” 
to keep nuclear weapons and the materi-
als needed to make them out of terrorist 
hands.1

As the previous chapters of this report 
have made clear, existing programs have 
made substantial progress in reducing 
this risk.  There is no doubt that the prob-
ability of a terrorist nuclear att ack today 
is substantially lower than it would be 
if these programs had never been estab-
lished.

But as the previous chapters of this report 
also make clear, there is far more yet to be 
done.  Major gaps remain in existing ef-
forts.  On the current track, there is litt le 
prospect of  reaching a state in which all 
of the world’s stockpiles of nuclear weap-
ons, highly enriched uranium (HEU) and 
plutonium have eff ective and lasting se-
curity in place.  Nor, without major new 
initiatives, is there much prospect that a 
comprehensive global system to reduce 
the risk, with all of the highest-priority 

1  President George W. Bush, “State of the Union 
Address” (Washington, D.C.: The White House, 
January 28, 2003; available at htt p://www.white-
house.gov/news/releases/2003/01/20030128-19.html 
as of 16 August 2008.)

elements implemented, will be in place 
within the next 10-15 years.  In short, 
there remains a dangerous gap between 
the urgency of the threat and the scope 
and pace of the U.S. and international re-
sponse.  Neither the United States nor any 
other country is doing “everything in our 
power” to reduce the danger of nuclear 
terrorism.

The political and bureaucratic obstacles to 
taking many of the needed steps are real 
and substantial.  By and large, the easy ac-
tions have been taken—the low-hanging 
fruit is already plucked.  Critical obstacles 
to expanded and accelerated progress 
include a powerful reluctance in many 
countries to having any other country or 
organization tell them what to do about 
nuclear security; political disputes among 
key countries; pervasive secrecy sur-
rounding all aspects of nuclear security 
(particularly for military stockpiles), mak-
ing cooperation diffi  cult; strong incentives 
to cut corners on expensive and inconve-
nient security measures, from workers on 
the plant fl oor all the way up to national 
governments;2 a wide range of bureau-
cratic impediments, from cumbersome 
contract review procedures to excessive 
reporting requirements;3 and national se-

2 Matt hew Bunn, “Incentives for Nuclear Security,” 
in Proceedings of the 46th Annual Meeting of the Insti-
tute for Nuclear Materials Management, Phoenix, Ariz., 
10-14 July 2005 (Northbrook, Ill.: INMM, 2005).
3 For suggestions on overcoming some of these im-
pediments in the U.S. context, see Brian D. Finlay 
and Elizabeth Turpen, Cooperative Nonproliferation: 
Gett ing Further, Faster (Washington, D.C.: Stimson 
Center, January 2007).  A condensed version is 
available as Brian D. Finlay and Elizabeth Turpen, 
25 Steps to Prevent Nuclear Terror: A Guide to Policy-
makers (Washington, D.C.: Stimson Center, January 
2007). 



130 SECURING THE BOMB 2008130

curity establishments in the United States 
and other key countries around the world 
that are simply not well-structured to 
cope with this threat.4

But complacency is the most fundamental 
of the obstacles to progress.  Policymakers 
and nuclear managers and staff  around 
the world are complacent about the threat, 
believing that terrorists have litt le chance 
of gett ing a nuclear bomb or the material 
to make one, and litt le chance of being 
able to make or detonate a bomb if they 
did.5  Many U.S. policymakers are also 
complacent about the progress of existing 
programs, believing that everything that 
needs to be done is already being done—
or that steps still not taken are impossible 
to take, because of resistance in Russia or 
elsewhere that they assume can never be 
changed.  Then-Undersecretary of State 

4 For discussion of this point, see Cindy Williams 
and Gordon Adams, Strengthening Statecraft  and 
Security: Reforming U.S. Planning and Resource 
Allocation (Cambridge, Mass.: Security Studies 
Program, Massachusett s Institute of Technology, 
June 2008, available at htt p://web.mit.edu/ssp/
Publications/working_papers/OccasionalPaper6-08.
pdf as of 14 August 2008); see also Charles B. Cur-
tis, “Preventing Nuclear Terrorism: Our Highest 
Priority—Isn’t,” National Defense University, 21 
May 2008, available at htt p://www.nti.org/c_press/
speech_curtis_NDU_052108.pdf as of 14 August 
2008.  For an earlier summary of obstacles to 
accelerated progress, see “What Are the Main 
Impediments to Action?” in Matt hew Bunn and 
Anthony Wier, Securing the Bomb: An Agenda for 
Action (Cambridge, Mass., and Washington, D.C.: 
Project on Managing the Atom, Harvard University, 
and Nuclear Threat Initiative, 2004; available at 
htt p://www.nti.org/e_research/analysis_cnwmup-
date_052404.pdf as of 2 January 2007), pp. 74-75.
5 For a selection of quotes—and responses to these 
mistaken impressions—see Matt hew Bunn and 
Anthony Wier, “Debunking Seven Myths of Nu-
clear Terrorism and Nuclear Theft ,” in Securing the 
Bomb: An Agenda for Action (Cambridge, Mass., and 
Washington, D.C.: Project on Managing the Atom, 
Harvard University, and Nuclear Threat Initiative, 
2004; available at htt p://www.nti.org/e_research/
cnwm/overview/2004report.asp as of 2 January 
2007).

for International Security Policy John Bol-
ton, for example, told the Washington Post 
in 2004 that he did not believe there was 
any “signifi cant risk of a Russian nuclear 
weapon gett ing into terrorist hands,” 
in part “because of all the money we’ve 
spent” on improving security for Russian 
warheads.6  At the time of his statement, 
security upgrades had been completed 
for less than a third of Russian nuclear 
warhead sites—and the U.S. intelligence 
community was warning that very real 
risks continued to exist.7

Overcoming these obstacles to progress, 
and integrating and prioritizing the many 
steps that need to be taken, will not be 
easy.  The needed eff orts cut across mul-
tiple cabinet departments, and require 
cooperation in highly sensitive areas with 
countries across the globe.  Breakthroughs 
will require sustained leadership, day-in 
and day-out, from the highest levels of 
government—in the United States and 
around the world.  Far more than occa-
sional supportive statements is required, 
for without continued focus from the top, 
key opportunities will be missed, criti-
cal problems will fester unresolved, and 
the global eff ort will still fail to match the 

6 Quoted in Barton Gellman and Dafna Linzer, 
“Unprecedented Peril Forces Tough Calls; President 
Faces a Multi-Front Batt le against Threats Known, 
Unknown,” Washington Post, 26 October 2004 avail-
able at htt p://www.washingtonpost.com/wp-dyn/
content/article/2004/10/26/AR2005033113163.html 
as of 11 November 2008.
7 As shown in Figure 3.2 (compiled from offi  cial 
U.S. government data), by the end of fi scal 2004, 
only 36 Russian warhead sites had U.S.-funded 
security upgrades completed; most of these were 
Russian Navy sites that received only limited rapid 
upgrades.  For a U.S. intelligence assessment at the 
time of Bolton’s statement, see U.S. National Intel-
ligence Council, Annual Report to Congress on the 
Safety and Security of Russian Nuclear Facilities and 
Military Forces (Washington, D.C.: Central Intel-
ligence Agency, 2004; available at htt p://www.dni.
gov/nic/special_russiannuke04.html as of 10 July 
2007).
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scope of the threat.  The terrorists seeking 
nuclear weapons are focused, intelligent, 
linked to global networks of allies, and 
able to adapt to setbacks and try new ap-
proaches; the eff ort to stop them must 
match these qualities.

But there is no cause for fatalism: nuclear 
terrorism is a real and urgent danger, 
but it can be prevented.8  With suffi  cient 
leadership, the obstacles to progress can 
be overcome, or creative ways around 
them can be found.  Indeed, the next U.S. 
president has an historic opportunity—an 
opportunity to take feasible, aff ordable ac-
tions that could reduce the risk of nuclear 
terrorism to a small fraction of its current 
level by the end of his fi rst term.

The U.S.-Russian nuclear security initia-
tive launched at the Bush-Putin summit 
in Bratislava in 2005 provides an example 
of the potential results of presidential 
leadership.  As a result of this initiative, 
both governments have focused money 
and people on gett ing the agreed security 
upgrades fi nished by the end of 2008; 
given responsibility for following-through 
to key offi  cials and established processes 
for regular review of importance; ex-
panded the number of nuclear material 
buildings and warhead sites that will 
receive security upgrades; and deepened 
their dialogue on critical issues such as 
strengthening security culture, budgeting 
for nuclear security, and more.  Similarly, 
Ukraine’s April 2008 agreement in prin-
ciple to blend down all its HEU represents 
the result of a sustained eff ort that in-
cluded top offi  cials from both the U.S. and 
Ukrainian governments.

8 This insight is encapsulated in the title of Graham 
Allison’s seminal book on the subject: Graham T. 
Allison, Nuclear Terrorism: The Ultimate Preventable 
Catastrophe, 1st ed. (New York: Times Books/Henry 
Holt, 2004).

But there are also lingering dangers that 
highlight the result of failure to provide 
sustained and creative high-level lead-
ership in overcoming obstacles.  Years 
of eff ort to convince Belarus to give up 
its dangerous but largely unused HEU 
stocks have yet to bear fruit. As of Oc-
tober 2008, South Africa had not agreed 
either to eliminate its HEU stock or even 
to participate in cooperative eff orts to up-
grade security, despite the break-in at its 
Pelindaba site in November 2007.  (South 
Africa did convert its research reactor to 
use LEU fuel, but is still using HEU tar-
gets to produce medical isotopes.)  The 
Mayak Fissile Material Storage Facility, a 
secure site for storing bomb material built 
with over $300 million in U.S. assistance, 
stood empty for nearly three years aft er it 
was completed in 2003, and still contains 
only a tiny fraction of the material it was 
built to store.  As Chapter 2 makes clear, 
the list goes on.

From Iraq to al-Qaeda, from Iran to North 
Korea, from the Middle East to Russia 
and its neighbors, from Pakistan and Af-
ghanistan to Sudan, from climate change 
to global trade, the next U.S. president 
will face a complex array of urgent issues 
clamoring for his att ention.  The eff ort to 
keep nuclear weapons and the materials 
to make them from falling into terrorist 
hands must not be allowed to slide to the 
back burner.  

This chapter provides an agenda for that 
eff ort—one designed to achieve rapid 
reductions in the risk of nuclear terror-
ism, focusing on the highest priorities 
fi rst.  The probability of nuclear terror-
ism can never be reduced to zero—but 
it is essential to focus on gett ing as close 
to that objective as possible, as quickly 
as possible.  This chapter focuses fi rst on 
the highest priority—achieving eff ective 
and sustainable security for all stocks 
of nuclear weapons and the materials 
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needed to make them worldwide.  It then 
addresses steps to stop the other elements 
of terrorist nuclear plots, to provide the 
needed sustained leadership and build the 
sense of urgency and commitment around 
the world, and to put the United States’ 
own house in order.

ACHIEVING EFFECTIVE AND LASTING 
NUCLEAR SECURITY WORLDWIDE

The fi rst and most important step to be 
taken is to ensure that all stocks of nuclear 
weapons and the materials needed to 
make them wherever they may be in the 
world, are secured and accounted for, to 
standards suffi  cient to ensure that they are 
defended against the threats that terrorists 
and thieves have demonstrated they can 
pose, in ways that will work, and will last.  
Improving nuclear security is the one step 
that can be taken that will most reduce the 
overall risk of nuclear terrorism—for once 
a nuclear weapon or nuclear material has 
left  the facility where it is supposed to be, 
it could be anywhere, and all the subse-
quent layers of defense are variations on 
looking for needles in haystacks.  Several 
steps, in addition to those already under-
way, are needed to achieve this objective.

Launch a fast-paced global 
nuclear security campaign

The next president, working with other 
world leaders, should forge a fast-paced 
global campaign to lock down every 
nuclear weapon and every signifi cant 
stock of potential nuclear bomb material 
worldwide, as rapidly as that can possibly 
be done—and to take other key steps to 
reduce the risk of nuclear terrorism.  This 
eff ort must be at the center of U.S. na-
tional security policy and diplomacy—an 
issue to be raised with every country with 
stockpiles to secure or resources to help, 
at every level, at every opportunity, until 
the job is done.

This campaign should creatively and fl ex-
ibly integrate a broad range of policy tools 
to achieve the objective—from technical 
experts cooperating to install improved 
security systems at particular sites to 
Presidents and Prime Ministers meeting 
to overcome obstacles to cooperation.9  
The Global Initiative to Combat Nuclear 
Terrorism is a fi rst step, which has been 
valuable in focusing countries’ att ention 
on the issue of nuclear terrorism and 
building legal infrastructure, capacity for 
emergency response, law enforcement 
capabilities, and more—but it has not 
focused on rapid and substantial secu-
rity upgrades for nuclear stockpiles, and 
demands litt le of countries to count as 
partners.  A modifi ed approach—focused 
on locking down all stocks of nuclear 
weapons, plutonium, and HEU to high 
standards—is likely to be necessary to cre-
ate the kind of fast-paced nuclear security 
campaign that is needed.

This campaign should be driven by a 
genuinely prioritized plan, adapted as the 
eff ort proceeds, focusing on those sites 
and transport legs where there are the 
largest opportunities for reductions in 
risk.  Every policy tool available should be 
used in an integrated way to achieve the 
overall objective of ensuring that every 
nuclear warhead and every signifi cant 
stock of HEU and plutonium worldwide 
is secure enough so that the risk of nuclear 
theft  and terrorism it poses is very low—
rather than each of these tools being 
pursued independently, oft en by offi  cials 
with litt le awareness of what eff orts on 
other tracks are doing and the potential 
implications, as is currently the case.

9 This includes measures such as consolidating 
nuclear stockpiles, establishing eff ective nuclear 
security standards, and strengthening sustainability 
and security culture, discussed below as separate 
initiatives.
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Goals for a global nuclear security cam-
paign.  The next president should work 
with leading nuclear weapons and nuclear 
energy states to convince them to partici-
pate in this campaign, and to agree to:

Ensure that all stockpiles of nuclear • 
weapons and weapons-usable ma-
terials under their control would be 
protected at least to a common secu-
rity standard, suffi  cient to defeat the 
threats terrorists and criminals have 
demonstrated they can pose.  Partici-
pants would be free to protect their 
stockpiles to higher standards if they 
perceived a higher threat in their 
country. (Eff ective approaches to nu-
clear security standards are discussed 
in more detail below.)

Work with other states to convince • 
them to join the commitment to this 
common standard and provide as-
sistance where necessary to help 
countries put this level of security in 
place.

Develop and put in place transpar-• 
ency measures that will help build 
international confi dence that the 
agreed security measures have in fact 
been taken, without providing public 
information that would be helpful to 
terrorists.

Sustain security levels meeting the • 
agreed standard indefi nitely, with par-
ticipants using their own resources, 
aft er any international assistance they 
may be receiving or may require to at-
tain the standards comes to an end.

Reduce the number of locations where • 
nuclear weapons and weapons-usable 
nuclear materials are located to the 
minimum possible and eliminate such 
stocks from diffi  cult-to-defend loca-
tions, achieving higher security at 
lower cost.

Establish targeted programs to achieve • 
and maintain strong security cultures 

among all nuclear-security-related 
personnel.
Put in place border and transshipment • 
controls that would be as eff ective 
as practicable in interdicting nuclear 
smuggling, as required by United 
Nations Security Council Resolution 
(UNSCR) 1540, and help other states 
around the world to do likewise.
Drastically expand intelligence and • 
law enforcement sharing related to in-
dicators of nuclear theft  risks, nuclear 
smuggling and criminal networks that 
might contribute to those risks, groups 
with ambitions to commit catastrophic 
terrorism, and other subjects related to 
preventing nuclear terrorism.
Pass laws making actual or att empted • 
theft  of a nuclear weapon or weapons-
usable nuclear material, unauthorized 
transfers of such items, or actual or 
att empted nuclear terrorism crimes 
comparable to treason or murder.
Cooperate to strengthen nuclear • 
emergency response capabilities—
including nuclear materials search 
capabilities that could be deployed 
rapidly anywhere in the world in re-
sponse to an unfolding crisis.
Exchange best practices in security • 
and accounting for nuclear warheads 
and materials—to the extent practica-
ble—as is already done in the case of 
nuclear safety.
Strengthen the ability of the IAEA to • 
contribute to preventing nuclear ter-
rorism.
Take such other actions as the parties • 
agree are needed to reduce the risk of 
nuclear terrorism.

The goal of this campaign should be take 
concrete actions to achieve these goals 
as quickly and eff ectively as possible.  In 
particular, the participants should agree 
on a target of putt ing in place security 
measures suffi  cient to meet the agreed 
minimum standard for all stockpiles of 
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nuclear weapons and weapons-usable 
materials worldwide within four years or 
less.

In many cases, this would mean countries 
taking action to improve security for their 
own stockpiles, perhaps with a modest 
amount of international advice and ex-
change of best practices.  In others, U.S. or 
other international funding or expertise 
might be critical to gett ing the job done 
eff ectively and quickly.

Mechanisms for follow-through.  An ef-
fective global campaign will need strong 
mechanisms for ensuring that the initial 
commitments move from pledges to 
deeds.  It may be that such a mechanism 
can be established as part of the Global 
Initiative to Combat Nuclear Terrorism, 
though the participants in the Global 
Initiative have so far been extremely reluc-
tant to endorse having foreign countries 
review their progress in meeting their 
commitments, and a progress review 
group established shortly aft er the initia-
tive was launched has been allowed to 
atrophy.10

The Bratislava initiative—in which the 
two Presidents gave responsibility for 
implementation to the U.S. Secretary of 
Energy and the director of what was then 
the Federal Atomic Energy Agency of 
Russia (Rosatom, now a state corpora-
tion), and demanded reports every six 
months on progress in meeting an agreed 
set of milestones—provides an example of 
a follow-up mechanism that has worked 
eff ectively.  It combined creating a single 
locus of responsibility on each side 
(though in this case one with litt le author-
ity to overrule other agencies when they 
were creating obstacles to progress) with a 

10 Interview with U.S. Department of State offi  cials, 
July 2008.

regular mechanism for accountability for 
progress.

Following that example, key participants 
in the nuclear security campaign should 
each designate senior offi  cials to be re-
sponsible for all aspects of implementing 
these commitments, and these senior of-
fi cials should meet regularly to develop 
agreed plans with measurable milestones, 
to oversee progress in implementation, 
and to develop means to overcome ob-
stacles.  This group should be a standing 
organization, meeting regularly until 
the participants agree that it is no longer 
needed.  The group should report to the 
leaders of the participating states on a reg-
ular basis, perhaps once every six months.  
Such a mechanism would help to avoid 
the fate of past such global initiatives, 
which have sometimes been announced at 
summits with great fanfare and then went 
nowhere when the summit spotlight was 
gone.

Funding a global campaign.  The United 
States and other key participants in such 
a global campaign should commit to pro-
viding the resources necessary to ensure 
that lack of funding does not constrain 
the pace at which nuclear stockpiles 
around the world can be secured and 
consolidated.  As the senior contact group 
develops more detailed plans, they should 
be tasked with estimating the costs of 
implementation, and participants should 
make pledges suffi  cient to implement 
them at the fastest practicable pace.

Funds for implementing the actions 
agreed to in such a campaign could be 
drawn in part from funds pledged for an 
earlier initiative, the Global Partnership 
Against the Spread of Weapons and Ma-
terials of Mass Destruction announced at 
the G8 summit in Kananaskis, Canada, in 
2002—particularly as the Group of Eight 
(G8) industrialized democracies agreed 
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at their 2008 summit agreed to extend 
the Global Partnership worldwide and to 
make nuclear security one of its key pri-
orities.11

It may be that a new mission to contribute 
to preventing nuclear terrorism through-
out the world—and to implementing 
the other steps to control weapons and 
materials of mass destruction mandated 
by UNSCR 1540—could convince some 
states to provide additional contributions, 
fi nally bringing the total up to the $20 bil-
lion initial target or more and providing 
suffi  cient funds to implement the needed 
steps for all countries requiring assistance 
worldwide.12  (As discussed in Chapter 2, 
the number and magnitude of upgrades 
needed around the world depends on 
the level of security set as the target in 
each country, but it seems likely that a 
total substantially less than the $20 billion 
originally pledged to the Global Partner-
ship would be suffi  cient to drastically 
reduce the global danger of nuclear theft  
and terrorism.)  This mission would re-
turn the Global Partnership to its original 
ambitions, which included a commitment 
to take the steps necessary to “prevent 
terrorists, or those that harbor them, 
from acquiring” the materials needed for 
weapons of mass destruction; specifi cally 
called on “all countries,” not just Russia, 
to join in providing eff ective security and 

11 See G8 Hokkaido Toyako Summit Leaders Declaration 
(Hokkaido Toyako, Japan: Group of Eight, 8 July 
2008, available at htt p://www.g8summit.go.jp/eng/
doc/doc080714__en.html as of 22 July 2008), and Re-
port on the G8 Global Partnership (Hokkaido Toyako, 
Japan: Group of Eight, July 2008, available at htt p://
www.g8summit.go.jp/doc/pdf/0708_12_en.pdf as of 
22 July 2008).  For the original announcement of the 
Global Partnership, see “The G8 Global Partnership 
against the Spread of Weapons and Materials of 
Mass Destruction” (Kananaskis, Canada: Govern-
ment of Canada, 27 June 2002; available at htt p://
www.g7.utoronto.ca/summit/2002kananaskis/arms.
html as of 8 July 2008).
12 I am grateful to Robert Einhorn for this sugges-
tion.  Personal communication, December 2006.

accounting for their stockpiles of nuclear 
weapons and weapons-usable nuclear 
materials; and off ered assistance to any 
country needing help to provide such ef-
fective security.13

Implementing UN Security Council 
Resolution 1540.  UNSCR 1540 creates 
binding legal obligations on all states to 
take many of the steps just outlined—to 
provide “appropriate eff ective” security 
and accounting for any nuclear stockpiles 
they may have, to pass and enforce eff ec-
tive laws criminalizing nuclear theft  and 
terrorism, to put in place eff ective border 
controls to help stop nuclear smuggling, 
and more.  Much of what a global nuclear 
security campaign should do can be 
framed as simply implementation of UN-
SCR 1540—and implementing a binding 
legal obligation established at the United 
Nations may motivate many countries in 
a way that simply going along with a new 
initiative led by the United States or other 
developed weapons states would not. 

Building real nuclear security part-
nerships. To succeed, a global nuclear 
security campaign must be based not just 
on donor-recipient relationships but on 
real partnerships, which integrate ideas 
and resources from countries where 
upgrades are taking place in ways that 
also serve their national interests.14  For 

13 “The G8 Global Partnership against the Spread of 
Weapons and Materials of Mass Destruction”.
14 For an especially useful discussion of strength-
ening nuclear security cooperation through 
partnership-based approaches in the U.S.-Russian 
context, writt en jointly by U.S. and Russian experts, 
see U.S Committ ee on Strengthening U.S. and 
Russian Cooperative Nuclear Nonproliferation, 
National Research Council, and Russian Commit-
tee on Strengthening U.S. and Russian Cooperative 
Nuclear Nonproliferation, Russian Academy of 
Sciences, Strengthening U.S.-Russian Cooperation on 
Nuclear Nonproliferation (Washington, D.C.: National 
Academy Press, 2005; available at htt p://fermat.nap.
edu/catalog/11302.html as of 18 June 2008).  See also 
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countries like India and Pakistan, for ex-
ample, the opportunity to join with the 
major nuclear states in jointly addressing 
a global problem is more politically ap-
pealing than portraying the work as U.S. 
assistance necessitated because they are 
unable to adequately control their nuclear 
stockpiles on their own.  It is essential to 
pursue approaches that make it possible 
to cooperate in upgrading nuclear security 
without demanding that countries com-
promise their legitimate nuclear secrets.  
Specifi c approaches should be craft ed to 
accommodate each national culture, se-
crecy system, and set of circumstances.

There are critically important cases where 
political confl icts are likely to make 
building genuine partnerships diffi  cult.  
U.S.-Russian relations, for example, have 
been deteriorating for years, and the 
Russian-Georgian war is likely to color 
Russia’s relations with the United States 
with suspicion and tension for years 
to come.  Nunn-Lugar cooperation has 
weathered these storms remarkably well 
in the past—sometimes serving as one of 
the main remaining channels for the two 
countries to discuss critical weapons-re-
lated issues. But as political relations sour, 
“donor fatigue” builds on the U.S. side, 
resistance to ongoing donors’ demands 
builds on the Russian side, and Russia’s 
growing economy makes cooperation 
seem less and less urgent, cooperation to 
address remaining nuclear security issues 
will inevitably become more diffi  cult—
particularly when it comes to launching 
new initiatives that may intrude into sen-
sitive areas in new ways, or even reaching 
new agreements that may be necessary 
to maintain existing cooperation (such as 

Matt hew Bunn, “Building a Genuine U.S.-Russian 
Partnership for Nuclear Security,” in Proceedings of 
the 46th Annual Meeting of the Institute for Nuclear 
Materials Management, Phoenix, Ariz., 10-14 July 2005 
(Phoenix, Ariz.: INMM, 2005; available at htt p://
bcsia.ksg.harvard.edu/BCSIA_content_stage/docu-
ments/inmmpartnership205.pdf as of 8 July 2008).

a replacement for the expired Warhead 
Safety and Security Exchange (WSSX) 
agreement).

Similarly, a wide range of factors will 
continue to make it diffi  cult to forge a 
genuine nuclear security partnership with 
Pakistan.  These include ongoing  disputes 
among diff erent factions in Pakistan; con-
tinuing tensions over U.S. demands for 
more action against al-Qaeda and other 
violent extremists in the tribal areas of 
Pakistan and over ongoing U.S. missile 
strikes on targets there; and rising Paki-
stani anti-Americanism and suspicion of 
U.S. motives. 

Yet success in building such nuclear se-
curity partnerships is essential—to the 
interests of the United States, Russia, 
Pakistan, and the world.  This is among 
the areas where sustained and creative 
top-level leadership will be indispensable.  
How best to build and sustain action on 
nuclear security must be a central factor 
considered in making choices concerning 
each of the many policies that aff ect U.S. 
relations with Russia and Pakistan (and 
with their nuclear establishments in par-
ticular).

Joint U.S.-Russian nuclear security 
teams.  The United States and Russia have 
the world’s largest nuclear stockpiles and 
the world’s most extensive nuclear secu-
rity experience.  As President Bush and 
President Putin acknowledged in their 
2005 Bratislava nuclear security initiative, 
the two countries bear a “special respon-
sibility” for nuclear security.  Moreover,  
aft er more than 15 years of Nunn-Lugar 
cooperation, the United States and Russia 
have extensive experience in cooperat-
ing to fi nd and fi x weaknesses in nuclear 
security and accounting, and in fi nding 
ways to overcome obstacles posed by se-
crecy, sovereignty, and other constraints 
(though some of these problems are still 
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unresolved).  Russia now has a cadre of 
experts well-trained in assessing nuclear 
security vulnerabilities, designing ef-
fective nuclear security systems, and 
building and installing needed equip-
ment—as well as substantial resources.  

The time has come for a more decisive 
shift  from a donor-recipient relationship 
to a true partnership for nuclear security 
extending far beyond Russia’s borders.  
The United States and Russia should es-
tablish joint teams that can, on request, 
help countries around the world to meet 
their UNSCR 1540 obligations to provide 
eff ective nuclear security and account-
ing.  These teams could help countries 
review their nuclear security arrange-
ments, design and install systems to fi x 
any weaknesses identifi ed, strengthen 
nuclear security regulations—and the two 
countries should jointly help pay for these 
needed upgrades.15

Bilateral cooperation as part of a global 
campaign.  Of course, bilateral coopera-
tion with particular states will be a key 
policy tool in such a global nuclear secu-
rity campaign.  There is still much to be 
done in Russia, to complete the coopera-
tive upgrades now under way, ensure 
that security measures are put in place 
that are suffi  cient to meet the threats that 
exist in today’s Russia, forge a strong se-
curity culture, and ensure that high levels 
of security for nuclear stockpiles will be 
sustained aft er international assistance 
phases out.  But increasingly, the work 
with Russia should become a true part-
nership of equals, framed as one part of a 
global approach.

15 This concept of joint U.S.-Russian nuclear security 
teams has been suggested by former Senator Sam 
Nunn, as a key part of building a genuine U.S.-
Russian partnership for nuclear security.

The United States and Russia are planning 
to complete the nuclear security upgrades 
agreed to in the Bratislava initiative by the 
end of 2008.  Upgrades at some additional 
buildings agreed to aft er Bratislava are 
slated to be completed in the year or two 
thereaft er.  NNSA then envisions a period 
lasting from 2008 though the end of 2012, 
during which U.S. funding will phase 
down and Russian funding will phase in, 
followed by continuing low-level coopera-
tion to exchange best practices and resolve 
ongoing issues either side may face.16  
(Current U.S. law requires that NNSA aim 
for an eff ective nuclear security system in 
Russia supported entirely by Russian re-
sources by January 1, 2013.)

Russia today has a growing economy, 
surging oil revenues, and a substantial 
budget surplus.  The Russian government 
could aff ord to manage nuclear security 
eff ectively without U.S. help—but it is 
not yet giving nuclear security the prior-
ity it requires. Until that allocation of 
priorities changes, without U.S. funds 
dangerous nuclear security vulnerabilities 
would continue unfi xed, posing direct 
threats to U.S. and world security.  The 
best risk-reduction strategy, therefore, is 
for the United States to continue to invest 
in nuclear security in Russia, during the 
transition period through 2012, while 
simultaneously seeking to convince the 
Russian government to increase its in-
vestment and take full responsibility for 
nuclear security itself.  Already, there are 
some signs of increased Russian commit-
ment: the NNSA-Rosatom agreement on 
sustainability in 2007 (which accepts in 
principle that U.S. funding will phase out 
and be replaced by Russian funds); the 
decision by the 12th Main Department of 
Russia’s Ministry of Defense (known by its 

16 U.S. Department of Energy, 2006 Strategic Plan: 
Offi  ce of International Material Protection and Coop-
eration, National Nuclear Security Administration 
(Washington, D.C.: DOE, 2006).
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Russian acronym as the 12th GUMO), the 
force in charge of Russia’s nuclear weap-
ons, to seek additional funding from the 
Russian Finance Ministry to sustain se-
curity at warhead sites without requiring 
U.S. assistance; and the detailed plans that 
an increasing number of Russian sites are 
laying out (in cooperation with NNSA) 
to transition to fi nancing nuclear security 
without U.S. help, are all steps in the right 
direction.

A critical next step—and a fi tt ing follow-
on to the Bratislava initiative—would be 
for the United States to seek a Russian 
commitment at the presidential or prime 
ministerial level to provide the resources 
needed to sustain high levels of nuclear 
security in Russia aft er international as-
sistance phases out—and to ensure that 
mechanisms are in place to follow up on 
implementation of that commitment.  At 
the same time, since most nuclear manag-
ers will not implement security measures 
they are not required to put in place, 
eff ective regulation will be absolutely 
central to achieving high levels of nuclear 
security that last for the long haul, and 
ongoing cooperation with Russia and 
with other countries must focus intensely 
on steps to put eff ective nuclear security 
regulation in place.  It is also important 
to work to forge strong security cultures.  
(See discussion of sustainability and secu-
rity culture below.)

Adapting the threat-reduction approaches 
developed in cooperation with Russia 
and other former Soviet states to the spe-
cifi c circumstances of each other country 
where cooperation must go forward is 
likely to be an enormous challenge.  At-
tempts to simply copy the approach now 
being used in Russia are almost certain 
to fail.17  Cooperation with states with 

17 For discussion, see “Challenges of Adapting 
Threat Reduction to New Contexts,” in Bunn and 
Wier, Securing the Bomb: An Agenda for Action, pp. 

smaller nuclear weapons arsenals, such 
as Pakistan, India, China, and Israel, is 
likely to be especially diffi  cult.  For all of 
these states, nuclear activities take place 
under a blanket of almost total secrecy, 
and direct access to many nuclear sites 
by U.S. personnel is likely to be impos-
sible in the near term (an issue discussed 
in more detail below).  In general, work-
ing out arrangements to improve nuclear 
security—and to build confi dence that 
eff ective nuclear security really is in 
place—will require considerable creativ-
ity and persistence.  Providing security 
equipment and training in such cases in 
no way contravenes the United States’ ob-
ligation under the Nonproliferation Treaty 
(NPT) not to assist non-nuclear-weapon 
states in acquiring nuclear weapons and 
can be done in a way that is consistent 
with all U.S. export control laws as well.

Promoting and exchanging “best prac-
tices” among nuclear security operators.  
As has been the case for nuclear safety, 
establishing a forum where operators 
could exchange information on best 
practices, lessons learned from particular 
problems and incidents, and successful 
methods for addressing particular issues 
that arise could be a major step forward 
in nuclear security, and should be part of 
a global nuclear security campaign.  Such 

104-105.  See also James E. Goodby et al., Coopera-
tive Threat Reduction for a New Era (Washington, 
D.C.: Center for Technology and National Security 
Policy, National Defense University, 2004; available 
at htt p://www.ndu.edu/ctnsp/CTR percent20for 
percent20a percent20New percent20Era.pdf as of 21 
March 2005); Lee Feinstein et al., A New Equation: 
U.S. Policy toward India and Pakistan aft er September 
11 (Washington, D.C.: Carnegie Endowment for 
International Peace, 2002; available at htt p://www.
carnegieendowment.org/fi les/wp27.pdf as of 2 July 
2008); Rose Gott emoeller and Rebecca Longsworth, 
Enhancing Nuclear Security in the Counter-Terrorism 
Struggle: India and Pakistan as a New Region for Coop-
eration (Washington, D.C.: Carnegie Endowment for 
International Peace, 2002; available at htt p://www.
carnegieendowment.org/fi les/wp29.pdf as of 11 
July 2007).
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a forum—dubbed the World Institute for 
Nuclear Security (WINS)—was launched 
in September 2008, headquartered in Vi-
enna.18  WINS was developed through a 
partnership between the Nuclear Threat 
Initiative (NTI) and the Institute for 
Nuclear Materials Management (INMM), 
with support from NNSA, and has been 
gaining endorsements and support from 
institutions ranging from the IAEA to 
nuclear fi rms and agencies in Britain,  
Norway, the United States, and elsewhere.

To ensure that such an initiative has the 
necessary clout, it will be important to 
develop it in a way that maximizes buy-
in from nuclear operators themselves, 
and particularly from those controlling 
the purse-strings. In the safety area, what 
made the World Association of Nuclear 
Operators (WANO) and its U.S.-based 
predecessor, the Institute of Nuclear 
Power Operations (INPO) so eff ective was 
that the nuclear industry perceived them 
as its own ideas, operating to serve the 
industry’s own interest.  These organiza-
tions also had direct access to the utility 
CEOs, who could bring powerful peer 
pressure to bear on any CEO whose utility 
was lagging behind.19

Incentives for nuclear security.  The key 
participants in a global nuclear security 
campaign should act to give states and 
facilities strong incentives to provide 
eff ective security for their nuclear stock-

18 For a brief introduction to WINS, see “NTI in Ac-
tion: World Institute for Nuclear Security (WINS),” 
available at htt p://www.nti.org/b_aboutnti/b7_
WINS.html as of 30 October 2008, and documents 
available there.  The WINS website, which so far 
has limited information posted, was available at 
htt p://www.wins.org as of 30 October 2008.
19 For a fascinating discussion of INPO, its record 
of eff ectiveness, and the factors that caused that 
outcome, see Joseph V. Rees, Hostages of Each Other: 
The Transformation of Nuclear Safety since Three Mile 
Island (Chicago: University of Chicago, 1996).

piles.20  The United States should work 
with all states with nuclear stockpiles to 
ensure that eff ective and well-enforced 
nuclear security rules are put in place, 
giving all facilities with nuclear stockpiles 
strong incentives to ensure they are eff ec-
tively secured—including the possibility 
of being fi ned or temporarily shut down 
if a facility does not follow the rules.  It 
would also be desirable to work to con-
vince these states to structure fi nancial 
and other rewards for strong nuclear 
security performance (comparable, for 
example, to the bonus payments contrac-
tors managing DOE facilities can earn for 
high performance).  The United States 
should also establish a preference in all 
U.S. contracts going to foreign facilities 
with nuclear weapons or weapons-usable 
nuclear material (not just those support-
ing DOE nonproliferation programs) for 
facilities that have positively demon-
strated eff ective security performance in 
realistic tests and should seek to convince 
other leading nuclear states to do the 
same.  Ultimately, eff ective nuclear secu-
rity should become a fundamental “price 
of admission” for doing business in the 
international nuclear market.

Ensure the global nuclear security cam-
paign covers all nuclear stockpiles. 
Terrorists will get the material to make 
a nuclear bomb wherever it is easiest 
to steal.  The world cannot aff ord to let 
stovepipes between diff erent programs 
leave some vulnerable stocks without 
security upgrades—the goal must be to 
ensure eff ective security for all stocks 
worldwide.  Today, as described in 
Chapter 2, security upgrades in Rus-
sia are nearing completion, and there is 
signifi cant progress in Pakistan, but the 
promising nuclear security dialogue with 
China does not yet appear to have led to 
major improvements in nuclear security 

20 Bunn, “Incentives for Nuclear Security.”
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there, and India has so far rejected off ers 
of nuclear security cooperation.  South 
Africa has not yet accepted nuclear secu-
rity cooperation, despite the break-in at 
Pelindaba in November 2007.  Except for 
occasional bilateral dialogues, U.S. pro-
grams largely ignore stocks in wealthy 
developed countries, though some of 
these, too, are dangerously insecure.21  
Under current plans, the Global Threat 
Reduction Initiative (GTRI) will remove 
only about a fi ft h of the estimated 15.9 
tons of U.S.-origin HEU abroad.  There 
is currently no U.S. program to limit the 
production, use, and stockpiling of weap-
ons-usable separated civilian plutonium.  
U.S. programs should focus on the total 
problem, eliminating these gaps.  A global 
nuclear security campaign must be truly 
global.  

Expand and accelerate efforts to 
consolidate nuclear stockpiles

The next U.S. president should place 
higher priority on working with countries 
to reduce drastically the number of sites 
where nuclear weapons and the materials 
to make them exist, achieving higher se-
curity at lower cost.  As argued above, the 
goal should be to remove all nuclear mate-
rial from the world’s most vulnerable sites 
and ensure eff ective security wherever 
material must remain within four years 
or less—and to eliminate HEU from all 
civilian sites worldwide within roughly 
a decade.22  These are challenging goals, 

21 While specifi c tactics are likely to diff er—achiev-
ing security upgrades in wealthy countries may be 
more about convincing them that action is needed 
than it is about paying for it ourselves—it is ur-
gent to get past the assumption that everything in 
wealthy countries is adequately secured.
22 In saying that all the HEU should be removed 
from the world’s most vulnerable sites within four 
years—a recommendation I have been making for 
several years—I am not suggesting that it is pos-
sible to convert every HEU-fueled research reactor 
within four years.  Rather, the argument is that all 

but with suffi  cient leadership and an ex-
panded set of policy tools, there is reason 
to hope that they could be accomplished.

The United States and other concerned 
countries should make every eff ort to 
build international consensus that the ci-
vilian use of HEU is no longer acceptable, 
that all HEU should be removed from all 
civilian sites, and that all civilian com-
merce in HEU should brought to an end 
as quickly as possible.23  (It would be ideal 
if a country other than the United States 
would step up and take the lead in push-
ing for steps toward phasing out the civil 
use of HEU.)  For some years to come, 
there may still be a small number of HEU-
fueled facilities generating unique data 
that cannot be gained by other means.  
But any facility using any signifi cant 
amount of this material must be required 
to maintain stringent security measures—
and the costs of doing so are likely to 
motivate a rapid search for alternatives to 
using HEU. 

Success in this eff ort will require focusing 
on a broader set of materials and facilities 
to consolidate, and a broader set of policy 
tools and incentives with which to ad-
dress them.

A broader set of materials and facili-
ties.  Consolidation eff orts should go far 

HEU should be removed from those sites identifi ed 
as having both (a) enough HEU for a nuclear bomb 
(or a substantial fraction of that amount), and (b) 
inadequate security to meet the threats they face, 
within that time.  In some cases, this may mean 
encouraging reactors that are no longer needed to 
shut down rather than converting; where neither 
conversion nor shut-down is realistically possible 
in a short time span, substantial security upgrades 
need to be put in place rapidly, suffi  cient to remove 
the site from the list of the world’s high-risk facili-
ties.
23 For an excellent recent exploration of these issues, 
see the special section on minimizing civil HEU in 
Nonproliferation Review, Vol. 15, No. 2 (July 2008).
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beyond converting HEU-fueled research 
reactors to LEU, as important as that is.  
The global campaign should seek to con-
solidate nuclear warheads, consolidate 
both civil and military HEU, and consoli-
date both military and civilian plutonium.  
Each of these eff orts will require diff erent 
strategies and approaches, but all should 
be pursued with vigor.  The focus should 
be on whether the particular stock poses a 
security risk, not whether it fi ts within the 
stovepipe of a particular program.

With respect to HEU-fueled research reac-
tors, GTRI took a major step in early 2007, 
adding 23 HEU-fueled reactors to the 
list of facilities it would like to convert to 
LEU, bringing the total to 129.  (Of these, 
56 were already converted or shut down 
by the spring of 2008, leaving 73 remain-
ing on the list targeted for conversion at 
that time.)  But even aft er this expansion, 
more than 40 percent of the research re-
actors still using HEU fuel are still not 
covered by the conversion eff ort.  But 
with an expanded set of tools—including 
incentives for unneeded reactors to shut-
down (discussed in detail below) as well 
as conversion—many of the remain-
ing diffi  cult-to-convert reactors can and 
should be addressed.

Ultimately, conversion or shut-down ef-
forts should also seek to address Russia’s 
HEU-fueled nuclear icebreakers; reactors 
for naval ships and submarines, especially 
in the United States and Russia; Russia’s 
plutonium and tritium production reac-
tors; and the BN-600 commercial power 
reactor, none of which are included in cur-
rent programs.

Moreover, eff orts to minimize civil use of 
weapons-usable nuclear material should 
focus on plutonium as well.  There are 
many reactors in the world—primarily in 
Europe—which use weapons-usable plu-
tonium as their fuel (mixed with uranium 

in a uranium-plutonium mixed oxide, or 
MOX), and this practice also poses po-
tential nuclear theft  risks wherever the 
transport and storage of this fuel is not 
eff ectively secured.24  The United States 
and other leading countries should work 
to minimize the use of weapons-usable 
material by all reactors, examining each 
use case-by-case to see what opportuni-
ties exist for convincing reactors to shut or 
to convert to fuels and targets made from 
material that cannot be used in a nuclear 
bomb—or, failing that, what security and 
accounting improvements can be put in 
place to reduce the risks.  Where possible, 
the United States should work with other 
countries to end unnecessary accumula-
tion of additional stockpiles of separated 
plutonium; the next U.S. president, for 
example, should again take up the eff ort 
the nearly-completed Clinton-era eff ort to 
reach agreement with Russia on a 20-year 
moratorium on further plutonium separa-
tion in the two countries.

24 It is important to understand that “reactor-
grade” plutonium, despite its name, can also be 
used to make nuclear weapons.  Reactor-grade 
plutonium would not be the preferred material 
for making nuclear weapons, because of its higher 
neutron generation, heat, and radiation levels—but 
any state or group that could make a bomb from 
weapons-grade plutonium could also make a bomb 
from reactor-grade plutonium.  A bomb using the 
same level of technology used in the Nagasaki 
bomb would have an assured, reliable yield in the 
kiloton range (and a probable yield higher than 
that); advanced states such as the United States 
and Russia could make nuclear weapons with 
reactor-grade plutonium with yield, weight, and 
reliability comparable to those of weapons made 
from weapon-grade plutonium.  For a particularly 
detailed offi  cial unclassifi ed statement on this topic, 
see U.S. Department of Energy, Offi  ce of Arms Con-
trol and Nonproliferation, Nonproliferation and Arms 
Control Assessment of Weapons-Usable Fissile Material 
Storage and Excess Plutonium Disposition Alterna-
tives, DOE/NN-0007 (Washington, D.C.: DOE, 1997; 
available at htt p://www.osti.gov/bridge/servlets/
purl/425259-CXr7Qn/webviewable/425259.pdf as of 
13 May 2008), pp. 38-40.
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At a minimum, the United States should 
not encourage commercial reprocessing 
and recycling of plutonium, as some of 
the approaches proposed in the Global 
Nuclear Energy Partnership (GNEP) 
would do; even the proposed GNEP 
processes that do not separate “pure plu-
tonium” would tend to increase, rather 
than decrease, the risk of nuclear theft  
and proliferation compared to not re-
processing this fuel.25  The United States 
and other leading states, in short, should 
vigorously and comprehensively pursue 
the goal they agreed to at the June 2007 
meeting of the Global Initiative to Combat 
Nuclear Terrorism: “minimizing the use 
of highly enriched uranium and pluto-
nium in civilian facilities and activities.”26  
Wherever plutonium use continues, en-
suring security commensurate with the 
risks must be a high priority throughout 
all stages of reprocessing, storage, trans-
port, processing, and use.  Over the long 
term, civilian use of separated plutonium 
should be phased out, in favor of fuel 
cycles that do not use plutonium in forms 
that could be used in weapons without 
extensive further processing in heavily 
shielded facilities.

One absolutely critical tool in the global 
eff ort to consolidate weapons-usable 
materials is the eff ort to remove mate-

25 For a more extended discussion, see Matt hew 
Bunn, “Risks of GNEP’s Focus on Near-Term Re-
processing,” testimony before the Committ ee on 
Energy and National Resources, U.S. Senate, 14 
November 2007, available at htt p://belfercenter.ksg.
harvard.edu/fi les/bunn-GNEP-testimony-07.pdf as 
of 28 April 2008.  See also Edwin Lyman and Frank 
N. von Hippel, “Reprocessing Revisited: The Inter-
national Dimensions of the Global Nuclear Energy 
Partnership,” Arms Control Today, April 2008, avail-
able at htt p://www.armscontrol.org/act/2008_04/
LymanVonHippel.asp as of 28 April 2008.
26 “Global Initiative to Combat Nuclear Terrorism: 
Joint Statement” (Washington, D.C.: U.S. Depart-
ment of State, Offi  ce of the Spokesman, 12 June 
2007; available at htt p://www.state.gov/r/pa/prs/
ps/2007/jun/86331.htm as of 3 August 2007).

rial from facilities around the world and 
ship it to secure facilities in the country 
of origin or elsewhere.  The United States 
should expand its own take-back off er 
to cover all stockpiles of U.S.-supplied 
HEU, except for cases in which a rigor-
ous security analysis demonstrates that 
litt le if any risk of nuclear theft  exists; on 
a case-by-case basis, the United States 
should also accept other weapons-usable 
nuclear material that poses a prolifera-
tion threat, where other secure disposition 
paths are not readily available.  The DOE 
should complete the necessary environ-
mental assessments to pave the legal 
path for vulnerable nuclear material to be 
brought to the United States for disposi-
tion when that is the best available option.  
The United States should seek agreement 
from Russia, Britain, France, and other 
countries to receive and manage high-risk 
materials when the occasion demands, to 
share the burden.

The United States should go even further 
in consolidating nuclear material in the 
DOE weapons complex than it has yet 
done, and work with Russia to convince 
Russia to do the same.  The two sides 
should develop approaches to accom-
plishing the post-Cold War missions of 
both countries’ nuclear weapons com-
plexes with the smallest possible number 
of sites and buildings still containing 
weapons-usable nuclear materials.  The 
United States should also provide detailed 
briefi ngs on its own consolidation eff orts, 
and the hundreds of millions of dollars in 
annual safety and security expenditures it 
expects to save as a result of these eff orts.  
Russia should stop resisting such con-
solidation and undertake a focused eff ort 
to identify facilities that no longer need 
HEU or plutonium and encourage or force 
them to allow their nuclear material to be 
removed.  On a much smaller scale, the 
United States should work with China, 
France, Britain, Japan, and Germany to 
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pursue consolidation opportunities in 
these countries as well.

The United States should also work with 
Russia to consolidate warheads at a much 
smaller number of locations.27  In particu-
lar, the United States and Russia should 
launch a major nuclear warhead consoli-
dation and security initiative, as described 
below.  Leaving the warheads in the 
vast current number of locations would 
greatly increase long-term security costs 
and risks.  If existing storage facilities at 
a small number of sites do not have suf-
fi cient capacity to receive warheads from 
other sites,28 simple but highly secure bun-
kers for large numbers of warheads, such 
as those at the U.S. Pantex facility, could 
be built in one to two years.

A broader set of policy tools and in-
centives.  Today, many operators of 
HEU-fueled research reactors have few 
incentives to shift  to LEU—a fuel they 
are less familiar with, which may have at 
least modest disadvantages.  No program 
exists to give operators of litt le-used HEU-
fueled reactors—or those who provide the 
subsidies that allow these facilities to con-
tinue to operate—incentives to shut down 
and get rid of their HEU.  Nor are any 
programs in place to create incentives to 

27 For similar recommendations, see Harold P. 
Smith, Jr., “Consolidating Threat Reduction,” Arms 
Control Today 33, no. 9 (November 2003; available 
at htt p://www.armscontrol.org/act/2003_11/Smith.
asp as of 8 July 2008), p. 19; Gunnar Arbman and 
Charles Thornton, Russia’s Tactical Nuclear Weapons: 
Part II: Technical Issues and Policy Recommendations, 
vol. FOI-R—1588—SE (Stockholm: Swedish Defense 
Research Agency, 2005; available at htt p://www.foi.
se/upload/pdf/FOI-RussiasTacticalNuclearWeap-
ons.pdf as of 8 July 2008).
28 For a discussion of storage capacity constraints 
as of the late-1990s, see Joshua Handler, Russian 
Nuclear Warhead Dismantlement Rates and Storage Site 
Capacity: Implications for the Implementation of START 
II and De-Alerting Initiatives, AC-99-01 (Princeton, 
N.J.: Center for Energy and Environmental Studies, 
Princeton University, 1999).

reduce the number of sites where nuclear 
warheads or separated plutonium exist.  
Wealthy countries must pay a heft y fee 
to get rid of their HEU, either by sending 
it to the United States or by sending it to 
France for reprocessing—with the result 
that only a tiny fraction of their U.S.-
origin HEU is likely to be returned to the 
United States.  As part of the global cam-
paign described above, the United States 
should work with other countries to close 
these gaps, using a comprehensive set of 
policy tools and incentives to encourage 
consolidation.

First, there is a critical link between ef-
fective (but costly) nuclear security and 
incentives for consolidation.  As part of 
the global campaign described above, 
the United States and other key countries 
should strive to ensure that every coun-
try where nuclear weapons or signifi cant 
stocks of HEU or separated plutonium 
exist puts in place and eff ectively enforces 
regulations  requiring that this material 
be protected against the kinds of threats 
that terrorists and criminals have shown 
they can pose.  This will help ensure ef-
fective security for these materials—and 
the cost of complying with such regula-
tions will provide a powerful incentive 
to get rid of such materials wherever 
possible.29  (Indeed, reducing the cost 
of meeting post-9/11 security standards 
has been a principal goal of the large-
scale consolidation of nuclear materials 
in DOE’s nuclear complex; in 2008, DOE 
completed the removal of weapons-usable 
nuclear material from the Sandia National 
Laboratory, shutt ing down two no-longer-
needed HEU-fueled research reactors to 
do so, saving tens of millions of dollars a 

29 The goal of reducing the costs of post-9/11 se-
curity requirements is a major factor driving the 
large-scale consolidation at DOE’s nuclear complex, 
in which Sandia National Laboratory was cleared of 
potential weapons material this year (including the 
shutdown of two research reactors), saving tens of 
millions of dollars a year in security costs.
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year in security costs.30)  In particular,  the 
U.S. Congress should direct the Nuclear 
Regulatory Commission (NRC) to phase 
out the exemption from most security re-
quirements for HEU that NRC-regulated 
research reactors have long enjoyed, and 
provide suffi  cient funding for DOE, which 
provides most of the operating budget of 
these reactors, to cover the resulting in-
creased security costs (which would be a 
tiny fraction of the $1.5 billion spent each 
year on DOE security).  Similarly, Russia 
should modify its security regulations to 
permit nuclear sites that have only low-
enriched uranium (LEU) to save money 
by having less security than facilities with 
HEU.31 

Second, the United States should work 
with other interested states and interna-
tional organizations such as the IAEA to 
structure packages of incentives targeted 
to the needs of each reactor to convince 
operators of HEU-fueled research reactors 
(and the ministries and regulators that 
oversee them) to convert to LEU.  Many 
operators of HEU-fueled reactors today 
have litt le interest in converting to LEU, 
and new incentives are likely to be es-
sential to convince some of them.  As just 

30 See, for example, U.S. Department of Energy, 
National Nuclear Security Administration, “First 
Phase of Nuclear Material Consolidation Com-
plete” (Washington, D.C.: NNSA, 28 February 2008, 
available as of 25 August 2008 at htt p://www.nnsa.
energy.gov/news/1800.htm).
31 Russia’s 1997 physical protection regulations re-
quired eff ectively the same security measures for 
LEU as for HEU. In a July 2007 conversation with 
V.P. Struyev, director of the Krylov Shipbuilding In-
stitute, the fi rst Russian facility to eliminate all of its 
HEU in cooperation with DOE’s Material Conver-
sion and Consolidation program, Struyev indicated 
that for this reason, he expected no security sav-
ings as a result of giving up HEU—a situation that 
gives Russian facilities litt le incentive to consider 
changing their reliance on HEU. The new Russian 
physical protection regulations are more graded, 
but exactly what savings a facility could realize by 
eliminating its HEU remains unclear.

one example, donor countries could more 
than compensate for the few-percent re-
duction in neutron fl ux that reactors tend 
to suff er aft er converting to LEU by off er-
ing to fi nance new neutron guides, which 
can increase the neutron fl ux available at 
the actual experiment locations by more 
than a factor of ten, at modest cost.32  Put-
ting together such packages of incentives 
will require some broadening of current 
thinking and an expansion of current bud-
gets (which do not include funding for 
incentives going beyond paying the costs 
of conversion to LEU).  Currently, for ex-
ample, GTRI is willing to help research 
reactors convert to LEU, so that they are 
not signifi cantly worse off  as a result of 
conversion—but it is generally not willing 
to make research reactors bett er off  than 
they were before conversion, even if doing 
so would carry modest cost while being 
crucial to gaining agreement to convert.33  
This policy should be reversed.34

Third, it is important to add incentives to 
convince litt le-used reactors to shut down 
as a complementary policy tool to conver-
sion. Nearly half of the world’s currently 

32 Alexander Glaser, “Neutron-Use Optimization 
with Virtual Experiments to Facilitate Research-
Reactor Conversion to Low-Enriched Fuel,” in 
Proceedings of the Institute for Nuclear Materials Man-
agement 48th Annual Meeting, July 8–12, 2007, Tucson, 
Arizona (Northbrook, Ill.: INMM, 2007).
33 In one case in Kazakhstan, the Nuclear Threat 
Initiative has stepped in to off er help with upgrades 
associated with a research reactor conversion, so 
that the reactor will be more competitive aft er con-
version than before.
34 GTRI program managers do not want to drive 
up the price that reactor operators demand for 
their cooperation, and that is a legitimate issue.  
But within reason, price should not be allowed to 
stand in the way of success. U.S. taxpayers would 
be bett er served by an $800 million cleanout eff ort 
that succeeded in convincing all of the world’s most 
vulnerable sites to give up their weapons-usable 
material than they would by a $400 million eff ort 
that left  dozens of vulnerable sites with HEU still 
in place.
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operating HEU-fueled research reactors 
are not on the Global Threat Reduction 
Initiative’s list targeted for conversion 
(and many of those that are on GTRI’s list 
may be cheaper and easier to shut down 
than to convert).  Unlike conversion, 
shut-down need not wait for the devel-
opment of new fuels; it can be pursued 
immediately.  Even in the absence of any 
targeted incentives, nearly twice as many 
HEU-fueled reactors have shut down 
since conversion eff orts began as have 
converted, showing the potential power of 
the shut-down tool.35  Indeed, IAEA ex-
perts have estimated that of the more than 
270 research reactors still operating in the 
world (both HEU-fueled and otherwise), 
only 30-40 are likely to be needed in the 
long term.36

But no research reactor operator wants to 
shut his or her facility—meaning that sub-
stantial packages of incentives are likely 
to be needed.  The IAEA, with support 
from the Nuclear Threat Initiative (NTI), 
is helping research reactors establish coali-
tions to share information, improve their 
strategic planning, allow other research or 
isotope reactors to step in when one facil-
ity has an unexpected outage, and more.37  

35 See the data presented in Ole Reistad and Styr-
kaar Hustveit, “HEU Fuel Cycle Inventories and 
Progress on Global Minimization,” Nonprolifera-
tion Review 15, no. 2 (July 2008); Ole Reistad and 
Styrkaar Hustveit, “Appendix II: Operational, Shut 
Down, and Converted HEU-Fueled Research Reac-
tors,” Nonproliferation Review 15, no. 2 (July 2008; 
available at htt p://cns.miis.edu/pubs/npr/vol15/152_
reistad_appendix2.pdf as of 3 July 2008).
36 International Atomic Energy Agency, “New Life 
for Research Reactors? Bright Future but Far Fewer 
Projected” (Vienna: IAEA, 8 March 2004; avail-
able at htt p://www.iaea.org/NewsCenter/Features/
ResearchReactors/reactors20040308.html as of 5 
January 2007).
37 See, for example, Ira N. Goldman, Pablo Adel-
fang, Arnaud Atger, Kevin Alldred, and Nigel 
Mote, “Developing Research Reactor Coalitions and 
Centres of Excellence,” presentation at “Research 
Reactor Fuel Management 2007,” (Lyon, France, 

These coalitions could make it possible 
for scientists from reactors that can no 
longer aff ord to keep operating to make 
use of other facilities in their region.  But 
these coalitions are not structured to pro-
vide positive incentives for underutilized 
reactors to shut down.  How should such 
incentives be provided?  In some cases, 
the best route will be through national 
governments, which may be growing 
tired of the drain on the budget imposed 
by subsidizing these reactors and may be 
more willing to negotiate over these reac-
tors’ fate than the operators themselves.  
Incentives packages might include fund-
ing research at a site that does not require 
the research reactor, funding research 
as a user group at another facility in the 
region, or helping with shutdown and 
decommissioning. In some cases, the ap-
propriate target of such discussions may 
be national-level decision makers who 
subsidize these reactors’ operation.  Such 
shut-down incentives should be institu-
tionally separated from conversion eff orts, 
so that the trust necessary to convince 
operators to convert is not undermined 
by the operators believing the real agenda 
of the conversion experts is to shut them 
down. The best approach might be for 
the United States and other interested 
countries, in cooperation with the IAEA, 
to launch a “Sound Nuclear Science Initia-
tive,” focused on ensuring that the world 
gets the highest-quality research, training, 
and isotope production out of the smallest 
number of safe and secure reactors at the 
lowest cost.

Fourth, market incentives should be 
used to convince the major producers of 
the principal medical isotope, molybde-
num-99, to shift  production away from 
the use of HEU targets.  A user fee im-
posed on all medical isotopes made using 

12 March 2007, available at htt p://www.igorr.
com/home/liblocal/docs/Proceeding/Meeting per-
cent2011/Goldman.pdf as of 30 September 2008.)
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HEU, amounting to roughly 30 percent of 
the value of the isotopes, would create a 
powerful incentive to convert from HEU. 
Because the isotopes represent a tiny frac-
tion of the cost of the medical procedures 
that use them, this fee would have litt le 
eff ect on patient costs or the availability 
of needed isotopes.  The revenue could be 
used to assist producers willing to con-
vert.38

Fift h, the United States and other con-
cerned states should off er additional 
incentives to convince key potentially 
vulnerable HEU, plutonium, or nuclear 
warhead sites to allow those stockpiles 
to be removed.  The history of success-
ful HEU-removal eff orts such as Project 
Sapphire in 1994 and Project Vinca in 
2002 makes clear that incentives targeted 
to the needs of a particular country or 
facility can be essential to success—and 
that the needed incentives are likely to 
be diff erent in each particular case, sug-
gesting the need for fl exible and creative 

38 This sensible approach was fi rst suggested to 
me by an individual who was then a DOE offi  cial, 
is now a U.S. national laboratory employee, and 
prefers to remain anonymous.  For useful assess-
ments of the issues surrounding the use of HEU 
for medical isotopes, see, for example, Cristina 
Hansell, “Nuclear Medicine’s Double Hazard: 
Imperiled Treatment and the Risk of Terrorism,” 
Nonproliferation Review, Vol. 15, No. 2, July 2008, 
pp. 185-208, and Frank N. von Hippel and Laura 
H. Kahn, “Feasibility of Eliminating the Use of 
Highly enriched Uranium in the Production of 
Medical Radioisotopes,” Science and Global Security 
Vol. 14 (2006), pp. 151-162, available at htt p://www.
princeton.edu/~globsec/publications/pdf/14_2-3_ 
percent20FvH_LK_Radio.pdf as of 2 August 2008.  
Alan Kuperman has been a particularly consistent 
and well-informed advocate for shift ing medi-
cal isotope production to LEU.  See, for example, 
Alan J. Kuperman, “The Global threat Reduction 
Initiative and Conversion of Isotope Production to 
LEU Targets,” in Proceedings of the 26th International 
Meeting on Reduced Enrichment in Research and Test 
Reactors, Vienna, 7-12 November 2004, available at 
htt p://www.rertr.anl.gov/RERTR26/Abstracts/17-
Kuperman.html as of 2 August 2008. 

approaches.39  Additional incentives may 
well be necessary to convince Belarus and 
South Africa to give up their particularly 
dangerous high-quality HEU stocks.  As 
described in Chapters 2 and 3, only a tiny 
fraction of the U.S.-origin HEU in devel-
oped countries is expected to be shipped 
back to the United States—in part because 
the United States charges these countries 
a heft y fee to take this material, discour-
aging them from doing anything other 
than lett ing it build up at reactor sites.40  
The United States should (a) reduce the 
amount it charges to accept this HEU; 
and (b) launch a broad off er to purchase 
potentially vulnerable HEU from any 
country willing to give it up.  The United 
States might off er $25,000 per kilogram, 
for example—roughly the original price 
agreed to in the U.S.-Russian HEU Pur-
chase Agreement—for HEU from any 
country, with any HEU provided being 
stored and eventually blended to LEU.41  

39 See, for example, Philipp C. Bleek, Global Cleanout: 
An Emerging Approach to the Civil Nuclear Material 
Threat (Cambridge, Mass.: Project on Managing the 
Atom, Harvard University, 2004; available at htt p://
bcsia.ksg.harvard.edu/BCSIA_content/documents/
bleekglobalcleanout.pdf as of 18 July 2008).
40 U.S. Congress, Government Accountability Of-
fi ce, Nuclear Nonproliferation: DOE Needs to Consider 
Options to Accelerate the Return of Weapons-Usable 
Uranium from Other Countries to the United States and 
Russia, GAO-05-57 (Washington, D.C.: GAO, 2004; 
available at htt p://www.gao.gov/new.items/d0557.
pdf as of 10 July 2007).  
41 The off er might include discounts for material 
that posed less proliferation risk, such as HEU in 
the 20-40 percent enrichment range, or heavily 
irradiated HEU.  (As discussed in Chapter 2, ir-
radiated research reactor fuel, unlike spent fuel 
from commercial power reactors, continues to 
pose a risk of theft , as the fuel elements are small 
and easily removed, still contain HEU, and are 
not radioactive enough to disable or even sicken 
terrorists att empting to steal them.)  For an earlier 
discussion of such an HEU purchase off er, see 
Matt hew Bunn, The Next Wave: Urgently Needed 
New Steps to Control Warheads and Fissile Material 
(Washington, D.C.: Managing the Atom Project, 
Harvard University, and Non-Proliferation Project, 
Carnegie Endowment for International Peace, 2000; 
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If, in fact, there are roughly 19 tons of 
HEU outside of the United States and 
Russia, the cost of such an off er could 
come to less than half a billion dollars 
even if it succeeded in eliminating ev-
ery kilogram of this material (though of 
course there would also be substantial 
costs for packaging, shipping, and dis-
position of the materials that countries 
agreed to send). 

Finally, in addition to incentives, the 
United States and other concerned coun-
tries must give consolidating nuclear 
stockpiles the diplomatic priority they 
deserve.  To date, these eff ort have of-
ten been treated as “nice to do” but not 
urgent, items to be handled largely by 
program managers and technical experts.  
Instead, eliminating sites where nuclear 
weapons, HEU, or separated plutonium 
could be stolen must be seen as a criti-
cal element of the global eff ort to keep 
nuclear bomb material out of terrorist 
hands, and therefore a high priority for 
U.S. diplomacy—an item to be raised with 
presidents and prime ministers whenever 
that is the best way to get the job done.42

Gain agreement on effective 
global nuclear security standards

Nuclear security is only as strong as its 
weakest link; insecure nuclear materials 
anywhere are a threat to everyone, ev-
erywhere.  Hence, the next U.S. president 

available at htt p://belfercenter.ksg.harvard.edu/
fi les/fullnextwave.pdf as of 12 May 2008), pp. 78-
79. New consideration of this concept was recently 
suggested to me by Devabhaktuni Srikrishna, chief 
technology offi  cer for a wireless networking fi rm.  
Personal communication, August 2008.
42 This high-level approach is already being taken, 
for example, in the eff ort to convince Ukraine to 
allow the HEU to be removed from its facilities: 
while that eff ort has not yet produced agreement, 
the chances are bett er than they would have been if 
cabinet secretaries had not been weighing in.

and other world leaders should seek rapid 
agreement on eff ective global nuclear se-
curity standards, designed to ensure that 
all nuclear weapons and weapons-usable 
materials are protected against the kinds 
of threats terrorists and criminals have 
shown they can pose.  

The standard should be rigorous enough 
that all stockpiles with such security mea-
sures are well protected against plausible 
insider and outsider threats, but fl exible 
enough to allow each country to take its 
own approach to nuclear security and 
to protect its nuclear secrets.  One ap-
proach would be to focus on the kinds of 
threats nuclear weapons and the materials 
needed to make them should be protected 
against.  There should be a minimum 
level of security required everywhere, but 
security measures capable of defending 
against still larger threats should be put 
in place in countries where terrorists and 
thieves are especially active and capable.  
For example, the agreed global minimum 
might be that all nuclear weapons and 
signifi cant stocks of weapons-usable nu-
clear materials must be protected at least 
against two small teams of well-trained, 
well-armed att ackers, possibly with inside 
help—the level of capability demonstrated 
in the Pelindaba break-in in November 
2007—or a well-placed insider acting 
alone.

Diff erent countries are likely to take 
diff erent approaches to meeting the ob-
jective.  In some countries, where labor 
rates are low and advanced technologies 
are hard to purchase and maintain, an 
approach focused on large numbers of 
armed guards may work best; in others, a 
technology-heavy approach may be more 
appropriate.  Performance in defeating 
plausible threats is what is important, not 
the specifi c means by which that perfor-
mance is achieved.
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How might general agreement on such 
a global standard be reached?  Several 
paths are possible.  None off er an easy or 
sure means to reach the objective.  Past 
eff orts make clear that there is strong re-
sistance by many countries to agreeing to 
a standard that might force them to spend 
more on nuclear security, or to change 
approaches that they believe are already 
adequate.  Here, complacency over exist-
ing approaches blends with concerns over 
national sovereignty to create a major ob-
stacle to agreement.  

For these reasons, recent agreements such 
as the nuclear terrorism convention43 and 
the amendment to the physical protection 
convention,44 while useful, provide no 
specifi c standards for how secure nuclear 
weapons or weapons-usable materials 
should be.  Eff orts to negotiate an eff ec-
tive global nuclear security standard in a 
treaty have not succeeded in the past and 
are not likely to succeed in the near-term 
future, as such negotiations have been 
assigned to “experts” far removed from 
the centers of power, who, having come 
up through a national system that han-
dles nuclear security in a particular way, 
generally see litt le need to change that 
approach and considerable potential for 
added costs and unwanted intrusion for 
the nuclear industries and ministries they 
represent.  Indeed, these representatives, 
far removed from the centers of power in 

43 International Convention for the Suppression of Acts 
of Nuclear Terrorism (New York: United Nations, 
2005; available at htt p://www.un.int/usa/a-59-766.
pdf as of 16 September 2005).  This treaty’s most 
specifi c provision related to security of nuclear 
stockpiles is a requirement that all parties “make 
every eff ort to provide appropriate measures to 
ensure the protection” of nuclear and radiological 
materials (Article 8).
44 Amendment to the Convention on the Physical Pro-
tection of Nuclear Material (Vienna: International 
Atomic Energy Agency, 2005; available at htt p://
www-pub.iaea.org/MTCD/Meetings/ccpnmdocs/
cppnm_proposal.pdf as of 25 June 2008).

their respective governments, typically do 
not have the power to agree to measures 
that would require substantial changes 
in the way their countries handle nuclear 
security even if they wanted to do so.

By contrast, top political leaders charged 
with managing the full spectrum of their 
nation’s security, when asked whether nu-
clear weapons and the materials needed 
to make them should be protected against 
an insider trying to steal them, or two 
small teams of outside att ackers, are likely 
to say “of course they should.”  Hence, 
the most plausible means to overcome 
the obstacles to a global nuclear security 
standard is to gain political commitments 
from senior political leaders—perhaps at 
the G8 summit—to a very broadly defi ned 
standard—perhaps expressed in only a 
paragraph or two—with experts assigned 
to fl esh out the specifi cs only aft er the top 
leaders had approved a clear direction.  
The United States should immediately 
begin discussions with other leading gov-
ernments, as a key part of a global nuclear 
security campaign, on such a political 
commitment to a common minimum stan-
dard.

Regardless of whether international agree-
ment has yet been reached on such global 
nuclear security standards, the next U.S. 
president should direct U.S. agencies, in 
pursuing bilateral cooperation to upgrade 
nuclear security in other countries, to 
adopt the goal of achieving a level of secu-
rity that matches the standards the United 
States is advocating, and that reduces the 
risks of nuclear theft  to a low level, given 
the threats that exist in the country in 
question and the quantity and quality of 
the nuclear material at the facilities there.  
This would serve U.S. security interests 
far bett er than relying on least-common-
denominator standards such compliance 
with existing IAEA physical protection 
recommendations.  In many cases, this 
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may require more substantial upgrades 
than have yet been undertaken, or more 
eff orts to convince recipient states to put 
in place more stringent nuclear security 
rules and to provide more numerous and 
eff ective guards.

UNSCR 1540 and nuclear security 
standards.  UNSCR 1540 provides one po-
tentially important tool in forging global 
nuclear security standards.  This resolu-
tion, passed unanimously in April 2004, 
creates binding legal obligation on every 
state to provide “appropriate eff ective” 
security and accounting for whatever 
nuclear stockpiles it may have (along with 
a wide range of other legal obligations 
to improve controls over all weapons of 
mass destruction and related materials).45  
Unfortunately, litt le use of this remarkable 
tool has yet been made—no government 
or international organization has yet 
sought to lay out what an “appropriate 
eff ective” nuclear security and account-
ing system includes and to pressure (and 
help) states to put those legally required 
measures in place.

This should change.  UNSCR 1540 creates 
an opportunity for the United States to 
work with other countries and the IAEA 
to: detail the essential elements of an “ap-
propriate eff ective” system for nuclear 
security; assess what improvements coun-
tries around the world need to make to 
put these essential elements in place; and 
help (and pressure) countries around the 
world to take the needed actions.  If broad 
agreement could be reached on the essen-
tial elements of an “appropriate eff ective” 
nuclear security system, that would, in 
eff ect become a legally binding global 
standard for nuclear security.  Indeed, the 

45 The text of UNSCR 1540, along with many related 
documents, can be found at United Nations, “1540 
Committ ee” (New York: UN, 2005; available at 
htt p://disarmament2.un.org/Committ ee1540/meet-
ing.html as of 18 June 2008).

entire global eff ort to put in place strin-
gent nuclear security measures for all the 
world’s stockpiles of nuclear weapons and 
weapons-usable nuclear materials can be 
considered simply as the implementation 
of the unanimously approved obligations 
of UNSCR 1540.  

If the words “appropriate eff ective” mean 
anything, they should mean that nuclear 
security systems could eff ectively defeat 
threats that terrorists and criminals have 
shown they can pose.  Thus, one pos-
sible defi nition would be that to meet its 
UNSCR 1540 physical protection obliga-
tion, every state with nuclear weapons or 
weapons-usable nuclear materials should 
have a well-enforced national rule requir-
ing that every facility with a nuclear bomb 
or a signifi cant quantity of nuclear mate-
rial must have security in place capable of 
defeating a specifi ed design basis threat 
(DBT) including outsider and insider 
capabilities comparable to those terror-
ists and criminals have demonstrated in 
that country (or nearby).46  This approach 
has the following advantages: the logic 
is simple, easy to explain, and diffi  cult 
to argue against; the standard is general 
and fl exible enough to allow countries to 
pursue their own specifi c approaches as 
long as they are eff ective enough to meet 
the threats; and at the same time, it is spe-
cifi c enough to be eff ective and to provide 
the basis for questioning, assessment, and 
review.47  The United States and other na-

46 For an initial cut at defi ning the essential ele-
ments that must be included for nuclear security 
and accounting systems to meet the obligation 
to be “appropriate eff ective,” see Matt hew Bunn, 
“‘Appropriate Eff ective’ Nuclear Security and 
Accounting—What is It?”, presentation to “‘Appro-
priate Eff ective’ Material Accounting and Physical 
Protection,” (Joint Global Initiative/UNSCR 1540 
Workshop, Nashville, Tennessee, 18 July 2008, 
available at htt p://belfercenter.ksg.harvard.edu/
fi les/bunn-1540-appropriate-eff ective50.pdf as if 20 
August 2008).
47 Questions designed to clarify a country’s compli-
ance with this standard could include such items 
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tions agreeing to such a standard should 
then launch an intensive eff ort to per-
suade other states to bring their nuclear 
security arrangements up to that standard 
and help them to do so as needed.

as: is there a rule in place specifying that all facili-
ties with nuclear weapons or signifi cant quantities 
of weapons-usable nuclear material must have 
security in place capable of defending against 
specifi ed insider and outsider threats?  Are those 
specifi ed threats big enough to realistically refl ect 
demonstrated terrorist and criminal capabilities in 
that country or region?  How is this requirement 
enforced?  Is there a program of regular, realistic 
tests, to demonstrate whether facilities security 
approaches are in fact able to defeat the specifi ed 
threats?  Are armed guards used on-site at nuclear 
facilities, and if not, how is the system able to hold 
off  outside att ack or insider thieves long enough for 
armed response forces to arrive from elsewhere?  
Others have proposed other standards to meet 
similar objectives: Graham T. Allison, for example, 
has proposed a “gold standard,” arguing that given 
the devastating potential consequences of nuclear 
theft , all nuclear stockpiles should be secured to 
levels similar to those used for large stores of gold 
such as Fort Knox. See Allison, Nuclear Terrorism: 
The Ultimate Preventable Catastrophe.  In 1994, a 
committ ee of the National Academy of Sciences 
argued that because gett ing the essential ingredi-
ents of nuclear weapons was the hardest part of 
making a nuclear bomb, plutonium should, to the 
extent practicable, be secured and accounted for 
to the same standards applied to nuclear weapons 
themselves—and argued further that this “stored 
weapon standard” should be applied to all sepa-
rated plutonium and HEU worldwide (an approach 
that presupposes that nuclear weapons themselves 
have eff ective protection, which may not always be 
the case). U.S. National Academy of Sciences, Com-
mitt ee on International Security and Arms Control, 
Management and Disposition of Excess Weapons Pluto-
nium (Washington, D.C.: National Academy Press, 
1994; available at htt p://books.nap.edu/html/plu-
tonium/0309050421.pdf as of 18 June 2008), pp. 31, 
102. Other sources that could also be drawn on for 
insight in defi ning what should be included in an 
“appropriate eff ective” physical protection system 
include the “principles and objectives” included in 
the proposed amendment to the physical protec-
tion convention (though these are very general and 
include few specifi cs) and the IAEA’s recommenda-
tions on physical protection (INFIRC/225 Rev. 4).  
Unfortunately, while both of these provide valuable 
considerations for physical protection, it is possible 
to comply fully with both of them and still not have 
a secure system.

The United States should also make clear 
to all countries where nuclear stockpiles 
exist that with the passage of UNSCR 
1540, providing eff ective security for these 
stockpiles is now a legal obligation and 
a positive relationship with the United 
States depends on fulfi lling that obliga-
tion.  The United States should also begin 
discussions with key nuclear states to 
develop the means to build international 
confi dence that states have fulfi lled their 
commitments to take eff ective nuclear 
security measures, without unduly com-
promising nuclear secrets.

Strengthening IAEA nuclear security 
recommendations.  As another path-
way toward more eff ective international 
nuclear security standards, the next 
U.S. president should work closely with 
countries around the world to greatly 
strengthen the IAEA’s recommendations 
for physical protection.  While these are 
only recommendations, and the current 
version is quite vague, they are the clos-
est thing to a real international standard 
for physical protection that exists, as most 
countries follow the recommendations, 
and recipients of nuclear material and 
technologies from the United States and 
some other exporters are required under 
bilateral nuclear supply agreements to 
provide physical protection comparable to 
the approaches the IAEA recommends.48

The current version of the IAEA rec-
ommendations on physical protection, 
INFCIRC/225 Rev. 4, was issued in 1999, 
long before the 9/11 att acks.  As discussed 
in Chapter 2, its requirements are quite 
modest.  International discussions of an-

48 For a discussion of agreements including such 
requirements, see Bonnie Jenkins, “Establishing 
International Standards for Physical Protection of 
Nuclear Material,” Nonproliferation Review Vol. 5, 
no. 3 (Spring-Summer 1998; available at htt p://cns.
miis.edu/pubs/npr/vol05/53/jenkin53.pdf as of 18 
June 2008).
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other revision are now underway, and a 
group of states including the United States 
and many of its European allies have pro-
vided a set of proposals for the revision.49

The single most critical improvement 
the United States and other leading gov-
ernments should seek to include in the 
new version is the same as the standard 
discussed above—that is, a minimum 
threat that nuclear stockpiles should be 
protected against.  INFCIRC/225 Rev. 4 
already recommends that states develop 
a “design basis threat” (DBT)—that is, 
a threat or set of threats that nuclear se-
curity systems should be designed to 
protect against—and make it an “essential 
element” of their physical protection sys-
tems.50  But it does not specify anything 
about what the DBT should be or how 
exactly it should be used.  As it stands, 
INFCIRC/225 document is almost entirely 
rule-based, rather than performance-
based.  A new revision should move in 
a more performance-based direction, fo-
cused on providing capabilities to meet 
particular threats.  A new revision should 
recommend that: (a) states should enact 
and enforce regulations requiring that all 
facilities and transport legs with Category 
I material have security systems in place 
able to provide a high probability of de-

49 Interviews with IAEA offi  cials, April 2008; 
NNSA offi  cials, July 2007 and July 2008; and Brit-
ish offi  cial, July 2008.  The new version may be 
renamed—the IAEA hopes to have it as one entry 
in its new “Security Series” of publications, giving 
it a status comparable to the status of the “Safety 
Series” documents, which have become de facto 
global standards on a variety of aspects of nuclear 
safety.  On the other hand, a variety of nuclear 
supply agreements and other accords refer to IN-
FCIRC/225 by name, which may make changing the 
title diffi  cult.
50 International Atomic Energy Agency, The Physical 
Protection of Nuclear Material and Nuclear Facilities, 
INFCIRC/225/Rev.4 (Corrected) (Vienna: IAEA, 
1999; available at htt p://www.iaea.or.at/Publica-
tions/Documents/Infcircs/1999/infcirc225r4c/
rev4_content.html as of 10 July 2007).

feating the DBT;51 and (b) that, while DBTs 
should vary from one state to another 
depending on the threat, at a minimum all 
Category I material everywhere should be 
defended at least against two small teams 
of well-armed and well-trained outsiders, 
with access to inside information on the 
workings of the security system and the 
location of the material, against one or 
two well-placed insiders, or against both 
outsiders and insiders working together.

Whether or not that level of specifi city 
could be achieved, it would also be use-
ful for a new revision of INFCIRC/225 to 
specify that the DBT in each state should 
include at least the level of capabilities 
that terrorists or thieves stealing from ma-
jor guarded facilities or transports have 
demonstrated they can pull together in 
that state, or in neighboring states with 
similar threat conditions; this would 
provide a basis for detailed discussions 
with states about whether their DBTs 
adequately refl ected the threats they had 
experienced. 

The minimum threat suggested above, if 
agreed to, would represent a very sub-
stantial step forward in the way nuclear 
material is protected around the world. 
The minimum DBT just outlined corre-

51 To gain suffi  ciently broad support, it may be 
necessary to include language that makes it clear 
that states could choose to achieve this level of 
performance either through a performance-based 
approach in which facilities are required to be able 
to defeat a certain DBT but given signifi cant fl ex-
ibility in how to go about doing so; a rule-based 
approach in which the regulations specify particu-
lar security measures to be taken, in the expectation 
that if those measures are taken as specifi ed, the 
result will be a system that provides protection 
adequate to defeat the DBT; or a combination of 
performance-based and rule-based approaches.  
While a number of states have adopted DBT-cen-
tered approaches to physical protection regulation, 
many others have not, and no state has yet adopted 
an entirely performance-based approach without a 
substantial number of rule-based requirements.
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sponds roughly to the published version 
of the U.S. NRC DBT for theft .52  This 
DBT is less capable than it should be in a 
variety of respects and is far less capable 
than the DOE DBT for identical material;53 
but it represents a level of protection well 
beyond that which exists today at the 
most vulnerable facilities with HEU and 
separated plutonium around the world, 
and it is the most that could reasonably 
be hoped for (and possibly more than can 
actually be achieved) as an agreement 
resulting from the IAEA’s least-common-
denominator discussion process.  (The 
prospects for success in reaching agree-
ment on such an approach would be 
enormously improved if political leaders 
from key countries had already agreed 
to protect their stockpiles against such 
threats and to help others do the same, as 
suggested above.)

In addition to a minimum DBT, a variety 
of other improvements should be made in 
INFCIRC/225.  More measures are needed 
that focus on the insider threat—likely 
the dominant theft  and sabotage threat in 
many countries—including more specif-
ics on the need for in-depth background 
checks and ongoing monitoring of person-

52 See Section 73.1 in U.S. Nuclear Regulatory Com-
mission, “Part 73-Physical Protection of Plants and 
Materials,” in Title 10, Code of Federal Regulations 
(Washington, D.C.: U.S. Government Printing Of-
fi ce; available at htt p://www.nrc.gov/reading-rm/
doc-collections/cfr/part073/full-text.html as of 28 
September 2005).
53 For a more radical argument that INFCIRC/225 
should be revised to incorporate a DBT comparable 
to that now in use at DOE, see Edwin S. Lyman, 
“Using Bilateral Mechanisms to Strengthen Physi-
cal Protection Worldwide,” in Proceedings of the 
45th Annual Meeting of the Institute for Nuclear 
Materials Management, Orlando, Florida, 18-22-July 
(Northbrook, Ill.: INMM, 2004; available at htt p://
www.ucsusa.org/global_security/nuclear_terror-
ism/bilateral-mechanisms.html as of 21 November 
2006).  Unfortunately,  I do not believe that such 
a far-reaching revision of INFCIRC/225 could be 
achieved; gaining agreement even on the approach 
described in the text would be a challenge.

nel, continuous monitoring of areas with 
Category I nuclear material (and vital 
areas in the case of sabotage), training 
to ensure that all personnel are alert to 
the possibility of insider theft  and know 
how to report any suspicions they may 
have, and more.  Consideration should 
be given either to adding requirements 
for material accounting and control—also 
key elements of integrated nuclear secu-
rity systems—or developing a separate 
document on those topics.  The revised 
INFCIRC/225 should recommend that the 
actual performance of physical protec-
tion systems in defeating both outsider 
and insider threats be regularly probed 
with realistic tests in which either test 
participants portraying outsiders at-
tempt to get in and steal material, or 
participants portraying insiders att empt 
to remove material.  If agreement can 
be reached, it would be highly desirable 
for the revised document to specifi cally 
call for on-site armed guards numerous 
and eff ective enough to be able to defeat 
the DBT; if some states insist on retain-
ing something like the current language 
allowing for “compensatory measures” 
instead of on-site armed guards, this 
language should be made more specifi c, 
recommending that states not allow the 
substitution of compensatory measures 
for armed guards unless the compensa-
tory measures have proved, in realistic 
tests using teams trained in plausible ad-
versary tactics, that they can provide an 
equivalent level of protection.  The points 
emphasized in the fundamental principles 
of physical protection in the amendment 
to the physical protection convention—
including, among others, the importance 
of security culture—should be included 
in INFCIRC/225, each with specifi c rec-
ommendations as to how they can be 
addressed.  The very brief discussion of 
measures to prevent sabotage in the cur-
rent document should be expanded.
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New approaches to categorizing nuclear 
materials.  One key element of building 
eff ective global nuclear security stan-
dards will be carefully thought-through 
approaches to defi ning what kinds of 
nuclear material pose the greatest dangers 
if stolen, and hence require the highest 
levels of protection.  The basic principle 
should be a system which puts the high-
est priority on securing the material most 
useful for terrorists seeking to make a nu-
clear bomb—but does not abruptly drop 
protection for less-att ractive material that 
terrorists would still have a good chance 
of making a bomb from.

In particular, in today’s age of suicidal ter-
rorists, it is clearly fl at wrong to believe 
that that nuclear material emitt ing enough 
radiation to give thieves a dose of one 
Sievert per hour (1 Sv/hr) at one meter 
from the material is “self-protecting” from 
theft .  This level of radiation would not be 
enough to even make the thieves feel ill, 
let alone disable them before they could 
complete their theft .54  Recent analyses 
at U.S. laboratories suggest that the level 
of radiation would have to be 100 times 
higher to create doses big enough to phys-
ically disable thieves before they could 
complete their theft .55  Yet the assumption 

54 J.J. Koelling and E.W. Barts, Special Nuclear Mate-
rial Self-Protection Criteria Investigation: Phases I and 
II, vol. LA-9213-MS, NUREG/CR-2492 (Washing-
ton, D.C.: U.S. Nuclear Regulatory Commission, 
1982; available at htt p://www.sciencemadness.org/
lanl1_a/lib-www/la-pubs/00307470.pdf as of 28 
March 2008).  For a useful discussion, see Edwin 
Lyman and Alan Kuperman, “A Re-Evaluation of 
Physical Protection Standards for Irradiated HEU 
Fuel,” in The 24th International Meeting on Reduced 
Enrichment for Research and Test Reactors, Bariloche, 
Argentina, 5 November 2002 (Argonne, Ill.: Argonne 
National Laboratory, 2002; available at htt p://www.
rertr.anl.gov/Web2002/index.html as of 16 May 
2006).
55 C.W. Coates et al., “Radiation Eff ects on Personnel 
Performance Capability and a Summary of Dose 
Levels for Spent Research Reactor Fuels,” in Pro-
ceedings of the 47th Annual Meeting of the Institute for 

that such material is “self-protecting” is 
enshrined in the IAEA recommendations, 
in the physical protection convention, 
and in national regulations in the United 
States and many other countries.56

This issue is a particular concern for 
irradiated HEU research reactor fuel.  Un-
like spent fuel from commercial power 
reactors—which is in massive, intensely 
radioactive fuel assemblies that could not 
be moved without special equipment—ir-
radiated research reactor fuel elements are 
oft en small enough to simply be picked 
up and carried out to a waiting truck; 
oft en still contain very highly enriched 
uranium aft er use; and are not radioactive 
enough to deter suicidal thieves.  Most of 
the world’s irradiated HEU research reac-
tor fuel has been cooling long enough that 
it is not self-protecting even by current 
standards, and virtually none of it could 
be considered self-protecting under more 
sensible standards.  Irradiated HEU fuel 
also poses a proliferation and theft  risk, 
and requires substantial security—which 
it does not receive in most countries today.

Unfortunately, making this change in how 
nuclear material should be categorized is 
likely to be diffi  cult, since the notion that 
1 Sv/hr at 1 meter is suffi  cient for material 
to be “self-protecting” is enshrined in the 
agreed text of the just-amended physical 
protection convention.  At a minimum, 
the IAEA recommendation that states 
can reduce the security category assigned 
to nuclear material by one step (for ex-

Nuclear Materials Management, Nashville, Tenn., 16-20 
July (Northbrook, Ill.: INMM, 2006).
56 Under the IAEA physical protection recom-
mendations or the physical protection convention, 
“Category I” material—that is, material requiring 
the highest levels of security—can be downgraded 
to Category II if it is emitt ing radiation that would 
cause a dose rate of 1 Sv/hr at 1 meter.  U.S. NRC 
regulations go further, exempting material above 
this threshold from virtually all security require-
ments.
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ample, from Category I to Category II) if 
it is emitt ing radiation that would cause 
a dose rate of 1 Sv/hr at 1 meter could be 
modifi ed by adding a recommendation 
that states should not make this reduc-
tion unless compensatory measures were 
taken to provide equivalent levels of pro-
tection against thieves not concerned with 
their own health.

Imposing tougher export requirements.  
U.S. law requires that nuclear exports not 
be “inimical to the common defense and 
security.”57  To date, with respect to the 
danger of nuclear theft , the United States 
has only required that states receiving 
nuclear exports provide security at least 
equivalent to that called for in the latest 
IAEA recommendations.  U.S. nuclear co-
operation agreements with other countries 
typically refl ect these requirements.

But a strong argument can be made that 
the requirements of INFCIRC/225 Rev. 4 
are not enough to prevent nuclear theft  
risks inimical to the common defense and 
security.58  For countries where there are 
existing nuclear cooperation agreements 
referring only to the IAEA recommenda-
tions, the United States cannot legally 
demand a higher standard.  But there is 
nothing preventing the United States from 
launching diplomatic eff orts to convince 
these states that in their own security in-
terests, higher standards of security are 
needed.  Moreover, in compliance with 
the law, an argument can be made that 
future exports of HEU or separated pluto-
nium should only be made if they will be 
handled with security measures adequate 
to reduce the risk of nuclear theft  and ter-
rorism they pose to very low levels.  The 

57 Atomic Energy Act of 1954, as Amended (Wash-
ington, D.C.: Government Printing Offi  ce, 1954; 
available at htt p://www.nrc.gov/reading-rm/doc-
collections/nuregs/staff /sr0980/ml022200075-vol1.
pdf as of 22 December 2006).
58 Lyman, “Using Bilateral Mechanisms.”

United States should take the position that 
only nuclear facilities with security that 
has demonstrated high levels of eff ective-
ness can receive U.S. nuclear material or 
lucrative U.S. government contracts—and 
should work to convince other leading 
states to do the same.

In addition, the United States and other 
leading governments should work to 
strengthen the guidelines on physical 
protection of the Nuclear Suppliers Group 
(NSG).  These guidelines, which appear 
not to have been modifi ed signifi cantly 
since they were agreed to in 1975, refer 
to INFCIRC/225 as a “useful basis” for 
guiding individual states in designing 
physical protection systems; but the spe-
cifi c measures the NSG members agree 
to require are considerably weaker than 
those in INFCIRC/225.59  Seven years aft er 
the 9/11 att acks, it is past time to revise 
these guidelines so that all major suppli-
ers agree to require physical protection 
suffi  cient to defeat the kinds of threats 
that terrorists and criminals have shown 
they can pose.  As a fi rst step, the guide-
lines could be modifi ed to require that 
countries receiving HEU or separated plu-
tonium host an international peer review 
of their physical protection arrangements 
(such as from the IAEA’s International 
Physical Protection Advisory Service), 
and address any issues the peer review 
identifi es. Ultimately, as suggested above, 
eff ective security and accounting for 
weapons-usable nuclear material should 
become part of the “price of admission” 
for doing business in the international 
nuclear market.

59 See Appendix C of the NSG guidelines, contained 
in International Atomic Energy Agency, Communica-
tions Received from Certain Member States Regarding 
Guidelines for the Export of Nuclear Material, Equip-
ment and Technology, INFCIRC/254/Rev. 7/Part 1 
(Vienna: IAEA, 2005; available at htt p://www.nucle-
arsuppliersgroup.org/PDF/infcirc254r7p1-050223.
pdf as of 20 July 2005).
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Building confi dence in nuclear secu-
rity.  An eff ort to forge eff ective global 
standards should also include steps to 
build confi dence that states have really 
implemented the agreed nuclear security 
commitments.  Vulnerable nuclear ma-
terial anywhere is a threat to everyone, 
everywhere—so every country has a 
right to know how well other countries 
are fulfi lling their nuclear security re-
sponsibilities.  But creating mechanisms 
to provide that information confi dence 
poses a diffi  cult challenge, as in nearly 
every country with such stockpiles, the 
details of nuclear security arrangements 
are highly classifi ed, making it diffi  cult to 
reveal enough information to give other 
countries confi dence that the security 
measures in place are fully eff ective.60

For those countries willing to accept in-
ternational peer reviews of their security 
arrangements, IAEA-led peer reviews can 
be eff ective in building this confi dence.  
Such peer reviews should increasingly 
become a normal part of the nuclear 
business for developed and developing 
states alike, just as international safety 
reviews are.61  But the reality is that some 
nuclear stockpiles—from those at U.S. 
and Russian nuclear warhead assembly 
plants to those in Pakistan and Israel—

60  Even at sites in Russia where the United States 
has invested heavily in improving security, Russia 
does not inform the United States about operational 
details of day-to-day security measures important 
to the eff ectiveness of the overall system; and the 
United States has given Russia very litt le informa-
tion about the day-to-day eff ectiveness of U.S. 
nuclear security systems.
61 Norway was the fi rst major developed state to 
request such an international peer review and en-
couraged all other states to do likewise, arguing 
that all states can benefi t from international advice.  
Government of Norway, “Statement by Norway,” in 
48th IAEA General Conference, Vienna, Austria, 20-21 
September 2004 (Vienna: International Atomic En-
ergy Agency, 2004; available at htt p://www.iaea.org/
About/Policy/GC/GC48/Statements/norway.pdf as 
of 10 May 2006).

are extremely unlikely to be welcoming 
IAEA visitors anytime in the next de-
cade.  Graham Allison has proposed that 
nuclear weapon states invite experts from 
another nuclear weapon state with which 
they have good relations to review their 
nuclear security arrangements and certify 
that they are eff ective.  China, for ex-
ample, which has long had close nuclear 
relations with Pakistan, might review and 
certify Pakistan’s nuclear security sys-
tem.62

Another approach might focus on provid-
ing, at least in general terms, the results 
of tests of security system eff ectiveness.  
The United States, for example, already 
openly publishes data on what percent-
age of DOE facilities have received high 
ratings in DOE security inspections—and 
uses that percentage as a measure of the 
eff ectiveness of ongoing steps to improve 
security.63  In the case of U.S.-Russian co-
operation, to build understanding of what 
was being tested and how, U.S. and Rus-
sian adversary teams used to test nuclear 
security systems might train together, 
and perhaps conduct tests together at 
some non-sensitive sites in each country.  
Then the remaining sites could be tested 
by purely national teams, using similar 
approaches and standards, and broad de-
scriptions of the results could be provided 
to the other country.

62 Allison, Nuclear Terrorism: The Ultimate Preventable 
Catastrophe, pp. 150-153.
63 See, for example, U.S. Department of Energy, 
FY 2006 Congressional Budget Request: National 
Nuclear Security Administration (Washington, D.C.: 
DOE, 2005; available at htt p://www.cfo.doe.gov/
budget/06budget/Content/Volumes/Vol_1_NNSA.
pdf as of 10 July 2007), pp. 416-419.  Note that in 
fi scal 2004, the last year whose actual results are 
reported here, DOE inspectors had rated the secu-
rity at individual sites “eff ective” in only 53 percent 
of their inspections—and the targets for fi scal 2005 
and fi scal 2006 were only to achieve 65 percent and 
70 percent “eff ective” ratings, respectively.
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In the case of tests that revealed vulner-
abilities requiring immediate corrective 
action, U.S. and Russian offi  cials would 
probably not want to reveal the specifi cs 
of those vulnerabilities to the other side 
until they had been corrected; the exis-
tence of such vulnerabilities is considered 
a secret in each country.  In cases where 
defi ciencies were found, they could sim-
ply be silent about the results of the test, 
leaving the other side to draw its own 
conclusions, until aft er corrective action 
had been completed.  Such an approach 
could provide substantially increased 
confi dence to each side that the other’s 
nuclear stockpiles were secure and were 
being tested eff ectively.  In particular, an 
approach like this one might be used to 
confi rm that Russia had taken action to 
provide security at sites that had been 
judged too sensitive to allow U.S. ac-
cess that was comparable to the security 
measures at sites where U.S.-Russian co-
operation had taken place, particularly the 
two remaining nuclear warhead assembly 
and disassembly facilities.

Approaches such as these are sensible 
goals to aim for, though they will be 
extremely diffi  cult to achieve.  In the im-
mediate term, states should do more to 
provide general descriptions of their nu-
clear security approaches, photographs of 
installed equipment, and related data that 
could be made public without providing 
data that could help terrorists and crimi-
nals plan their att acks.

National regulations as steps toward 
global nuclear security standards.  The 
purpose of a global nuclear security stan-
dard is to achieve actual results on the 
ground—eff ective and lasting security 
at each location, and for each transport 
operation, where nuclear weapons or 
the materials needed to make them exist 
worldwide.  Inevitably, individual states 
will have to implement such standards, 

through the actions they take to achieve 
eff ective nuclear security, and in particular 
the nuclear security and accounting rules 
and regulations they put in place.  Eff ec-
tive and eff ectively enforced regulations 
are critical to lasting nuclear security; as 
nuclear security measures cost money 
and bring in no revenue, most nuclear 
managers will only invest in those secu-
rity measures their government tells them 
they have to have in place.  If more and 
more countries—and particularly those 
where the highest risks of nuclear theft  
exist—put regulations in place requir-
ing all facilities and transport operations 
with nuclear weapons or weapons-usable 
material to have security and accounting 
measures in place that would provide 
high confi dence of protecting these stock-
piles from demonstrated terrorist and 
criminal threats, this would represent 
major progress toward achieving the 
objective of a stringent global nuclear 
security standard—whether a global stan-
dard had yet been agreed to or not.  The 
next U.S. president should drastically 
increase the priority placed on working to 
convince key countries around the world 
to put eff ective nuclear security and ac-
counting regulations in place.

Build sustainability and 
security culture

It is critical not just to move quickly to 
put in place improved nuclear security 
measures where they are needed, but to 
put in place security that works, and that 
lasts.  If the upgraded security equipment 
the United States is helping countries 
put in place is all broken and unused in 
fi ve years, U.S. security objectives will 
not be accomplished.  The Department 
of Energy (DOE) is working closely with 
Russia to try to ensure that Russia puts 
in place the resources, incentives, and or-
ganizations needed to sustain high levels 
of security for the long haul, and to build 
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security cultures that will put an end to 
guards patrolling without ammunition 
or staff  propping open security doors 
for convenience.  But this is an extraor-
dinarily diffi  cult policy challenge.  As 
recent events in the U.S. Air Force make 
clear, there is more to be done to ensure 
an adequate focus on maintaining high 
standards in handling nuclear weapons 
even in the United States (which almost 
certainly spends more on nuclear security 
than any other country in the world); at-
tempting to strengthen security culture in 
foreign countries where the U.S. govern-
ment’s infl uence and understanding are 
far more limited is a much greater chal-
lenge.  Such eff orts need to be undertaken 
not just in Russia, but wherever nuclear 
weapons and the materials to make them 
exist.  In particular, as most nuclear man-
agers only invest in expensive security 
measures when the government tells them 
they have to, eff ective regulation is es-
sential to eff ective and lasting security; a 
greatly increased focus on ensuring that 
countries around the world put in place 
and enforce eff ective nuclear security and 
accounting regulations will be critical to 
long-term success.

Convincing foreign leaders and nuclear 
managers of the reality and urgency of 
the threat is the most important ingredi-
ent of success; unless they are convinced 
that nuclear security is essential to their 
own security, they are unlikely to take the 
actions needed to sustain high levels of 
security, or to build strong security cul-
tures.  Convincing security-relevant staff  
of the reality of the threat and its impor-
tance to their country’s national security 
is also a critical step—probably the most 
critical step—in building a strong security 
culture.  Steps to make this case are dis-
cussed below.

Sustainability.  Building on the progress 
NNSA and Rosatom have made toward 

implementing an agreed sustainability 
framework, the United States and other 
leading states should be working with 
countries and facilities around the world 
to put in place the resources, organizations, 
and incentives that are required to sustain 
eff ective nuclear security for the long 
haul.

Resources.  • As a follow-up to the 
successful Bratislava summit ini-
tiative on nuclear security, the 
next U.S. president should seek 
an explicit commitment from Rus-
sian President Dmitry Medvedev 
(or from Russian Prime Minister 
Vladimir Putin) that he will assign 
suffi  cient resources from the Rus-
sian budget to ensure that security 
and accounting measures suffi  cient 
to defeat the threats that terrorists 
and thieves have demonstrated 
they can pose in Russia will be sus-
tained aft er U.S. assistance phases 
out.  Such a commitment should 
include some mechanism for fol-
lowing through, such as a specifi c 
line-item for nuclear security in the 
Russian state budget.  

As sustainability is not only a 
Russia problem, similar fund-
ing approaches—including 
Presidential-level commitments to 
provide the funds needed to sus-
tain eff ective nuclear security and 
accounting—should be pursued 
with other partner countries with 
large-scale nuclear programs.  For 
countries with only one or two 
nuclear facilities requiring high 
levels of security, more limited ap-
proaches to ensuring resources for 
sustainability are more likely to 
suffi  ce.

Resources other than money—
trained personnel, infrastructure to 
maintain equipment, and more—
are also important.  The United 
States and other leading states 
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should seek to ensure that every 
facility and transport operation 
with nuclear weapons or weapons-
usable material worldwide has all 
the capacities needed to sustain ef-
fective nuclear security, including 
the necessary procedures, training, 
and maintenance arrangements.  
DOE is already focusing on these 
issues at many sites in Russia; sim-
ilar eff orts need to be made at sites 
throughout the world.

Organizations.•   It will be extremely 
diffi  cult to sustain eff ective nuclear 
security unless the organizations 
responsible have the personnel, 
expertise, resources, and author-
ity to do so.  The United States 
and other leading states should 
work to ensure that every facil-
ity and transport operation with 
nuclear weapons or weapons-
usable nuclear material worldwide 
has a dedicated organization 
charged with ensuring eff ective 
security and accounting for those 
stockpiles, and that each of these 
facilities and transport operations 
has suffi  cient personnel, with suf-
fi cient resources and authority, 
dedicated to this mission.  The 
ministries, agencies, or companies 
that control these facilities and 
transport operations should also 
have appropriate organizations in 
place to focus on sustaining eff ec-
tive nuclear security.

In particular, the United States 
should put very high priority on 
working with partner countries to 
ensure that all nuclear regulatory 
bodies have the personnel, exper-
tise, resources, and authority to 
write and enforce eff ective nuclear 
security and accounting rules.  In 
some cases, this will mean go-
ing beyond providing training or 
equipment to regulatory bodies, 
to working with political leaders 

of partner countries to convince 
them to give their nuclear regula-
tory bodies enhanced authority 
or budgets.  In the case of Russia, 
it will mean not only working to 
strengthen Rostekhnadzor (the 
regulator for all civilian nuclear 
activities in Russia) and Rosatom’s 
internal regulation, but also work-
ing with the Ministry of Defense 
(MOD) regulatory group that in 
principle regulates security for all 
MOD nuclear activities and for 
those Rosatom activities involving 
nuclear weapons and components.  
Russia has also submerged its 
nuclear regulatory agency within 
a much larger agency regulat-
ing a wide range of safety and 
environmental issues—and then 
submerged that larger agency 
within the Ministry of Natural 
Resources, weakening the power 
of the nuclear regulators and 
making it far more diffi  cult for 
nuclear safety or security issues 
to percolate to the highest levels 
of government.  The United States 
should consider whether there 
are actions it can take to help con-
vince Russia to make its nuclear 
regulators again a powerful and 
independent agency reporting di-
rectly to the highest levels of the 
Russian government.  Given the 
prominent role of the U.S. Nuclear 
Regulatory Commission (NRC) in 
regulating nuclear security and ac-
counting in the United States, NRC 
should be given the authority and 
budget to play a signifi cant role in 
working with partner countries to 
set and enforce eff ective nuclear 
security and accounting rules.

Incentives.•  Every dollar a facil-
ity manager invests in security is 
a dollar not spent on something 
that would bring in revenue or 
help accomplish the facility’s main 
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mission—and every hour a staff  
member spends following security 
procedures is an hour not spent on 
activities more likely to result in a 
raise or promotion.  It is essential 
to create strong incentives for nu-
clear security to counteract these 
obvious incentives to cut corners.  
Most facility managers simply will 
not make substantial investments 
in improving and maintaining 
security and accounting measures 
unless they have to.  In many 
cases, “they have to” means that 
otherwise an inspector is going to 
come and fi nd out that they have 
not done so, and the result may 
be a fi ne, temporary closure, or 
something else they want to avoid.  
Hence, nuclear security regulation 
is central to eff ective and last-
ing nuclear security. The United 
States and other leading states 
should seek to ensure that every 
country with nuclear weapons or 
weapons-usable nuclear materi-
als has eff ective nuclear security 
and accounting rules, eff ectively 
enforced.  The United States and 
other leading states should also 
take additional steps to ensure that 
states and facilities have strong 
incentives to provide eff ective 
nuclear security, including estab-
lishing  preferences in all contracts 
for facilities that have demon-
strated superior nuclear security 
performance.64  

Consolidation.•   Finally, consolida-
tion, discussed above, is likely to 
be crucial to sustainability, mak-
ing it possible to achieve higher 
security at lower cost.  Russia, 
in particular, has over 200 build-
ings with weapons-usable nuclear 
material and scores of sites with 
nuclear warheads—an immense 

64 Bunn, “Incentives for Nuclear Security.”

and expensive infrastructure to 
protect.  

Security culture.  At the same time, the 
United States and other leading states 
should do everything possible to build 
strong security cultures for all organiza-
tions involved with managing nuclear 
weapons and weapons-usable nuclear 
materials.

Building a real belief in the threat—and 
its eff ect on their own country’s security—
among all security-relevant staff  is the 
fundamental basis of a strong security 
culture; as noted already, the key is for 
each organization that handles these 
weapons and materials never to forget to 
be afraid.  The reality of the threat to be 
defended against needs to be inculcated 
constantly—in initial training, annual 
training, regular security exercises, and 
by any other means managers can think 
of.  The United States and other leading 
states should work to ensure that every 
organization handling nuclear weapons or 
weapons-usable nuclear material world-
wide has a security culture coordinator, 
providing relevant training and credible, 
convincing information on the threat and 
the steps needed to defend against it.

Convincing the top managers (and top 
security managers) of nuclear facilities is 
particularly important, for a strong secu-
rity culture at a facility is only likely to get 
built if the facility management makes it 
their personal mission to do so.  Promot-
ing an ongoing awareness of security 
incidents and trends around the world is 
also key, as only by being confronted with 
real data on ongoing incidents will people 
really be convinced about the scope and 
nature of the threats they need to defend 
against.  Indeed, as noted above, track-
ing and forcing participants to confront 
such data on problems and near-misses, 
and the lessons drawn from them, has 
proven to be absolutely crucial to build-
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ing eff ective safety cultures in industries 
throughout the world. Management 
commitment and a strong system for col-
lecting and learning from information 
about incidents are likely to be the most 
important elements of a culture that pro-
vides eff ective security, just as they have 
proven to be in the case of safety.  Incen-
tives for strong security performance—for 
individual workers, for teams, and for fa-
cilities and transporters—are also likely to 
be an important part of building a culture 
that takes security performance seriously.  
Here, too, realistic performance testing 
and other kinds of simulations and exer-
cises can help convince guards and staff  of 
the reality of the threat and what needs to 
be done to defend against it.  Both the nu-
clear industry and other industries have 
broad experience in building strong safety 
cultures in high-risk organizations; all 
countries with nuclear weapons or weap-
ons-usable nuclear material should take 
steps to strengthen security culture that 
build on that experience.  Organizational 
cultures are diffi  cult to regulate—though 
some regulators seek to do so, requiring 
organizations to launch improvement pro-
grams when inspections suggest a cultural 
problem—but regulators can and should 
insist that organizations implement iden-
tifi ed best practices and lessons learned 
from past problems and incidents, which 
are indirect indicators of security culture.

BEYOND NUCLEAR SECURITY

This report has focused on improved se-
curity measures to stop nuclear weapons 
or the materials needed to make them 
from being stolen—for that is the critical 
chokepoint on the terrorist pathway to 
the bomb.  If they cannot get the material, 
they cannot make a bomb.

While nuclear security eff orts should 
continue to receive the highest priority in 
preventing nuclear terrorism, they can-

not be expected to be perfect, and they 
should not be the only part of the eff ort.  
An integrated system of complementary 
eff orts is needed, that goes beyond secur-
ing nuclear weapons and materials to 
include disrupting terrorist nuclear plots, 
interdicting nuclear smuggling,  deterring 
states from helping terrorists achieve their 
nuclear ambitions, responding to nuclear 
emergencies, impeding terrorist recruit-
ment of nuclear know-how, reducing 
nuclear stockpiles, ending the accumula-
tion of HEU and plutonium for weapons, 
and monitoring reductions.65

Disrupt: counter-terrorism eff orts focused 
on nuclear risks

The next U.S. president should work 
with other countries to build an intense 
international focus on stopping the other 
elements of a nuclear plot—the recruiting, 
fundraising, equipment purchases, and 
more that would inevitably be required.  
Because of the complexity of a nuclear 
eff ort, these would off er a bigger and 
more detectable profi le than many other 
terrorist conspiracies—although, as U.S. 
intelligence offi  cials have pointed out, the 
observable “footprint” of a nuclear plot 
might be no bigger than that of the 9/11 
plot.66  The best chances to stop such a plot 
lie not in exotic new detection technolo-
gies but in a broad counter-terrorist eff ort, 
ranging from intelligence and other op-
erations to target high-capability terrorist 
groups to addressing the anti-American 
hatred that makes recruiting and fund-

65 For a recent discussion that focuses on such an 
overall system approach, with only a brief discus-
sion of improved security for nuclear stockpiles, 
see Michael Levi, On Nuclear Terrorism (Cambridge, 
Mass.: Harvard University Press, 2007).
66 See Rolf Mowatt -Larssen, director, DOE Offi  ce of 
Intelligence and Counterintelligence, U.S. Senate, 
Committ ee on Homeland Security and Governmen-
tal Aff airs, 2 April 2008, available at htt p://hsgac.
senate.gov/public/_fi les/040208Mowatt Larssen.pdf 
as of 11 November 2008.
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raising easier, and makes it more diffi  cult 
for other governments to cooperate with 
the United States.

The United States and other leading gov-
ernments should continue and expand 
their eff orts to identify and destroy ter-
rorist groups with the combination of 
extreme objectives, propensity to mass 
violence, demonstrated ability to plot and 
carry out complex att acks, international 
reach, and substantial fi nancial and tech-
nical capabilities that might make them 
plausible candidates for nuclear terror-
ism.  They should also make a determined 
eff ort to identify and track possible ob-
servable indicators of nuclear weapons 
activities—not only statements about 
nuclear matt ers and explicit att empts to 
get nuclear material or expertise,67 but also 
related activities such as the purchase of 
induction furnaces and high-temperature 
crucibles suitable for casting uranium or 
plutonium, training in shaped explosives 
suitable for explosive lenses, suspicious 
chemical leaks or fi res, and more.68

Terrorist eff orts to recruit people with 
relevant expertise—such as nuclear 
physicists, metallurgists, or uranium 
machinists—may be one of the more 
detectable activities associated with a 
nuclear weapons eff ort.  To increase 
awareness of this potential problem (and 
increase the chance that such recruitment 
att empts would be reported), police and 
intelligence agencies should seek to build 

67 It would be useful, as just one example, to track 
purchases of books such as The Los Alamos Primer 
and views of particularly informative websites by 
individuals in countries with active terrorist organi-
zations, or by individuals on relevant watch lists.
68 For an unclassifi ed summary of a classifi ed study 
on the prospects for improving capabilities to detect 
such indicators (which is much more optimistic on 
the subject than I am), see Michael V. Hynes, John 
E. Peters, and Joel Kvitky, “Denying Armageddon,” 
Annals of the American Academy of Political and Social 
Science 607 (September 2006).

relationships at locations that may pose 
particular opportunities for such recruit-
ing eff orts, including technical universities 
in countries such as Pakistan or Egypt, 
universities elsewhere in the world where 
extremists appear to be active among the 
student body, or nuclear research centers 
with underpaid scientists who have poor 
morale.  They should widely disseminate 
information about easy and anonymous 
ways to report on any suspicious activities 
(coupled with a program of rewards for 
doing so).  They should also keep track of 
cases of conspicuous wealth among nu-
clear scientists and engineers that do not 
seem to match these individuals’ salaries.

Since such activities could occur any-
where in the world, a sustained nuclear 
counter-terrorism eff ort cannot succeed 
without a substantially increased eff ort to 
cooperate with intelligence and police ser-
vices around the world in achieving these 
objectives—including improving other 
countries’ eff orts (and ability) to monitor 
indicators of terrorist nuclear interest and 
activity. 

While a terrorist nuclear bomb assembly 
eff ort would not require large fi xed fa-
cilities and might occur in a developed 
country, it is clear that a terrorist-dom-
inated failed state such as the Taliban’s 
Afghanistan would off er would-be 
nuclear terrorists a greater ability to work 
uninterrupted at fi xed facilities for pro-
longed periods, increasing their chances 
of success.  It would be eff ectively impos-
sible to detect most indicators of such an 
eff ort in such a state.  Hence, international 
eff orts to rebuild failed states (including 
devoting greater resources to prevent-
ing Afghanistan from sliding back in that 
direction), avoid future failed states, and 
help countries gain control over “stateless 
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zones,” if successful, would also help re-
duce the risk of nuclear terrorism.69 

The United States and other leading gov-
ernments should also work closely with 
governments that have nuclear stockpiles 
and face severe threats from terrorists and 
thieves—such as Russia and Pakistan—
to att empt to reduce the scale of those 
threats.  Tougher screening and monitor-
ing of nuclear insiders, anti-corruption 
programs focused on the nuclear complex, 
cooperation to improve government ca-
pabilities to detect and stop large-scale 
conspiracies before att acks occur, and 
eff orts to change the conditions that al-
low terrorist groups to thrive in these 
countries could signifi cantly reduce the 
probability that terrorists or thieves would 
be able to put together suffi  cient capa-
bilities to carry out a successful nuclear 
theft .  In other words, eff orts to reduce the 
probability of nuclear theft  should focus 
not only on upgrading the defense but 
also on reducing the threat.  In Pakistan 
in particular, working with the new civil-
ian government to build a joint approach 
to the extremists in the tribal areas that 
combines military, intelligence, or police 
action against particular key individu-
als with new eff orts to convince the bulk 
of the population to turn against violent 
extremism—as occurred with the Sunni 
Awakening’s rejection of al-Qaeda in 
Iraq—could substantially reduce both the 
capabilities terrorists might bring to bear 
to try to seize nuclear weapons or materi-
als in Pakistan, and the terrorists’ ability to 

69 The CIA has publicly warned of the terrorist 
dangers posed by an estimated 50 such stateless 
zones in countries around the world.  See testimony 
of then-Director of Central Intelligence George 
Tenet in Committ ee on Armed Services, The World-
wide Threat 2004: Challenges in a Changing Global 
Context, U.S. Senate, 108th Congress, 2nd Session, 
9 March 2004 available at htt ps://www.cia.gov/
news-information/speeches-testimony/2004/tenet_
testimony_03092004.html as of 11 November 2008.

sustain long-term eff orts such as a nuclear 
program without being disrupted.

At the same time, it is worth making a 
major eff ort to change the conditions that 
make it easier for extreme Islamist terror-
ist groups to recruit and raise funds—to 
reduce the dangers of all forms of ter-
rorism, not just nuclear terrorism.70  If 
the hatred of the United States and the 
West and the tolerance for terrorism that 
have become distressingly common-
place in much of the Islamic world could 
be changed, through a combination of 
changes in policies and more eff ective 
engagement with the Islamic world, it 
would have litt le eff ect on people who are 
already hard-core terrorists, but it might 
signifi cantly undermine their ability to 
put together the sophisticated techni-
cal expertise and substantial resources 
needed for a nuclear weapons eff ort.  A 
lasting resolution of the Israeli-Palestinian 
confl ict, an end to the U.S. domination of 
Iraq, and consistent eff orts that contribute 
to justice and development in the Islamic 
world could potentially counter the ha-
tred and sense of hopelessness that create 
fertile ground for terrorist recruitment 
and fundraising.

In particular, the United States should 
work with governments and non-govern-
ment organizations in the Islamic world to 
seek to broaden the discussion regarding 
the moral illegitimacy of mass violence 

70 The eff ort to “diminish the conditions” that lead 
to terrorism is one of the key elements of U.S. 
counter-terrorism strategy, but as has been widely 
noted, it is the one where the United States has been 
least successful.  See, for example, discussion in 
Bruce Hoff man, Does Our Counter-Terrorism Strategy 
Match the Threat? CT-250-1 (Santa Monica, Calif.: 
RAND, 2005; available at htt p://www.rand.org/
pubs/testimonies/2005/RAND_CT250-1.pdf as of 28 
December 2006). For the beginnings of a set of rec-
ommendations for changing this, see, for example, 
Daniel Benjamin and Steven Simon, The Next Att ack: 
The Failure of the War on Terror and a Strategy for Get-
ting It Right (New York: Times Books, 2005).
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that is already underway among violent 
Islamic extremists themselves, as dis-
cussed in Chapter 1.  Building a consensus 
among most Islamic people that slaughter 
on a nuclear scale is counter to Islamic law 
and other religious traditions—coupled 
with providing detailed information on 
just how horrifying the eff ects of nuclear 
weapons truly are—could make it more 
diffi  cult for those terrorists wanting to 
pursue nuclear violence to convince the 
people they need to join their cause.

It would be particularly worthwhile to 
engage in such a discussion at the places 
where the physicists and metallurgists 
for a bomb program are most likely to be 
recruited—at nuclear facilities and uni-
versities in countries with sophisticated 
terrorist groups, with Pakistan at the top 
of the list.  Indeed, a broader engagement 
with the community of nuclear scien-
tists and engineers around the world is 
needed to build a global norm that sees 
cooperation with terrorist groups on 
nuclear matt ers for what it is—a crime 
against humanity.  Professional societies, 
universities, national academies of sci-
ence, and other institutions can play a key 
role in building such a global norm and 
encouraging nuclear experts to report any 
suspicious activities or enquiries.

Interdict: countering the nuclear 
black market

The next U.S. president must work 
with other countries and with the U.S. 
Congress to modify U.S. approaches to 
interdicting nuclear smuggling, to get 
the greatest reduction in the smuggler’s 
chances of succeeding with the least in-
vestment of funds.  Rather than focusing 
immense resources—both of money and 
of diplomatic capital—on ensuring that 
100 percent of shipping containers are 
scanned for radiation before they enter the 
United States, the United States should 

focus on an overall system designed to 
cope with intelligent adversaries who are 
likely to search for ways to go around or 
counter international eff orts to stop them, 
and to take advantage of the smugglers’ 
weaknesses.71

The smugglers’ greatest weaknesses are: 
(a) they must deal with a number of hu-
man beings along the transport chain, any 
one of whom might decide to inform on 
them; and (b) the buyers and the sellers 
have litt le way of knowing that the other 
party is genuine, and not a scam artist or 
government agent.  Indeed, most of the 
past successes in seizing stolen nuclear 
material have come from conspirators 
informing on each other and from good 
police and intelligence work, not from 
radiation detectors.72  Eff ective intelligence 
and police operations can make both of 

71 For a discussion of such a systems approach, 
see Matt hew Bunn, “Designing a Multi-Layered 
Defense against Nuclear Terror,” paper presented 
at The Homeland Security Advisory Council Task 
Force on Weapons of Mass Eff ect, Washington, 
D.C., 13 June 2005 (available at htt p://belfercenter.
ksg.harvard.edu/publication/17189/designing_a_
multilayered_defense_against_nuclear_terror.html 
as of 8 July 2008).  For a very pointed imagined 
discussion among would-be nuclear terrorists con-
cerning the weaknesses of international eff orts to 
stop them, see William C Pott er, “Nuclear Terrorism 
and the Global Politics of Civilian HEU Elimina-
tion,” Nonproliferation Review Vol. 15, no. 2 (July 
2008).  For a discussion in particular of the follies 
of installing expensive and easily observable detec-
tors at border crossings that smugglers can easily 
bypass, see William Langeweische, The Atomic Ba-
zaar: The Rise of the Nuclear Poor (New York: Farrar, 
Straus, Giroux, 2007).
72 For a discussion of the most recent signifi cant 
HEU case, in Georgia in 2006, which resulted from 
organized crime elements informing Georgian in-
telligence of a Russian looking for a buyer for stolen 
HEU, and the Georgians then putt ing together a 
sting operation, see Michael Bronner, “100 Grams 
(And Counting): Notes From the Nuclear Under-
world” (Cambridge, Mass.: Project on Managing 
the Atom, Harvard University, June 2008, available 
at htt p://belfercenter.ksg.harvard.edu/fi les/Bronner 
percent20Booklet percent20Final.pdf) as of 30 July 
2008.
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these weaknesses worse, enormously 
complicating the smugglers’ job.  The next 
U.S. president should work with other 
countries around the world to intensify 
police and intelligence cooperation fo-
cused on stopping nuclear smuggling; the 
smuggling networks are international: the 
eff ort to stop them must be international 
as well.  U.S.-Russian intelligence coop-
eration in this area, in particular, needs 
to be substantially strengthened—there 
are many relevant incidents that occur 
in Russia that the U.S. government fi nds 
out about months later, if at all (and the 
reverse may be true as well).  With each 
agency mistrusting the others, such co-
operation is never easy—but given the 
threat, it is essential to fi nd ways to push 
past the barriers to making such coop-
eration work.  This cooperation should 
include: (a) additional stings and scams, 
posing, for example, as sellers of nuclear 
material and expertise, to catch partici-
pants in this market, collect intelligence 
on market participants, and increase the 
fears of real buyers and sellers that their 
interlocutors may be government agents;73 
and (b) well-publicized rewards and tip-
lines to encourage informers to report on 
such plots.  Intelligence agents from the 
United States and other leading nations 
should also work with the semi-feudal 
chieft ains who control some of the world’s 
most dangerous and heavily-smuggled 
borders, to convince them to let their con-
tacts know if anyone tries to move nuclear 
contraband through their domains.74

73 Stings in which government agents pose as 
nuclear material buyers are also possible (and have 
been pursued in the past), but run the risk of creat-
ing the impression of market demand for stolen 
nuclear material and possibly provoking nuclear 
material theft s.
74 William Langeweische, “How to Get a Nuclear 
Bomb,” Atlantic Monthly Vol. 298, no. 5 (December 
2006), pp. 80-98. While many of the specifi c factual 
assertions in this article are incorrect, this sugges-
tion makes a good deal of sense.

Building up states’ capacity to detect 
and investigate such plots, and the le-
gal infrastructure to prosecute them, is 
also important.  The next U.S. president 
should work with states around the world 
to ensure that all potential source states 
and likely transit states have: (a) units of 
their national police forces trained and 
equipped to deal with nuclear smug-
gling cases, and other law enforcement 
personnel should be trained to call in 
those units as needed;75 (b) laws on the 
books and eff ectively enforced, making 
any participation in real or att empted 
theft  or smuggling of nuclear weapons or 
weapons-usable materials, or nuclear ter-
rorism, crimes with penalties comparable 
to those for murder or treason; and (c) a 
commitment to catching and prosecuting 
those involved in such transfers; and (d) 
standard operating procedures, routinely 
exercised, to deal with materials that may 
be detected or intercepted.

The Proliferation Security Initiative (PSI) 
is oft en portrayed as a key part of the 
eff ort to stop smuggling of nuclear weap-
ons, materials, and technologies.  But it is 
likely to be much more useful in stopping 
shipments of large, readily detectable 
items such as crates of centrifuge compo-
nents or ballistic missiles than in stopping 
transfers of nuclear materials that can 
fi t in a suitcase.  The initiative may help 
in focusing some countries’ att ention on 
putt ing needed border controls and anti-
smuggling legislation in place, but its 

75 For discussions arguing, similarly, for a greater 
emphasis on post-theft   intelligence and police 
interventions to reduce the threat of nuclear ter-
rorism, see, for example, Rensselaer Lee, “Nuclear 
Smuggling: Patt erns and Responses,” Parameters: 
U.S. Army War College Quarterly  (Spring 2003; 
available at htt p://carlisle-www.army.mil/usawc/
Parameters/03spring/lee.pdf as of 5 December 
2005); Rensselaer Lee, Nuclear Smuggling and Inter-
national Terrorism: Issues and Options for U.S. Policy, 
RL31539 (Washington, D.C.: Congressional Re-
search Service, 2002).
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overall contribution to reducing the risk of 
nuclear material smuggling is likely to be 
small.

Radiation detection, judiciously applied, 
should be one part of this overall eff ort to 
decrease nuclear smugglers’ chances of 
success.  But insisting on scanning every 
shipping container, as Congress set as 
the goal for 2012—when nuclear smug-
glers have many other pathways to use, 
and the scanners available would not be 
able to detect HEU metal with even mod-
est shielding—is not the best approach.76  
Given the limitations of the technology 
and the myriad routes smugglers might 
use, radiation detection will always be a 
limited tool, and must not be relied on as 
the centerpiece of eff orts to stop nuclear 
smuggling.  Ultimately, as intelligence 
and border controls are strengthened, 
governments will be more likely to catch 
a terrorist crossing a border than to detect 
the nuclear material he or she may be car-
rying.

Given that reality, the next U.S. president 
should instruct his experts to outline an 
integrated system that looks not just at 
installing radiation detectors but at what 
options adversaries would have to defeat 
the system—by choosing other routes, 
bribing offi  cials to get past detectors, 
hiding nuclear material in diffi  cult-to-
search cargoes, and other means—and 
what options the defense might have for 

76 Indeed, cargo containers in general may not be an 
att ractive smuggling method for a nuclear bomb.  It 
seems unlikely that a terrorist group, aft er invest-
ing immense organizational resources into gett ing 
the materials for a nuclear weapon and fashioning 
them into a working bomb (or ready-to-assemble 
pieces) would then choose a transport mode in 
which the bomb or its components would be com-
pletely out of the group’s control for days or weeks, 
and potentially subject to unexpected inspection 
and seizure.

countering those adversary tactics.77 This 
system should be designed to achieve a 
greater reduction in the nuclear smug-
glers’ overall chances of success than the 
current 100 percent scanning of cargo con-
tainers mandate, at lower cost in money, 
interference with normal fl ows of trade, 
and diplomatic capital expended.  Based 
on such an analysis, the next U.S. presi-
dent should then work with the Congress 
and other leading governments to modify 
existing approaches and legislation, pull-
ing existing eff orts into a prioritized 
plan that goes well beyond detection at 
borders.  Such a plan would detail what 
police, border, customs, and intelligence 
entities are needed in which countries, 
with what capabilities, by when—and 
what resources will be used to achieve 
those objectives.  

Prevent and deter: 
reducing the risk of nuclear transfers 
to terrorists by states

As discussed in Chapter 1, conscious state 
decisions to transfer nuclear weapons 
or materials to terrorists are a small part 
of the overall risk of nuclear terrorism; 
hostile dictators focused on preserving 
their regimes are highly unlikely to hand 
over the greatest power they have ever 
acquired to groups they cannot control, 
in ways that might provoke retaliation 
that would destroy their regimes forever.  
Nevertheless, this risk is not zero, and the 
next U.S. president should take steps to 
reduce it further.

First, the next U.S. president must con-
tinue the ongoing engagement with North 
Korea and abandon the self-defeating pos-
ture of refusing to enter into negotiations 
with Iran until Iran meets U.S. condi-
tions—which simply allows Iran to pursue 

77 For a discussion of such approaches, see Michael 
Levi, On Nuclear Terrorism.
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its nuclear program unfett ered and blame 
the lack of progress on the United States.  
He must work with other leading govern-
ments to gain international agreement 
on packages of carrots and sticks that are 
large and credible enough to convince 
Iran and North Korea that it is in their na-
tional interests to verifi ably abandon their 
nuclear weapons eff orts.  (Unlike North 
Korea, as far as is known, Iran does not 
currently have weapons-usable nuclear 
materials that could be transferred even 
if it chose to do so—except for a few kilo-
grams of irradiated HEU that the United 
States provided for the Tehran Research 
Reactor in the Shah’s time, and just under 
a kilogram in a new Miniature Neutron 
Source Reactor provided by China.78)  For 
there to be any hope of long-term success 
in either of these cases, the United States 
will have to make it very clear that if these 
governments comply with their nuclear 
obligations and do not commit or spon-
sor aggression against others, the United 
States will not att ack them or att empt to 
overthrow or disrupt their regimes; in 
both cases, U.S. approaches that seem bent 
on undermining the regime strengthen 
hard-liners who argue that compromise 
is pointless because the United States will 
never accept the continued existence of 
their governments.79

Second, the next U.S. president should 
take steps to strengthen the global eff ort 
to stem the spread of nuclear weapons 
more broadly, reducing the chances that 
other states might someday gain nuclear 
weapons that might fall into terrorist 

78 The U.S.-provided Tehran Research Reactor has 
since been converted to run on LEU, with help from 
Argentina (since no help was available from the 
United States aft er the 1979 revolution).
79 See, for example, Ray Takeyh, “Take Threats 
Off   the Table Before Sitt ing With Iran,” Boston 
Globe, 3 May 2007 available at htt p://www.bos-
ton.com/news/globe/editorial_opinion/oped/
articles/2007/05/03/taking_threats_off _the_table_be-
fore_sitt ing_with_iran/ as of 11 November 2008.

hands.  From strengthening international 
inspections to stopping black-market 
nuclear networks to building new inter-
national approaches to the nuclear fuel 
cycle to reducing the incentives for states 
to want nuclear weapons, a broad range 
of steps can and should be taken to bol-
ster the nonproliferation regime.80  There 
will be litt le hope of gaining international 
political support for such steps—all of 
which involve more constraints and in-
conveniences for the non-nuclear-weapon 
states—if the United States and the other 
nuclear weapon states are not seen as tak-
ing clear action to fulfi ll their obligation 
to take good-faith steps toward nuclear 
disarmament.  In particular, with the 2005 
Nonproliferation Treaty Review Confer-
ence having collapsed in discord—in 
signifi cant part over the U.S. refusal to 
even discuss the disarmament steps all 
parties had agreed to at the previous 
meeting—the next U.S. President must 
take quick action to establish a more posi-
tive and constructive atmosphere going 
into the 2010 review. 

Third, the United States should also put 
in place the best practicable means for 
identifying the source of any nuclear at-
tack—including not just nuclear forensics 
but also traditional intelligence means—
and announce that the United States will 
treat any terrorist nuclear att ack using 
material consciously provided by a state 
as an att ack by that state, and will respond 
accordingly.  This should include both 

80 For an overview of steps to prevent proliferation, 
see Weapons of Mass Destruction Commission, 
Hans Blix, chairman, Weapons of Terror: Free-
ing the World of Nuclear, Biological, and Chemical 
Arms (Stockholm: Weapons of Mass Destruction 
Commission, 2006, available at htt p://www.wmd-
commission.org/fi les/Weapons_of_Terror.pdf as of 
25 August 2008).  See also Commission of Eminent 
Persons, Reinforcing the Global Nuclear Order for 
Peace and Prosperity: The Role of the IAEA to 2020 
and Beyond (Vienna: International Atomic Energy 
Agency, May 2008).



PREVENTING NUCLEAR TERRORISM: AN AGENDA 167

increased funding for R&D (currently 
so much of the funding is staying at the 
Department of Homeland Security that 
U.S. laboratories working on forensics 
of seized materials have had to lay off  
some of their staff ) and expanded eff orts 
to put together an international database 
of material characteristics.  Policymakers 
should understand, however, that nuclear 
material has no DNA that can provide 
an absolute match: nuclear forensics will 
provide a useful but limited source of 
information to combine with other police 
and intelligence information, but will 
rarely allow us to know where material 
came from by itself.

Fourth, the United States and other lead-
ing governments should take steps to 
ensure that states in a position to trans-
fer nuclear weapons or material do not 
become suffi  ciently desperate that such 
transfers might be seen either as the last 
chance for regime survival or the last 
chance to punish those whose actions led 
to the regime’s collapse.  It is precisely 
such circumstances that create the greatest 
dangers.  In the lead-up to the Iraq war, 
for example, U.S. intelligence assessed 
that Saddam Hussein would be unlikely 
to consider helping terrorists att ack the 
United States unless he was convinced his 
regime was about to be overthrown in any 
case; only as a “last chance to extract ven-
geance,” the CIA concluded, would even 
Saddam’s regime consider the “extreme 
step” of helping terrorists with weapons 
of mass destruction.81  (Fortunately for the 
world, by the time of the war, Saddam’s 
regime had no such weapons and the is-
sue did not arise.)

81 George J. Tenet, “Lett er to Senator Bob Gra-
ham” (Washington, D.C.: U.S. Central Intelligence 
Agency, 7 October 2002; available at htt p://www.
globalsecurity.org/wmd/library/news/iraq/2002/
iraq-021007-cia01.htm as of 6 March 2006).

Fift h, the United States and other leading 
states should avoid actions that would 
increase the probability of state collapse 
in any country with nuclear weapons, 
and should affi  rmatively take steps to 
reduce that danger where possible.  Any 
collapse of a nuclear-armed state could 
create deadly “loose nukes” dangers.  In 
particular, collapse of the North Korean 
regime would drastically increase the risk 
that some portion of North Korea’s pluto-
nium or even its weapons might fall into 
terrorist hands.82  State failure in Pakistan 
would also pose an immense risk of nu-
clear assets falling into the hands of jihadi 
terrorists.

Sixth, the United States should work to 
make it more diffi  cult and risky for states 
such as North Korea or Iran to transfer 
nuclear weapons or weapons-usable nu-
clear material beyond their borders.  This 
would include working with China and 
other states bordering North Korea to beef 
up border controls and nuclear detection 
capabilities at key border crossings, at-
tempting similar eff orts with neighbors of 
Iran and Pakistan83 (an even more diffi  cult 
problem, given the scale of all the smug-
gling that has traditionally taken place 
across these loosely controlled borders), 
and continued eff orts to beef up interna-
tional collaborations focused on blocking 
such transfers, such as PSI, discussed 
above.  As just discussed, however, there 

82 Ashton B. Carter, William J. Perry, and John M. 
Shalikashvili, “A Scary Thought: Loose Nukes in 
North Korea,” Wall Street Journal, 6 February 2003. 
The North Korean military and Communist Party, 
who control the nuclear assets, are the closest thing 
to functioning institutions that exist in North Korea, 
and may well be the last elements remaining in the 
event of state collapse; but the dangers of such a 
collapse scenario would nevertheless be immense.
83 Pakistan’s current government is supporting some 
U.S. anti-terrorist eff orts, but Pakistan is clearly 
a plausible location from which either a future 
government or a terrorist group might att empt to 
transfer nuclear material beyond the state’s borders.
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should be no assumption that such eff orts 
to interdict transfers will accomplish more 
than a modest increase in the probability 
of successful transfers.  Blocking transfers 
of material that could fi t in a suitcase, 
across hundreds or thousands of kilome-
ters of oft en essentially unmarked and 
uncontrolled borders, is an extraordinary 
challenge.

Respond: global nuclear emergency 
response

Within the United States, the Nuclear 
Emergency Support Teams (NEST, for-
merly the Nuclear Emergency Search 
Team) are charged with searching for and 
disabling a terrorist nuclear bomb, in the 
event of an explicit threat or other infor-
mation suggesting that such an att ack 
may be imminent.84  NEST teams would 
also be called on to search for and att empt 
to recover nuclear material if a major 
nuclear theft  occurred within the United 
States.  NEST teams are equipped with 
sophisticated nuclear detection equipment 
and specialized technologies which, it is 
hoped, would make it possible to disable 
even a booby-trapped bomb before it det-
onated.  Because of the great diffi  culty of 
detecting nuclear material at long range, 
broad-area searches are not practicable 
(though there are some hopes that future 
technology might someday make broad-
area searches possible for plutonium 
with minimal shielding, if not for HEU); 
if the only information available was that 
there was a nuclear bomb somewhere in 

84 For a summary of NEST and its history, see, for 
example, Jeff rey T. Richelson, “Defusing Nuclear 
Terror,” Bulletin of the Atomic Scientists Vol. 58, no. 2 
(March/April 2002; available at htt p://www.thebul-
letin.org/article.php?art_ofn=ma02richelson as of 
28 December 2006), pp. 38-43.  See also Steve Coll, 
“The Unthinkable: Can the United States be made 
safe from nuclear terrorism?” The New Yorker, (12 
March 2007 available at htt p://www.newyorker.
com/reporting/2007/03/12/070312fa_fact_coll as of 
11 November 2008).

a particular city, the chances of fi nding it 
would be slim.  But if additional informa-
tion made it possible to narrow the search 
to an area of a few blocks, the chances of 
fi nding it would be substantial.

The next U.S. president should work with 
other countries to ensure that an interna-
tional rapid-response capability is put in 
place—including making all the neces-
sary legal arrangements for visas and the 
import of technologies such as the nuclear 
detectors used by the NEST team (some of 
which include radioactive materials)—so 
that within hours of receiving informa-
tion related to stolen nuclear material or 
a stolen nuclear weapon anywhere in the 
world, a response team (either from the 
state where the crisis was unfolding, or 
an international team if the state required 
assistance) could be on the ground, or an 
aircraft  with sophisticated search capabili-
ties could be fl ying over the area.

Impede: impeding terrorist 
recruitment of nuclear personnel

Al-Qaeda has repeatedly att empted to 
recruit nuclear experts.  While people 
with classifi ed knowledge of nuclear 
weapons design and manufacture would 
not be essential to a terrorist nuclear bomb 
program, they would be helpful.  Indeed, 
al-Qaeda second-in-command Ayman 
al-Zawahiri appears to have recognized 
much the same with respect to biologi-
cal weapons, telling Mohammed Atef 
that, while the group should att empt to 
develop such weapons on its own, at the 
same time, it should att empt to recruit 
specialists with prior knowledge, as that 
would be “the fastest, safest, and cheap-
est way” to get a biological arsenal.85  The 

85 See Alan Cullison, “Inside Al-Qaeda’s Hard Drive: 
Budget Squabbles, Baby Pictures, Offi  ce Rivalries—
and the Path to 9/11,” The Atlantic, (September 2004, 
available at htt p://www.theatlantic.com/doc/
200409/cullison as of 25 August 2008).
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next U.S. president should take additional 
steps to make such recruitment as diffi  cult 
as possible.

Most of the international eff ort in this 
area to date has focused on stabilizing 
employment for scientists and engi-
neers with expertise in weapons of mass 
destruction—originally in Russia and the 
former Soviet Union, and now to a limited 
degree in Iraq, Libya, and elsewhere as 
well.  Despite the recent improvements 
in the Russian economy, the U.S.-funded 
scientist-redirection programs continue 
to off er benefi ts to U.S. security worth the 
modest investments the U.S. government 
makes in them.  These programs have 
built valuable collaborations between sci-
entists and companies in the former Soviet 
Union and the West, providing a window 
for exchange of ideas and perspectives, 
and for understanding the structure of 
the scientifi c enterprise in these coun-
tries.  Moreover, the limited data available 
suggests that participating in scientifi c co-
operation funded by the United States and 
European countries may reduce scientists’ 
willingness to participate in proliferation 
countries’ weapons programs irrespec-
tive of economic desperation.86  Contrary 
to newspaper reports,87 the fact that some 
institutes that have received NNSA funds 
also have some experts who have worked 
on a safeguarded power reactor in Iran 

86 Surveys have found that foreign fi nancing for 
civilian work reduces scientists’ reported willing-
ness to cooperation with proliferation programs 
in developing countries, but Russian fi nancing for 
civilian work does not—suggesting that money 
to address economic desperation may not be the 
key causal factor.  See Deborah Yarsike Ball and 
Theodore P. Gerber, “Russian Scientists and Rogue 
States: Does Western Assistance Reduce the Pro-
liferation Threat?” International Security 29, no. 4 
(Spring 2005). 
87 Matt hew Wald, “U.S.-Backed Russian Insti-
tutes Help Iran Build Reactor,” New York Times, (7 
February 2008 available at htt p://www.nytimes.
com/2008/02/07/washington/07nuke.html as of 11 
November 2008).

does not in any way mean that NNSA 
programs have somehow contributed to 
Iran’s nuclear program.  Moreover, while 
a substantial fraction of the long-term jobs 
these programs have created have gone to 
people who are not weapons scientists,88 
that is hardly a surprise.  It is hard to 
think of a new business in the United 
States or elsewhere that has former weap-
ons scientists for 100 percent, or even 80 
percent, of its employees.89

At the same time, there is clearly a need 
to reform these eff orts to match today’s 
threats.  The dramatically changed Rus-
sian economy creates a very diff erent 
threat environment.  The experience of 
the A.Q. Khan network suggests that dra-
matic leakage of proliferation-sensitive 
expertise may come from well-to-do ex-
perts motivated by ideology and greed, 
and not only from desperate, underem-
ployed experts.  For a terrorist group, a 
physicist skilled in modeling the most 
advanced weapons designs—the kind 
of person who has oft en been the focus 
of these programs in the past—may be 
much less interesting than a machinist 
experienced in making bomb parts from 
HEU metal, or a guard in a position to 
let thieves into a building undetected.  
Experts who are no longer employed by 
weapons institutes, but whose pensions 
may be inadequate or whose private 
ventures may have failed, could pose 
particularly high risks, but they are not 
addressed by current programs focused 
on redirecting weapons expertise.

88 See U.S. Government Accountability Offi  ce, 
Nuclear Nonproliferation: DOE’s Program to Assist 
Weapons Scientists in Russia and Other Countries 
Needs to be Reassessed (Washington, D.C.: December 
2007).
89 Clearly, however NNSA should stop counting 
100 percent of the long-term jobs created by these 
eff orts in its count of jobs provided for former 
weapons scientists.
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The next U.S. president should work 
closely with Russia and other countries 
to take a broader approach, using all the 
economic tools available, to revitalizing 
the economies of those nuclear cities 
where the major facilities are closing 
or shrinking and to reemploying other 
nuclear workers and experts who could 
otherwise pose a proliferation threat.90  In 
Russia, such eff orts should not be limited 
to the closed nuclear cities, but should 
be pursued for personnel at open sites 
as well.  Individuals who have left  the 
nuclear facilities where they once worked 
but may still have proliferation-sensitive 
knowledge should be targeted by such 
programs, as they have not been before.  
This should include retired guards and 
nuclear material workers who still know 
the details of the security arrangements at 
sites with nuclear weapons or weapons-
usable nuclear materials, many of whom 
face rather grim economic conditions.  In 
the case of current nuclear guards, the 
approach should focus less on the U.S.-
sponsored job creation programs than on 
working with countries where nuclear 
stockpiles exist, to ensure that they ful-
fi ll their responsibility to provide guard 
forces with appropriate numbers, training, 
equipment, commitment, and compen-
sation. The United States should work 
to convince the Russian government, in 
particular, to increase the eff ectiveness of, 
and reduce the insider threats posed by, 
the conscript Ministry of Interior guard 
forces that guard most nuclear sites, ide-
ally moving to the use of well-trained 
and well-paid volunteer guards at these 
critical facilities (a practice Russia al-

90 See “Chapter 12, Stabilizing Employment for 
Nuclear Personnel,” in Matt hew Bunn, Anthony 
Wier, and John Holdren, Controlling Nuclear War-
heads and Materials: A Report Card and Action Plan 
(Cambridge, Mass., and Washington, D.C.: Project 
on Managing the Atom, Harvard University, and 
Nuclear Threat Initiative, 2003; available at htt p://
www.nti.org/e_research/cnwm/cnwm.pdf as of 2 
January 2007), pp. 141-146.

ready follows at nuclear warhead storage 
sites).91  The United States is not likely to 
have either the access or the resources to 
do everything itself.  The solution is likely 
to require working in partnership with 
Russia and other countries, to get them to 
do most of what needs to be done—while 
at least maintaining funding for existing 
U.S.-funded programs for a few more 
years.

At the same time, the next U.S. president 
should work with key countries such as 
Russia and Pakistan to strengthen control 
of classifi ed nuclear information and to 
ensure that they monitor contacts and be-
havior of all individuals with key nuclear 
secrets.  The United States should also 
work with other countries to monitor and 
stop recruitment att empts at key sites, 
such as physics and nuclear engineering 
departments in countries with substan-
tial Islamic extremist communities.  If 
successful, eff orts to build an ever-larger 
consensus that mass slaughter on a nu-
clear scale is unacceptable under Islamic 
law or under other religious traditions, 
discussed above, could play a major role 
in making it more diffi  cult for terrorists to 
recruit nuclear experts. 

Reduce: reducing stockpiles and 
ending production

In addition to securing nuclear mate-
rial at sites and removing material from 
especially vulnerable sites, the next U.S. 
president should also take steps to reduce 
stockpiles of nuclear weapons and weap-

91 For an alarming discussion of the weaknesses of 
these guard forces from an offi  cial Russian source, 
see Igor Goloskokov, “Refomirovanie Voisk MVD 
Po Okhrane Yadernikh Obektov Rossii (Reforming 
MVD Troops to Guard Russian Nuclear Facilities),” 
trans. Foreign Broadcast Information Service, Yad-
erny Kontrol 9, no. 4 (Winter 2003; available at htt p://
www.pircenter.org/data/publications/yk4-2003.pdf 
as of 28 February 2005).
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ons-usable nuclear material and avoid the 
accumulation of ever-larger stockpiles.  
But the eff ect of these steps in reducing 
nuclear theft  risks should not be exagger-
ated.  A building with one ton of nuclear 
material poses as great a theft  threat as a 
building with 100 tons of nuclear material, 
so reductions in the sheer size of nuclear 
stockpiles may do litt le to reduce the risk 
of nuclear theft  (however worthwhile they 
may be for other reasons) unless they are 
targeted toward eliminating stocks en-
tirely from as many buildings and sites as 
possible.

The United States, Russia, and other 
nuclear weapon states should join in an 
eff ort to radically reduce their nuclear 
weapon stockpiles and their roles and 
readiness, verifi ably dismantling many 
thousands of nuclear weapons and plac-
ing the fi ssile material they contain in 
secure, monitored storage until it can be 
safely and securely destroyed.  Very deep 
reductions in nuclear stockpiles, if prop-
erly managed, would reduce the risks of 
nuclear theft —and could greatly improve 
the chances of gaining international sup-
port for other nonproliferation steps that 
could also reduce the long-term dangers 
of nuclear theft .92

One targeted stockpile-reduction ap-
proach the United States should pursue 
would focus on those nuclear warheads 
whose features to prevent unauthorized 
use if they are stolen are weakest.  A sub-
stantial fraction of Russia’s remaining 
tactical nuclear warheads are believed 
not to have modern diffi  cult-to-bypass 
electronic locks to prevent unauthorized 
use, and in some cases these warheads are 
stored at remote, diffi  cult-to-defend stor-

92 See, for example, discussion in Matt hew Bunn, 
“Securing Nuclear Stockpiles Worldwide,” in Reyk-
javik Revisited: Steps Toward a World Free of Nuclear 
Weapons, (Stanford, CA: Hoover Press/NTI, 2008), 
pp. 47-50.

age sites.93  The United States and Russia 
should launch another round of reciprocal 
initiatives, comparable to the Presiden-
tial Nuclear Initiatives of 1991-1992, but 
with two critical diff erences: this round 
should be focused particularly on reduc-
ing risks of nuclear theft , and it should 
include some monitoring to confi rm that 
the pledges are kept.  As part of such an 
initiative, the United States and Russia 
should exchange information on how 
many tactical nuclear warheads they have, 
they should discuss means of reducing 
this number as much as possible, and they 
should ensure that all nuclear weapons 
are stored in facilities with the highest 
practicable levels of security.  In particular, 
the United States and Russia should each 
agree to: (a) take several thousand war-
heads—including all of those posing the 
greatest risk of theft 94—and place them in 

93 Gunnar Arbman and Charles Thornton, Rus-
sia’s Tactical Nuclear Weapons: Part I: Background 
and Policy Issues, vol. FOI-R—1057—SE (Stock-
holm: Swedish Defense Research Agency, 2003); 
Gunnar Arbman and Charles Thornton, Russia’s 
Tactical Nuclear Weapons: Part II: Technical Issues 
and Policy Recommendations, vol. FOI-R—1588—SE 
(Stockholm: Swedish Defense Research Agency, 
2005; available at htt p://www.foi.se/upload/pdf/
FOI-RussiasTacticalNuclearWeapons.pdf as of 12 
April 2005); Anatoli Diakov, Eugene Miasnikov, and 
Timur Kadyshev, Non-Strategic Nuclear Weapons: 
Problems of Control and Reduction (Moscow: Center 
for Arms Control, Energy, and Environmental Stud-
ies, Moscow Institute of Physics and Technology, 
2004; available at htt p://www.armscontrol.ru/pubs/
en/NSNW_en_v1b.pdf as of 17 March 2005).
94 Ultimately all nuclear warheads not equipped 
with modern electronic locks should be dismantled.  
In the near term, however, neither side is likely to 
be willing to dismantle all such warheads, as U.S. 
strategic ballistic missile warheads, the centerpiece 
of the U.S. deterrent, are not equipped with such 
locks integral to the warheads, and the same is 
believed to be true of some warheads critical to the 
Russian deterrent.  In general, however, warheads 
on submarines or on ICBMs in concrete silos pose 
a lesser risk of theft  than warheads scatt ered in 
forward-deployed storage facilities.  In particular, 
while these warheads may not have electronic 
locks requiring insertion of a particular code to 
arm them, they are typically equipped with devices 
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secure, centralized storage; (b) allow vis-
its to those storage sites by the other side 
to confi rm the presence and the security 
of these warheads; (c) commit that these 
warheads will be verifi ably dismantled as 
soon as procedures have been agreed by 
both sides to do so without compromising 
sensitive information; and (d) commit that 
the nuclear materials from these warheads 
will similarly be placed in secure, moni-
tored storage aft er dismantlement.95  

If eff ective security can be provided 
throughout the process, it would also 
make sense to destroy much more of 
Russia’s stockpiles of HEU than the 500 
tons covered by the current U.S.-Russian 
HEU Purchase Agreement, which expires 

that will not allow them to be armed until they 
have experienced the expected acceleration of bal-
listic missile fl ight followed by a period of coasting 
through space; while these devices were designed 
for safety, not security, they would make it quite 
diffi  cult for a terrorist group not aided by someone 
familiar with their details to set off  a stolen weapon, 
as discussed in Chapter 2.  Hence, for the immedi-
ate initiative, for all warheads not equipped with 
modern electronic locks, each side should either (a) 
include them in the set subject to secure, monitored 
storage and eventual verifi ed dismantlement, or 
(b) provide the other side with suffi  cient informa-
tion to build confi dence that they are highly secure.  
Where warheads not equipped with modern elec-
tronic locks are not in immediate use, and are not 
mounted on SLBMs or ICBMs—as when they are 
being kept as spares, for example—they should be 
stored in partly disassembled form, ideally with 
critical parts in separate locations, to make them 
more diffi  cult to steal.
95 For an earlier description of this idea, see, for 
example, Bunn, Wier, and Holdren, Controlling 
Nuclear Warheads and Materials, pp. 132-134.  For an 
up-to-date discussion of the risks posed by tactical 
nuclear weapons and steps to reduce them, see Wil-
liam Pott er and Nikolai Sokov, “Practical Measures 
to Reduce the Risks Presented by Non-Strategic 
Nuclear Weapons,” paper presented at The Weap-
ons of Mass Destruction Commission, Stockholm 
2005 (available at htt p://www.wmdcommission.org/
fi les/No8.pdf as of 18 April 2005).

in 2013.96  Russia has made clear that it 
will not renew the existing agreement 
(which is being implemented in a way 
that Russia fi nds fi nancially unatt ractive).  
But with both uranium and enrichment 
services becoming scarce and expensive, 
there may be substantial opportunities for 
Russia to profi t from blending down addi-
tional HEU to LEU for use in its planned 
domestic reactors, or for sales on interna-
tional markets—and there are a variety 
of opportunities for the United States or 
other countries to off er increased incen-
tives for Russia to blend down additional 
HEU.97  A variety of options are available 
to ensure that the release of additional 
Russian material would not crash prices 
or undermine the investments essential to 
long-term sustainable supply.98

At the same time, if high standards of 
security are maintained throughout, it 
would be worthwhile to move forward 
as quickly as possible with safe, secure, 
and transparent disposition of excess 
weapons plutonium.  Disposition of the 
34 tons of Russian excess plutonium 
and the 34 tons of U.S. excess plutonium 

96 For a discussion, see Matt hew Bunn and Anatoli 
Diakov, “Disposition of Excess Highly Enriched 
Uranium,” in Global Fissile Materials Report 2007 
(Princeton, NJ: International Panel on Fissile Mate-
rials, October 2007), pp. 24-32.
97 For a discussion of a variety of possible incen-
tives that might convince Russia that it was in its 
interests to blend down large additional stocks of 
HEU, see Matt hew Bunn, “Expanded and Acceler-
ated HEU Downblending: Designing Options to 
Serve the Interests of All Parties,” in Proceedings of 
the Institute for Nuclear Materials Management 49th 
Annual Meeting, Nashville, Tenn., 14-17 July 2008 
(Northbrook, IL: INMM, forthcoming). 
98 For an earlier discussion of market impact miti-
gation options, see Nuclear Threat Initiative and 
Atominform, Joint Conceptual Analysis and Cost 
Evaluation of the Possibility of Accelerated Disposi-
tion of Highly Enriched Uranium No Longer Needed 
for Defense Purposes (Washington, D.C.: NTI, 2005; 
available at htt p://www.nti.org/c_press/analysis_
HEUfi nalrpt.pdf as of 17 August 2007).
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covered by the U.S.-Russian Plutonium 
Management and Disposition Agreement 
will only be a substantial contribution to 
U.S. and international security, however, 
if it is the fi rst step toward a much larger 
reduction in the stockpiles of weapons 
plutonium that now exist.99  In September 
2007, U.S. Secretary of Energy Samuel 
Bodman declared an additional nine tons 
of U.S. excess weapons plutonium excess 
and available for disposition.  This is a 
valuable fi rst step, but still leaves enough 
plutonium remaining to build some 9,000 
nuclear warheads.100  The next U.S. presi-
dent should launch a joint program with 
Russia to reduce total U.S. and Russian 
stockpiles of nuclear weapons to some-
thing in the range of 1,000 weapons, and 
to place all plutonium and HEU beyond 
the stocks needed to support these low, 
agreed warhead stockpiles (and modest 
stocks for other military missions, such as 
naval fuel) in secure, monitored storage 
pending disposition.

Eff orts to end the accumulation of stock-
piles of weapons-usable nuclear material 
should also be pursued, particularly if 
they have ancillary benefi ts for reducing 
the dangers of nuclear theft  and terrorism.  
If a verifi ed and global fi ssile material cut-
off  treaty (FMCT) could be achieved, for 
example, this would not only end further 
additions to the stockpiles of plutonium 
and HEU available for weapons, but 
would likely bring to an end a substantial 
amount of bulk processing of plutonium 
and HEU (one of the stages of the material 
life-cycle that is most vulnerable to insider 

99 See discussion in Matt hew Bunn and Anatoli Dia-
kov, “Disposition of Excess Plutonium,” in Global 
Fissile Materials Report 2007 (Princeton, NJ: Interna-
tional Panel on Fissile Materials, October 2007), pp. 
33-42.
100 See, for example, Gregory Webb, “U.S. to Con-
vert Weapons Plutonium Into Fuel,” Global Security 
Newswire, (17 September 2007 available at htt p://
gsn.nti.org/gsn/GSN_20070917_FF5E6A7B.php as 
of 11 November 2008).

theft ), and the verifi cation would impose 
a multilateral discipline on the quality 
of material control and accounting that 
is not present at military facilities in the 
nuclear weapon states today.101  The next 
U.S. president should reverse the Bush 
administration’s misguided opposition 
to a verifi ed fi ssile cutoff , and lead work 
with other governments to overcome the 
obstacles to negotiating such a treaty102—
including the possibility of undertaking 
negotiations outside of the Conference on 
Disarmament if that body continues to be 
unable to move forward.

The United States and other countries 
are also working with Russia to provide 
alternative heat and power sources so 
that Russia’s last plutonium production 
reactors can shut down.  As discussed 
in Chapter 2, the two reactors at Seversk 
shut down in the fi rst half of 2008, leav-
ing only the reactor at Zheleznogorsk, 
which is expected to shut in 2010.  This 
shutdown will bring to an end both a 
large quantity of plutonium reprocessing 
and a large quantity of HEU fuel element 
fabrication and transportation every year, 
reducing theft  risks.  At the same time, 
though, the impending closure of these 
facilities means that thousands of work-
ers who have access to plutonium today 
know that they will soon be losing their 
jobs, which may increase temptations for 
nuclear theft .

101 I am grateful to William Walker for making this 
point to me.  Personal communication, March 2003.
102 For a discussion, see, for example, International 
Panel on Fissile Materials, “ A Fissile Material Cut-
off  Treaty and its Verifi cation,” Geneva, 2 May 2008, 
available at htt p://www.fi ssilematerials.org/ipfm/
site_down/ipfmbriefi ng080502.pdf as of 25 August 
2008.
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Monitor: monitoring nuclear 
stockpiles and reductions

As discussed in Chapter 2, declarations 
and monitoring of nuclear stockpiles can 
also be an important tool to reduce the 
risk of nuclear terrorism.  By opening sites 
to foreign visitors, such measures ease 
the security obstacles to nuclear security 
cooperation; they can motivate states 
to fi x obvious security and accounting 
problems to avoid embarrassment; and, 
as just noted, they create a multinational 
discipline on the quality of accounting 
measures that is not present when no such 
measures are in place and states are left  
to determine for themselves what control 
and accounting measures to take.103  More-
over, such measures are an essential part 
of moving toward deep reductions in nu-
clear arms, which would have their own 
benefi ts for reducing the risk of nuclear 
terrorism, as just discussed.

The next U.S. president should work with 
Russia to revive eff orts to put in place 
a system of data exchanges, reciprocal 
visits, and monitoring that would build 
confi dence in the size and security of each 
side’s nuclear stockpile, lay the ground-
work for deep reductions in nuclear arms, 
and confi rm agreed reductions in nuclear 
warhead and fi ssile material stockpiles.104  

103 For a discussion of this connection, see, for ex-
ample, Matt hew Bunn, Anthony Wier, and John 
Holdren, Controlling Nuclear Warheads and Materials: 
A Report Card and Action Plan (Cambridge, Mass., 
and Washington, D.C.: Project on Managing the 
Atom, Harvard University, and Nuclear Threat 
Initiative, 2003; available at htt p://www.nti.org/e_
research/cnwm/cnwm.pdf as of 28 March 2008), pp. 
147-148.
104 For an excellent account of what such a trans-
parency regime might look like, and its potential 
benefi ts, see U.S. National Academy of Sciences, 
Committ ee on International Security and Arms 
Control, Monitoring Nuclear Weapons and Nuclear-
Explosive Materials (Washington, D.C.: National 
Academy Press, 2005; available at htt p://books.nap.
edu/catalog/11265.html as of 18 June 2008).  See 

In particular, the next U.S. president 
should seek Russian agreement, before 
the 2010 NPT review, that each country 
will place large quantities of excess fi ssile 
material under IAEA monitoring, reviving 
the Trilateral Initiative, which developed 
legal agreements, procedures, and tech-
nologies to allow the IAEA to monitor 
such material even if it is still in classifi ed 
forms, without revealing classifi ed infor-
mation.105

LEADERSHIP AND COMMITMENT

A maze of political and bureaucratic 
obstacles must be overcome—quickly—
if the world’s most vulnerable nuclear 
stockpiles are to be secured before ter-
rorists and thieves get to them.  This will 
require sustained and creative leadership 
at many levels—at the highest levels of 
key governments around the world; in 
nuclear ministries and regulatory agen-
cies; among intelligence, police, customs, 
and border control agencies; and at every 
nuclear facility or transport organization 
that handles nuclear weapons, plutonium, 
or HEU.

For bett er or for worse, there is no substi-
tute for U.S. leadership: the United States 
is the country most concerned about the 
nuclear terrorist threat, the country pre-
pared to devote the largest resources to 
reducing it, the country that invests most 
heavily in securing its own large stock-
piles, and hence the country with the 
most extensive experience in modern sys-

also Nicholas Zarimpas, ed., Transparency in Nuclear 
Warheads and Materials: The Political and Technical 
Dimensions (Oxford: Oxford University Press for the 
Stockholm International Peace Research Institute, 
2003).
105 See, for example, Thomas E. Shea, “The Trilateral 
Initiative: A Model for the Future?” Arms Control To-
day, (May 2008 available at htt p://www.armscontrol.
org/act/2008_05/PersboShea.asp%2523Sidebar1 as 
of 11 November 2008).



PREVENTING NUCLEAR TERRORISM: AN AGENDA 175

tems-engineering approaches to nuclear 
material protection, control, and account-
ing (MPC&A).

The next U.S. president must exert sus-
tained leadership himself—and put in 
place the institutions and approaches that 
will increase the chance that others will 
see the urgency of the threat and exert 
similar leadership themselves.

Building the sense of urgency and 
commitment worldwide

The fundamental key to success in pre-
venting nuclear terrorism is to convince 
political leaders and nuclear managers 
around the world that nuclear terrorism 
is a real and urgent threat to their coun-
tries’ security, worthy of a substantial 
investment of their time and money—
something many of them do not believe 
today.  If they come to feel that sense of 
urgency, they will take the needed actions 
to prevent nuclear terrorism; if they re-
main complacent, they will not.  Some of 
the critical work of building this sense of 
urgency is already being done, especially 
in the context of the Global Initiative to 
Combat Nuclear Terrorism and in dis-
cussions between key U.S. intelligence 
offi  cials and their foreign counterparts.  
But much more needs to be done.

The next U.S. president should work with 
other countries to take several steps to 
build the needed sense of urgency and 
commitment, including: 

Joint threat briefi ngs. • Upcoming sum-
mits and other high-level meetings 
with key countries should include de-
tailed briefi ngs for both leaders on the 
nuclear terrorism threat, given jointly 
by U.S. experts and experts from the 
country concerned.  These would out-
line both the very real possibility that 
terrorists could get nuclear material 

and make a nuclear bomb, and the 
global economic and political eff ects of 
a terrorist nuclear att ack.

Intelligence-agency discussions. •  In 
many countries, the political leader-
ship gets much of its information 
about national security threats from 
its intelligence agencies.  It is therefore 
extremely important to convince the 
intelligence agencies in key countries 
that nuclear terrorism is a serious and 
urgent threat—and that plausible ac-
tions, taken now, could reduce the risk 
substantially.  Some U.S. agencies—
particularly DOE intelligence—are 
already actively working with foreign 
intelligence services to make this case, 
and to build cooperation against the 
threat.  The next U.S. president should 
direct U.S. intelligence agencies to  
continue and expand this eff ort.

Nuclear terrorism exercises.  • Building 
on the exercise program that has be-
gun in the Global Initiative to Combat 
Nuclear Terrorism, the United States 
and other leading countries should 
organize a series of exercises with 
senior policymakers from key states.  
These exercises should have scenarios 
focused on theft  of nuclear material, 
the realistic possibility that terrorists 
could construct a crude nuclear bomb 
if they got enough HEU or plutonium, 
just how diffi  cult it would be to stop 
them once they had the material, and 
how much all countries would be af-
fected if a terrorist nuclear bomb went 
off .  Participating in such a war game 
can reach offi  cials emotionally in a 
way that briefi ngs and policy memos 
cannot. 

Fast-paced nuclear security reviews.  • 
The United States and other leading 
countries should encourage leaders of 
key states to pick teams of security ex-
perts they trust to conduct fast-paced 
reviews of nuclear security in their 
countries, assessing whether facilities 
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are adequately protected against a set 
of clearly-defi ned threats—such as a 
well-placed insider, or two teams of 
well-armed, well-trained att ackers.  
(In the United States, such fast-paced 
reviews aft er major incidents such as 
9/11 have oft en revealed a wide range 
of vulnerabilities that needed to be 
fi xed.)

Realistic testing of nuclear security • 
performance.  The United States and 
other leading countries should work 
with key states around the world to 
implement programs to conduct real-
istic tests of nuclear security systems’ 
ability to defeat either insiders or 
outsiders.  (Failures in such tests can 
be powerful evidence to senior poli-
cymakers that nuclear security needs 
improvement.)

Shared databases of threats and inci-• 
dents. The United States and other key 
countries should collaborate to create 
shared databases of unclassifi ed in-
formation on actual security incidents 
(both at nuclear sites and at non-
nuclear guarded facilities) that off er 
lessons for policymakers and facility 
managers to consider in deciding on 
nuclear security levels and particular 
threats to defend against.  WINS could 
be a forum for creating one version 
of such a threat-incident database.  In 
the case of safety, rather than security, 
reactors report each safety-related in-
cident to groups such as the Institute 
of Nuclear Power Operations (the U.S. 
branch of the World Association of 
Nuclear Operators), and these groups 
analyze the incidents and distribute 
lessons learned about how to prevent 
similar incidents in the future to each 
member facility—and then carry out 
peer reviews to assess how well each 

facility has implemented the lessons 
learned.106

Putting someone in charge

The steps needed to prevent nuclear 
terrorism cut across multiple cabinet 
departments, and require cooperation 
in highly sensitive areas with countries 
across the globe.  They will require sus-
tained eff ort, day-in and day-out, from the 
highest levels of the U.S. government—
and other governments.  Yet today, there 
is no one in the U.S. government with full-
time responsibility for all of the disparate 
eff orts to prevent nuclear terrorism.  Last 
year, Congress acted to create a senior, 
full-time position in the White House 
solely focused on weapons of mass de-
struction nonproliferation and terrorism.  
Unfortunately, President Bush has not 
fi lled this position.

The president who takes offi  ce in January 
2009 should appoint a senior White House 
offi  cial who has the president’s ear—prob-
ably a Deputy National Security Advisor, 
though the specifi c title would depend on 
the person and the structure of the NSC— 
whose sole responsibility will be to wake 
up every morning thinking “what can we 
do today to prevent a nuclear terrorist 
att ack?”  That offi  cial would be respon-
sible for fi nding and fi xing the obstacles 
to progress in the scores of existing U.S. 
programs scatt ered across several cabi-
net departments of the U.S. government 
that are focused on pieces of the job of 
keeping nuclear weapons out of terrorist 
hands—and for sett ing priorities, elimi-
nating overlaps, and seizing opportunities 
for synergy.  While issues such as North 
Korea, Iran, and Iraq push themselves to 
the front pages, a full-time White House 
offi  cial for preventing nuclear terrorism 
can help ensure that this issue does not 

106 See Rees, Hostages of Each Other: The Transforma-
tion of Nuclear Safety since Three Mile Island.



PREVENTING NUCLEAR TERRORISM: AN AGENDA 177

get pushed to the back burner. The next 
U.S. president should also lean on Russia 
and other key countries to appoint similar 
offi  cials with this critical responsibility.  

Many people—especially in operational 
agencies who resist having more White 
House control—argue that a full-time 
White House offi  cial is not needed.  But 
few presidents have seen it that way when 
it came to issues they cared about.  Again 
and again, when presidents have wanted 
sustained priority focused on a particu-
lar issue, they have appointed someone 
they trust to oversee the issue full-time.  
President Bush himself, despite creat-
ing a Department of Homeland Security, 
rightly considered it essential to retain a 
senior offi  cial in the White House focused 
full-time on homeland security—to en-
sure that the issue continued to get the 
needed sustained White House att ention 
and to use the power of the president to 
overcome the obstacles to progress and 
eliminate the disputes between the de-
partments and agencies that continue to 
play essential roles.  Similarly, President 
Bush decided he needed to have a Deputy 
National Security Advisor focused full-
time on integrating and pushing forward 
the military, diplomatic, and nation-
building strands of his administration’s 
approach to Iraq and Afghanistan.  Presi-
dent Bush recognized that leaving it in 
the hands of his national security advisor 
would either mean that there would not 
be enough att ention to all the disparate 
elements of both war eff orts, or that ev-
erything else would get short shrift .  This 
same logic applies in the necessity for a 
full-time White House offi  cial dedicated 
to preventing nuclear terrorism.

The fate of the Mayak Fissile Material 
Storage Facility (FMSF) provides one 
graphic example of the need for such 
an offi  cial empowered to sweep aside 
bureaucratic obstacles.  The FMSF is a 

giant secure fortress for storing excess 
plutonium, built in Russia with over 
$300 million in U.S. funds, and was com-
pleted in 2003.  But because of a variety 
of disputes over transparency, adequate 
staffi  ng, and other issues, it sat empty for 
three long years, with the fi rst plutonium 
loaded in the summer of 2006 (with the 
transparency issues still not resolved).107  
These were three years that were tak-
ing place aft er the 9/11 att acks and aft er 
Russian offi  cials had acknowledged that 
terrorist teams were scoping nuclear 
weapon storage facilities in Russia; half 
of the time was aft er the Bratislava sum-
mit had focused presidential att ention on 
accelerating progress on nuclear security.  
By early 2008, the transparency measures 
were still not resolved, loading plutonium 
into the facility was proceeding only 
slowly, and most of the facility remained 
empty.  Faster mechanisms for overcom-
ing obstacles and escalating disputes to 
higher levels when necessary are urgently 
needed.

As part of this sustained leadership from 
the top, nuclear security needs to be at the 
front of the diplomatic agenda.  Despite 
myriad statements about the priority of 
the issue, there is litt le public indication 
that the subject of preventing nuclear 
terrorism—and in particular urgent 
steps to secure nuclear stockpiles around 
the world—has been a focus of any but 

107 For an announcement of the initial loading of 
plutonium in July 2006, see “Nuclear Storage Facil-
ity Commissioned in Russia’s Chelyabinsk Region,” 
ITAR-TASS, 11 July 2006. For accounts of some of 
the disputes about the facility, see Matt hew Bunn, 
“Mayak Fissile Material Storage Facility,” in Nuclear 
Threat Initiative Research Library: Securing the Bomb 
(Cambridge, Mass., and Washington, D.C.: Project 
on Managing the Atom, Harvard University, and 
Nuclear Threat Initiative, 2004; available at htt p://
www.nti.org/e_research/cnwm/securing/mayak.
asp as of 2 January 2007); Carla Anne Robbins and 
Anne Cullison, “Closed Doors: In Russia, Securing 
Its Nuclear Arsenal Is an Uphill Batt le,” The Wall 
Street Journal, 26 September 2005.
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two of President Bush’s meetings with 
foreign leaders, or of Secretary of State 
Condoleezza Rice’s meetings with her 
counterparts.  The subject was entirely 
absent from the summit-level U.S.-India 
nuclear deal, despite the fact that DOE ex-
perts had been att empting to engage India 
on nuclear security cooperation for years.  
No public discussion of Chinese leader 
Hu Jintao’s April 2006 visit to Washing-
ton mentioned the subject, even though 
DOE has placed high priority on trying to 
extend nuclear security cooperation with 
China, but has not yet succeeded in get-
ting Chinese agreement to expand beyond 
the civil sector.

If an eff ective global campaign to prevent 
nuclear terrorism is to be forged, this 
has to change.  The leaders of the critical 
states need to hear, at every opportunity, 
that action to ensure nuclear security is 
crucial to their own security and to a posi-
tive relationship with the United States.  
The United States can no longer aff ord to 
let the issue languish when obstacles are 
encountered, or to leave the discussion to 
specialists.  The United States government 
should make nuclear security a central 
item on the diplomatic agenda with all 
of the most relevant states, an item to be 
addressed at every opportunity, at every 
level, until the job is done.108

108 The experience in Russia has been that coop-
eration has proceeded best when either (a) it was 
allowed to go forward “under the radar screen,” 
with technical experts communicating directly 
with each other with relatively modest interven-
tion from central governments, or (b) at the other 
extreme, when action was taken at the presidential 
level to push the cooperation forward and over-
come obstacles.  When the discussion was lodged 
at levels in between those extremes, offi  cials who 
wanted to raise objections were able to do so, and 
offi  cials who wanted to sweep aside these obstacles 
did not have the power to do so.  Matt hew Bunn, 
“Cooperation to Secure Nuclear Stockpiles: A Case 
of Constrained Innovation,” Innovations 1, no. 1 
(2006; available at htt p://bcsia.ksg.harvard.edu/
BCSIA_content/documents/INNOV0101_Coop-
erationtoSecureNuclearStockpiles.pdf as of 8 July 

Developing a comprehensive, 
prioritized plan

Today, the U.S. government has dozens 
of programs focused on pieces of the 
problem of preventing nuclear terrorism, 
each of which has its own plan for its own 
piece—and no comprehensive, prioritized 
plan.  There is no systematic mechanism 
in place for identifying the top priorities 
or where there may be gaps, overlaps, or 
ineffi  ciencies.  One of the fi rst priorities 
of the new single leader must be to put in 
place a comprehensive, prioritized plan.  
This plan should include objectives to be 
achieved, assignment of responsibility 
for diff erent aspects of achieving them, 
milestones for progress, and the resources 
needed to get these jobs done.  That 
offi  cial must then hold managers account-
able for making the progress needed and 
quickly identifying obstacles to progress 
and possible ways to resolve them along 
with opportunities for new progress and 
ways to take advantage of them.

Of course, this is not a problem the 
United States can or should address uni-
laterally.  Contributions are needed from 
many countries around the world—and 
these are inevitably diffi  cult to predict.  
Nevertheless, the contributions of other 
countries and the diplomatic steps likely 
to be needed to convince other countries 
to act should be integral elements of the 
plan.

Such a plan will inevitably need to be 
adaptable.  Circumstances change; some 
tasks turn out to be more diffi  cult than 
expected and new opportunities arise.  
Hence the plan must be regularly updated 

2008).  In the case of countries such as Pakistan, 
India, and China, however, it appears likely that 
nuclear security cooperation will be so sensitive 
and so closely monitored by conservative govern-
ment security agencies, that the “under the radar 
screen” approach may not be possible.
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and modifi ed as implementation pro-
ceeds.

The President and Congress should de-
mand updates every six months on the 
progress of implementation of the plan, 
along with any modifi cations that have 
been made.

Assigning adequate resources

The President and Congress should act to 
ensure that major eff orts to reduce the risk 
of nuclear terrorism have the resources to 
move forward as fast as technology and 
international cooperation will allow.

Currently, most programs focused on 
parts of the problem of reducing the risk 
of nuclear terrorism are more constrained 
by bureaucratic and political factors—
most importantly, the level of cooperation 
they have achieved with foreign coun-
tries—than they are by lack of funds.  But 
as described in Chapter 4, some programs 
could be signifi cantly strengthened or ac-
celerated with an infusion of additional 
funds.  And if sustained high-level lead-
ership succeeded in breaking through 
current constraints, more funding would 
certainly be needed to carry out the 
“maximum eff ort” to keep nuclear weap-
ons and materials to make them out of 
terrorist hands that the 9/11 Commission 
recommended.109

In particular, since new opportunities to 
improve nuclear security sometimes arise 
unexpectedly, and diffi  cult-to-plan incen-
tives are sometimes required to convince 
facilities to give up their HEU or convert 
a research reactor, Congress should con-

109 National Commission on Terrorist Att acks upon 
the United States, The 9/11 Commission Report: Final 
Report of the National Commission on Terrorist Att acks 
Upon the United States, 1st ed. (New York: Norton, 
2004; available at htt p://www.gpoaccess.gov/911/
index.html as of 10 July 2007).

sider an appropriation in the range of $500 
million, to be available until expended, 
that can be spent fl exibly on high-priority 
actions to reduce the risk of nuclear theft  
as they arise.  Such a fl exible pool of funds 
would give the new administration the 
ability to hit the ground running with an 
expanded and accelerated eff ort.

In some cases, new resources will also 
be needed beyond traditional national 
security agencies.  The Nuclear Regula-
tory Commission (NRC), for example, 
currently has a very limited budget for 
international cooperation, yet improving 
national regulations for nuclear security 
is likely to be a key element of an eff ec-
tive global strategy.  Similarly, there may 
well be cases where gett ing an agreement 
to shut down a research reactor will re-
quire assistance from the U.S. Agency 
for International Development (USAID) 
to help redirect institute personnel.  The 
senior offi  cial described above will need 
the authority to work with these agencies, 
the Offi  ce of Management and Budget, 
and the Congress to ensure that all the 
relevant agencies have the resources to 
take the actions needed to prevent nuclear 
terrorism. 

No one knows for sure how much it 
would cost to provide high levels of 
security for all nuclear weapons and 
weapons-usable nuclear material world-
wide.  The number of buildings and 
bunkers worldwide where these materi-
als exist is not known precisely, and how 
many of these require upgrades, and how 
extensive the needed upgrades might be, 
depends on the level of security that is set 
as the goal.  (No matt er how many secu-
rity measures have already been taken, 
additional steps can always be put in 
place.)  In Russia, which has the world’s 
largest and most dispersed nuclear stock-
piles, DOE spent nearly $1.2 billion on 
MPC&A improvements through the end 



180 SECURING THE BOMB 2008

of fi scal year (FY) 2006, and at that time 
the remaining upgrades planned were 
expected to cost just under an additional 
$100 million.110  In addition, DOE and 
the Department of Defense together have 
spent just under $1 billion on upgrad-
ing nuclear warhead security in Russia 
through the end of FY2006.111  Russia, of 
course, is paying the costs of providing 
guard forces, security personnel, and the 
like, as well as its own investments in se-
curity and accounting equipment.  While 
these upgrades do not cover every site, 
and there are questions about whether 
they meet the threat in some cases, they 
provide an order of magnitude estimate 
of costs.  It appears very likely that similar 
levels of security could be provided for all 
the nuclear weapon and weapons-usable 
nuclear material sites and transport op-
erations in the world for an initial capital 
cost in the range of $3-$6 billion (much of 
which, of course, should be paid by the 
countries where these stockpiles exist, or 
by donor states, rather than putt ing the 
entire burden on the United States).  That 
does not include the costs of guard forces, 
security personnel, regulators, and all 
the other elements of an eff ective nuclear 
security system; and in some cases, the 
United States may wish to do more (as it 
has in the former Soviet Union), from re-
employing nuclear scientists to paying to 
destroy stocks of HEU or plutonium, to 
strengthening countries’ ability to inter-
dict nuclear smuggling.  But the bott om 
line is that nuclear security is aff ordable: a 
level of security that could greatly reduce 

110 U.S. Congress, Government Accountability 
Offi  ce, Nuclear Nonproliferation: Progress Made in 
Improving Security at Russian Nuclear Sites, but the 
Long-Term Sustainability of U.S.-Funded Security Up-
grades Is Uncertain, GAO-07-404 (Washington, D.C.: 
GAO, 2007; available at htt p://www.gao.gov/new.
items/d07404.pdf as of 7 July 2008), pp. 12, 16.
111 U.S. Congress, Nuclear Nonproliferation: Progress 
Made in Improving Security at Russian Nuclear Sites, 
but the Long-Term Sustainability of U.S.-Funded Secu-
rity Upgrades Is Uncertain, p. 18.

the risk of nuclear theft  could be achieved 
for roughly one-percent of annual U.S. 
defense spending.  Lack of money should 
not constrain the eff ort to keep these 
stockpiles out of terrorist hands.

Information and analysis to 
support policy

In addition to money, good information 
on where the greatest risks, opportuni-
ties, and obstacles to progress lie will be 
crucial to preventing nuclear terrorism.  
The commission on U.S. intelligence on 
weapons of mass destruction warned that 
while good intelligence on these matt ers 
is critically important, U.S. intelligence in 
this area at that time was weak.112

Since then, the level of U.S. intelligence 
focus on trying to fi gure out what terror-
ists might be doing related to weapons of 
mass destruction has increased substan-
tially.  But short of success in penetrating 
a cell that is working on weapons of mass 
destruction, it will always be very diffi  cult 
to know what individual terrorist groups 
may be doing relating to weapons of mass 
destruction.113

Focusing intelligence resources on sup-
porting the highest-leverage policy option 
for reducing the risk of nuclear terror-
ism—improving security for vulnerable 
stockpiles—off ers considerable prom-
ise.  President Bush has established the 
Nuclear Materials Information Program 
(NMIP), designed to collect and analyze 
intended to compile key information on 
nuclear stockpiles, their security, and the 

112 Commission on the Intelligence Capabilities of 
the United States Regarding Weapons of Mass De-
struction, Report to the President (Washington, D.C.: 
WMD Commission, 2005; available at htt p://www.
wmd.gov/report/ as of 25 June 2008).
113 Commission on the Intelligence Capabilities of 
the United States Regarding Weapons of Mass De-
struction, Report to the President.
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threats to them around the world.  The 
next U.S. president should ensure that 
this eff ort integrates the full spectrum of 
information policymakers need to make 
nuclear security programs eff ective. How 
much are the workers paid at, for exam-
ple, civilian research reactors with HEU?  
Is there corruption and theft  among those 
workers?  What are the conditions for the 
guard forces (if any)?  What kind of ter-
rorist and criminal activity has there been 
in the areas where these facilities are lo-
cated, and what might that suggest about 
the threats that security at these facilities 
should be designed to cope with?  Are 
particular reactors being used intensively, 
with plenty of funding, or are they used 
hardly at all and struggling to fi nd the 
money to stay open?  What do the offi  cials 
in charge of providing the facilities’ fund-
ing subsidies think about the possibility of 
shutt ing them down?  What do the reac-
tor operators think about the possibility 
of converting to low-enriched uranium?  
What do national policy-makers and fa-
cility operators think about the dangers 
of nuclear theft  and sabotage and the 
security measures that should be taken 
to address them? This kind of informa-
tion could be critical to identifying policy 
priorities, opportunities, and obstacles.  
Comparable kinds of questions can and 
should be asked about a wide range of 
other facilities where nuclear weapons 
and materials exist as well.

In collecting and analyzing this infor-
mation, the U.S. government should be 
extraordinarily careful not to turn the 
experts att empting to build nuclear secu-
rity partnerships with foreign colleagues 
into spies (or make them perceived to be 
spies), as that would destroy any hope of 
building the real partnerships that will 
be essential to success.  In many cases, it 
may be that collection and analysis should 
not be done by intelligence agencies, but 
by implementation agencies or even by 
labs, companies, non-governmental or-

ganizations or universities on contract to 
the government; these entities can collect 
open information without the taint of U.S. 
government “spying.”  

In addition to intelligence support, these 
eff orts need support fertilization from 
non-government ideas and analysis.  Yet 
U.S. nonproliferation programs rely much 
less on work by universities and non-gov-
ernment organizations than many other 
parts of the U.S. government do.  The U.S. 
Department of Homeland Security, for 
example, despite being a relatively new 
department operating in areas that are 
oft en shrouded in secrecy, has established 
several “centers of excellence” for univer-
sity-based analysis of particular categories 
of homeland security problems, along 
with other programs focused on bringing 
in academic expertise to contribute to im-
proving homeland security.  The next U.S. 
president should act to ensure that pro-
grams to counter nuclear terrorism take 
similar steps.  Each of the largest and most 
important nonproliferation programs 
should have a standing advisory group 
of outside experts regularly reviewing its 
eff orts and suggesting ideas for improve-
ment.  In addition, NNSA should make a 
small investment in non-government anal-
yses of key proliferation risks and how 
they might be reduced more eff ectively.

GETTING THE UNITED STATES’ OWN

HOUSE IN ORDER

The most urgent nuclear security vulner-
abilities are largely in other countries.  But 
there is much more than can and should 
be done within the United States itself as 
well, as incidents such as the inadvertent 
fl ight of six nuclear weapons to Barksdale 
last year make clear.  Convincing foreign 
countries to reduce and consolidate nu-
clear stockpiles, to put stringent nuclear 
security measures in place, or to convert 
their research reactors from HEU to LEU 
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fuel will be far more diffi  cult if the United 
States is not doing the same at home.  
DOE should continue providing funding 
to convert U.S. research reactors to LEU.  
Congress should provide funding for 
DOE to help HEU-fueled research reac-
tors, or research reactors that pose serious 
sabotage risks, to upgrade security volun-
tarily.  At the same time, Congress should 
direct the Nuclear Regulatory Commis-
sion (NRC) to phase out the exemption 
from most security rules for HEU that 
research reactors now enjoy, and provide 
funding for DOE to help these reactors 
pay the costs of eff ective security.  Con-
gress should also insist that NRC revise 
its rule exempting HEU that is radioactive 
enough to cause doses of more than one 
Sievert per hour at one meter from almost 
all security requirements, as recent stud-
ies make clear that this level of radiation 
would pose litt le deterrent to theft  by 
determined terrorists.  The NRC’s require-
ments for protection of potential nuclear 
bomb material should be strengthened 
to bring them roughly in line with DOE’s 
rules for identical material (particularly 
since the NRC-regulated facilities han-
dling this material are doing so almost 
entirely on contract to DOE in any case, 
so DOE will end up paying the costs of 
security as it does at its own sites).  Con-
gress should also provide incentives to 
convert HEU medical isotope production 
to LEU, without in any way interfering 
with supplies, by imposing a roughly 30 
percent tax on all medical isotopes made 
with HEU, with the funds used to help 
producers convert to LEU.  This would 
give producers a strong fi nancial incen-
tive to convert, and since the isotopes are 
a tiny fraction of the costs of the medical 
procedures that use them, would not sig-
nifi cantly aff ect the costs or availability of 
these life-saving procedures.

Finally, while the risk of nuclear terrorism 
can and must be reduced dramatically, it 
cannot be eliminated.  Hence, more must 

be done to prepare for the ghastly aft er-
math of a terrorist nuclear att ack, should 
prevention eff orts fail. The United States 
should put in place:

a rapid ability to assess which people • 
are in the greatest danger and to tell 
them what they can do to protect 
themselves;
bett er capabilities to communicate to • 
everyone, when TV, radio, and cell 
phones in the aff ected area may not be 
functioning properly;
bett er public communication plans for • 
the critical minutes and hours aft er 
such an awful att ack;
improved measures to encourage and • 
help people to take simple steps to get 
themselves and their families ready 
for emergencies;
strengthened capabilities—including • 
making use of the military’s capa-
bilities—to treat many thousands of 
injured people;
bett er plans to keep our government • 
and economy functioning;114 and 
new plans for what steps will be taken • 
to prevent another att ack.

Realistically, there is no way to be fully 
prepared for a no-warning catastrophe 
on the scale of a nuclear blast.  But many 
of these steps would help us respond to 
any catastrophe, natural or man-made, 
and would pay off  even if our eff orts to 
prevent a terrorist nuclear att ack succeed-
ed.115

114 In particular, Congress has not yet acted to put 
a plan in place for reconstituting itself should most 
members of Congress be killed in a nuclear att ack.  
For a discussion of the importance of such a plan, 
and specifi c recommendations, see Continuity of 
Government Commission, Preserving Our Insti-
tutions: The Continuity of Congress (Washington: 
American Enterprise Institute and Brookings Insti-
tution, May 2003).
115 For an especially useful recent discussion, see 
Ashton B. Carter, Michael M. May, and William J. 
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CONCLUSION

The next president must make preventing 
nuclear terrorism a top priority of U.S. na-
tional security policy—not just in words, 
but in sustained action.116  Coping with 
this danger will pose a fundamental chal-
lenge.  But at the same time, the next U.S. 
president has an historic opportunity—an 
opportunity to reduce the risk of nuclear 
terrorism to a small fraction of its present 
level during his fi rst term.  Accomplish-
ing that will not be easy—but with a 
sensible strategy, adequate resources, 
and sustained leadership, it can be done.  
The security of the United States and the 
world demand no less.

Perry, The Day Aft er: Action in the 24 Hours Following 
a Nuclear Blast in an American City (Cambridge, MA: 
Preventive Defense Project, Harvard and Stanford 
Universities, May 2007, available as of 28 March 
2008 at htt p://belfercenter.ksg.harvard.edu/fi les/
dayaft erworkshopreport_may2007.pdf)
116 For a discussion of lack of real, as opposed to 
rhetorical, priority from the highest levels of the 
U.S. government, see Charles B. Curtis, President, 
Nuclear Threat Initiative, “Preventing Nuclear 
Terrorism: Our Highest Priority – Isn’t,” Speech at 
the National Defense University Foundation, 21 
May 2008 available at htt p://www.nti.org/c_press/
speech_curtis_NDU_052108.pdf, as of 11 November 
2008.
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