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The following paper is intended for the purposes of framing constructive discussion during the June 20-21, 2018
meeting on biological risk hosted by the Wellcome Trust, NTI, and the World Economic Forum in London. We

look forward to your participation.

INTRODUCTION

Since the 1975 Asilomar Conference on Recombinant DNA! and the entry into force of the Biological and

Toxins Weapons Convention (BTWC) that same year, stakeholders
have been debating mechanisms to maximize societal benefits and
mitigate societal risks posed by life sciences research. In 2018,
despite continued debate and some progress in developing
national policies for oversight of life sciences dual use research
(largely in the United States and Europe), there are still no
globally accepted or adopted norms? for reducing biological
risks associated with advances in technology.

Recent discussions during the United Nations General Assembly,
the Davos World Economic Forum?, and the Munich Security
Conference?® have underscored the urgency to develop creative
and stakeholder-driven approaches to reduce biological risks. The
purpose of our June 20-21 meeting in London is to convene
stakeholders — including leaders and experts in genomics, virology,
synthetic biology, security, bioethics, insurance, and science
publishing — to identify short and medium-term actions that can be
taken to spur both biosecurity innovation and risk reduction.

The world in which we find ourselves

Promise. Rapid advances in biotechnology hold the promise of a
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future that is resilient to disease, food insecurity, and environmental instability. There is no doubt that
advances in genomics, synthetic biology, and virology will continue to prove essential to achieve a safer

and more secure society.

Peril. On the other hand, global and democratizing trends in travel, trade, terrorism, and technology are
increasing the risk of a deliberate or accidental high consequence biological event. Advances in
technology, cheaper DNA synthesis®, and widespread access to gene editing tools have made it possible
for a wider array of actors to manipulate biological agents and systems. In addition, scientific advances
are outpacing the ability of national governments to provide effective oversight, increasing the relevance
of governance by the technical community itself. New technologies — and the widespread availability
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of them — will make it easier for state and non-state actors to make, modify, and enhance infectious
agents, harm agricultural assets, and target people and infrastructure. Wider use of living systems for
product development may also increase the risk of an accidental release of agents or materials that could
cause harm to people, food sources, or the environment. Yet, very few resources are currently invested in
considering concrete mechanisms to identify and curb these biological risks, in real-time, at the same time
new technologies are developed.’

Biosecurity and Innovation — A Fraught Relationship. In 2004, following the 2001 anthrax attacks in
the United States and controversial experiments in Australia with mousepox virusé, the U.S. National
Academies of Science released the report, “Biotechnology Research in the Age of Terrorism2.” The “Fink
Report,” so named for Dr. Gerald Fink who chaired it, this seminal report outlined seven specific life
sciences experiments of greatest concern for misuse!? and called for the international policymaking and
technical communities to create an international forum focused on biosecurity, “...to develop and promote
harmonized national, regional, and international measures...” But, nearly 15 years later, no internationally
accepted forum or harmonized norms exist for identifying and reducing biological risks.

There is broad societal consensus that the risk of an intentional or _

accidental high-consequence biological event has increased over

the past decade. However, there is still significant disagreement YOUR MISSION
about the level of that risk and whether it can be effectively
mitigated without exacting too high a price on the societal promise
of life sciences research. This lack of consensus may have
stymied the development and adoption of international horms
and concrete, globally applicable actions to mitigate urgent
risks. And, since stakeholders can’t agree on what constitutes
“risky” biological research, there are no consistent national or peer-
reviewed accountability mechanisms for scientists who conduct
experiments at the cutting edge of both “promise” and “peril”. In

In London from June 20-21,
you will explore:

1. The different stakeholders
who should be engaged in
developing norms and
actions to mitigate current

addition, there are not defined economic and policy drivers to
incentivize a field of study dedicated to creating safer and more
secure biotechnology.

Our Hypothesis. Governmental oversight will continue to lag
behind biotechnology breakthroughs. Therefore, it is the academic
and private stakeholders who conduct, fund, and publish research
— as well as those who develop new technologies and insure
against risk — who must take greater responsibility for risk
identification and concrete steps to mitigate risk. As part of this
responsibility, they should also play a key role in developing and
incentivizing the adoption of international norms for biological risks
associated with advances in technology.

The time is now. While recombinant DNA technology has been
available since the early 1970s, the recent synthesis of horsepox
virus by Canadian scientistst, with only a reported $100,000 in
funding from a private U.S. biotechnology company, has raised
fresh questions about international norms for life sciences

and future biological risks.

The feasibility of publishing
a set of international norms
to guide technical experts

across different sectors (e.g.
genomics, virology,
synthetic biology).

The potential to develop a
suite of concrete, practical,
stakeholder-driven actions
that might be considered by
different relevant sectors to
urgently reduce risk and
establish norms.

research. The principal investigator for this experiment is a member of the World Health Organization
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(WHO) Advisory Committee on Variola Virus Research that oversees research on the virus that causes
smallpox, and his work has raised the specter of a world in which smallpox (eradicated in 1980) can be
created from scratch2. In the wake of this experiment, many have argued that the time is now to set
stronger boundaries.

The Situation as We Find It

System Open, democratized, and distributed system.

attributes ¢ Life scientists and synthetic biologists place a premium on open

data sharing, open access to new biological systems and

materials, and open publication of methods and results.

Stakeholders Wide array of stakeholders.

e The number of actors and disciplines with a direct stake in
biotechnology advances has increased as the bioeconomy has
grown, DNA synthesis and gene editing have become
commonplace, and synthetic biology has become more

widespread.
Legal Fragmented, applies in only a handful of countries.
oversight e Only a handful of countries have adopted legislation or

regulations that provide oversight for dual use research, including
research that would recreate, enhance virulence, or increase
transmissibility of an infectious disease agent.

e EXxisting national policies are largely voluntary, not always
inclusive of the private sector, and disparately applied.

Biosecurity Not incentivized, private sector not sufficiently engaged.
Innovation e The field of biosecurity still exists largely among policymakers;
scientists and engineers are not well-incentivized to develop
innovative and technical solutions to biosecurity challenges.
Global No consensus on how to develop or adopt.

Norms e No formal or informal global oversight mechanisms or bodies
exist to provide guidance or set norms for new biotechnologies or
life sciences dual use research.

e There are not yet common biosecurity and biosafety norms
among those creating living systems for product development
within the public or private sectors.

e International organizations do not require specific oversight
mechanisms for research — or centers conducting research — that
could enhance transmissibility or virulence of pathogens that
have pandemic potential.

e Publication of dual use life sciences research is addressed on an
ad hoc, case-by-case basis.

e Existing global norms for screening DNA orders and customers
may be outdated and are not universally applied.

Resources Lacking.
for Risk e There is a lack of financial resources for biological risk
Reduction reduction.13
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Norms Challenge #1

NORMS TO ADDRESS THE SYNTHESIS OF EXISTING, NOVEL, OR MODIFIED
INFECTIOUS AGENTS

Stakeholders struggle to define both risks and merits associated with research that creates, modifies, or
enhances transmissibility or virulence of infectious agents — particularly those with pandemic potential.
While this debate continues, international experts have been stymied in their ability to define concrete,
globally applicable norms and actions to reduce risks associated with this type of research.

The advent of faster and cheaper technologies for DNA synthesis
led to the synthetic construction of poliovirus in 20021 and the
1918 H1N1 influenza pandemic virus in 20052, In 2012,
research in the Netherlands and the United States to enhance

Food for thought:

the function of HSN1 avian influenza®L’ ignited fears over Academic centers and genomics
accidental or intentional release of a pandemic agent. And, in consortia could drive new norms
2018, privately funded Canadian research to recreate the by adopting safe and secure
horsepox virust® — a near neighbor of the virus cgusing smgllpox practices as requirements for all
— sparked new calls for research norms and public discussion

) i : : . . members.
about biological risk associated with advances in technology.
Each controversial experiment has ignited public interest in risk Ove'rsight models C‘fu'd_be
reduction, and some progress has been made. The U.S. has considered for organizations
been particularly active in launching federal and institutional conducting research that
oversight requirements for federally funded Dual Use Research enhances transmissibility or
of Concern? and recently enacting the first guidelines for virulence.

research that enhances the transmissibility and/or virulence of a
pandemic agent.

Incentives from the private

However, existing national guidelines to oversee research or sector and funders could drive
businesses that create and modify pathogens are fragmented, norms and concrete actions.
generally do not apply to research that is funded by the private
sector, and do not adequately take into account the global and
changing nature of life sciences research collaborations. Many countries place safety and security
controls on dangerous infectious agents but do not provide guidelines for assessing the aims, outcomes,
or risks of research experiments conducted to make, modify, or enhance transmissibility or virulence of
them. Others recommend self-governance or provide guidance, but do not have laws or regulations in
place.?X And others, like the United States, use the Fink Report’'s?2 seven specific classes of
experiments as a guide and then apply oversight requirements when those experiments are conducted
with specific agents. But, there is no oversight mechanism that would require specific guidelines for
facilities, including WHO collaborating centers, that create, modify, or enhance the transmissibility or
virulence of infectious agents.
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accessed May 9 2018, https://www.ncbi.nlm.nih.gov/pubmed/16210530.
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18 Ryan S. Noyce, Seth Lederman, David H. Evans, “Construction of an infectious horsepox virus vaccine from chemically synthesized DNA fragments,
Plos One, January 19, 2018, https://doi.org/10.1371/journal.pone.0188453.
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As DNA synthesis has become common-place, more focus has been placed on screening orders and
customers. DNA synthesis screening guidelines in the United StatesZ and voluntary guidelines through the
International Gene Synthesis Consortium (IGSC)% have been developed to guard against the creation of
dangerous pathogens by nefarious actors. However, most countries do not require companies that operate
within their territory to screen orders or customers.?

Significant discord also remains among experts regarding the need for researchers to conduct certain
types of experiments,2® including those that could create new and more harmful agents. For example,
some experts have argued that research that enhances the transmissibility or virulence of pandemic
influenza virus is not necessary to make gains in countermeasure development, does not justify the
potential risk?’, or should require oversight from an international (e.g. UN) body. Others have argued
against limitations on peaceful life sciences research or its publication, whatever the potential involved
risks.

Existing oversight models — such as prequalification of certain types of laboratories or the existing structure
for oversight for smallpox research — could serve as a guide for research that would enhance virulence or
transmissibility of other potentially pandemic agents.2® Insurance models to incentivize norms and actions
related to the synthesis or modification of infectious agents with pandemic potential could also be
considered.2 Reinsurers that focus on terrorism risk, including CBRN risk,2%2% as well as pandemic risk,2
should be involved in developing these options.

Norms Challenge #2

NORMS TO REDUCE RISKS POSED BY RAPID ADVANCES IN GENE EDITING AND
SYNTHETIC BIOLOGY IN THE CONTEXT OF A GROWING BIOECONOMY

Synthetic biology, defined by the Engineering Biology Research Consortium as, “...the design and
construction of new biological entities or the redesign of existing biological systems™3, will continue to bring
the tools of biotechnology to more people in more facilities. The use and modification of living systems to
create new materials will certainly make a positive impact on people, agriculture, the environment, and
infrastructure, but may simultaneous create both future opportunities for peace and security and new ways
for state and non-state actors to cause harm.

Meanwhile, the bioeconomy2#32has gone global. In 20142¢, the global bioeconomy was responsible for
exports valued at 13% of world trade and societal benefits in energy, food production, health, and other
sectors vital to sustainable development. China’s Minister of Health has pledged $11.8 billion annually
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2 Gronvall, Synthetic Biology: Safety, Security, and Promise, 40.
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33 “What Is Synthetic Biology?” Engineering Biology Research Consortium, accessed May 09, 2018, https://www.ebrc.org/what-is-synbio.

34 “What Is the Bioeconomy?” European Commission, accessed May 09, 2018, https://ec.europa.eu/research/bioeconomy/index.cfm.
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toward biotechnology innovation from 2015-2020. India’s
bioeconomy was valued at greater than $4 billion in 2013,
and the European Union bio-based economy was Food for thought:
_reported to generate more than_ $2 trillion and 17 mi!lion Synthetic biology companies and
jobs. In many countries, including the U.S., UK, China, academic consortia focused on synthetic
Singapore, and Denmark, bio “foundries” are being .

created’ to develop new technologies and advance biology challenges could develop and
product development in living systems. New and global catalyze adoption of norms and actions to
academic consortia have also developed around synthetic reduce risk among involved institutions.
biology challenges.

Systems could be considered that would
identify and mitigate risk at the same time
new technologies are developed.

Synthetic biology companies and citizen scientist
collectives — such as the BioNet2, which provides for free
gene swapping — could serve as test-beds for norms
development and for incentivizing, propagating, or
requiring safe and secure practices as a requirement for Incentives from the private sector and
admission. Funders can also create demands among funders could drive norms and actions.
researchers for safer and more secure actions and
technologies. One recent example is the 2017 “Funding
Principles for Sponsors and Supporters of Gene Drive Research?,” which brought together thirteen
organizations and could serve as a model for other types of stakeholders to drive behavior across
emerging areas of technology.

Norms Challenge #3

BIOSECURITY BY DESIGN — INCENTIVIZING A TECHNICAL DISCIPLINE TO REDUCE

BIOLOGICAL RISK ASSOCIATED WITH ADVANCES IN TECHNOLOGY

With each major biotechnology breakthrough — such as the discovery and widespread use of advanced
gene editing technology (e.g. CRISPR) or the development of gene drives?® — there are new calls for
national policies and governance to mitigate risk*:. On the one hand, there are growing public and private
concerns regarding emerging biological risks that need to be addressed. On the other hand, new
standards — or even norms — that are only adopted in one country or region could drive risk (and technical
advances) to emerging leaders and markets and away from countries that implement and enforce stringent
oversight policies. These dynamics argue for stakeholder-driven risk reduction approaches that can cross
borders.

One way to mitigate risk associated with advances in technology is to develop and incentivize technical
solutions that decrease the likelihood that the technology could cause societal harm. In today’s world,
technical innovation targeted at improving security is a major business. However, unlike some other fields
(such as cybersecurity) the field of biosecurity remains largely confined to discussions about policies and
best practices — not technical solutions. Experts working with agents that are immediately hazardous to
human or animal health are trained to implement safe and secure practices to protect materials and the
people working with them. But, there is no real technical profession surrounding biosecurity, which would
aim to develop safer and more secure technologies. Hacking competitions in the life sciences are
generally designed to develop new modes of solving societal challenges — not safer and more secure ways
of achieving those goals.
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883, https://doi.org/10.1093/biosci/bix101.

38 “A Free Biological Inventory Management System And Browser,” BioBricks Foundation, accessed May 09, 2018, https://biobricks.org/bionet/.

3% “Science Publishes Guiding Principles for Sponsors and Supporters of Gene Drive Research,” Foundation for the National Institutes of Health,
November 30, 2017, https://fnih.org/news/announcements/quiding-principles-for-sponsors-supporters-gene-drive-research.

40 Heidi Ledford, “CRISPR, the Disruptor,” Nature 522, no. 7554 (June 3, 2015): 20-24 , https://www.nature.com/news/crispr-the-disruptor-1.17673.
4! National Academies of Sciences, Engineering, and Medicine, “Dual Use Research of Concern in the Life Sciences: Current Issues and
Controversies,” The National Academies Press, 2017, https://doi.org/10.17226/24761.
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A recent positive step forward has been the advent of the Defense Advanced Research Projects Agency
(DARPA) Safe Genes Program*, which was launched to address risks posed by gene editing
technologies, including by developing ways to, “...restrict or reverse propagation of engineered genetic
constructs.” Safe Genes has created a mechanism — and hopefully someday a market — for leading
researchers to consider innovative mechanisms to reduce or
counter biological risks associated with technologies that they
(or other researchers) create. Food for thought:

The annual International Genetically Engineered Machine Grand challenges to improve
Competition (iGEM)“ also provides an opportunity to engage
broader and next generation community in best practices that
can be propagated. The iGEM competition seeks to not only
bolster safe and secure practices among competitors in its
annual competition, but also could serve as a test-bed for A new cadre of biosecurity
developing new technical approaches to countering innovators could be nurtured.
biotechnology risks. In 2017, iGEM included over 295 teams
from around the world.2

biosecurity should be fostered
and funded on a global scale.

Entities that fund and invest in

Academic challenges focused on designing safe and secure biotechnology could require

biotechnologies could serve as one way to incentivize scientists awardees to invest in biosecurity
and engineers to pursue risk mitigation as an integral piece of innovation and best practices.
the discovery process. There are some risks associated with
incentivizing experts to consider all the ways in which specific
biotechnologies could be misused — even for the purpose of mitigating those risks. However, incentivizing
a cadre of scientists and engineers who are focused on countering negative outcomes associated with new
biotechnologies might also dissuade or deter those with harmful intent.

WAY AHEAD

For the past 20 years, global discussion surrounding development of policies and practices for reducing
biological risk has focused largely on securing and accounting for specific dangerous agents, implementing
biosafety practices in facilities working with those agents, and developing national governing strategies for
research deemed to carry greater societal risk. During the timeframe in which these conversations have
occurred, a new, open, global, and transparent economy has emerged that focuses on creating and
manipulating biological systems.

As the private sector emerges as a larger player in biotechnology, synthetic biology companies begin to
develop a new culture of practice for the future, and the public demands more attention to risk, a new
opportunity exists — now and for new actors such as companies, insurers, foundries, genomics consortia,
and academic leaders — to set international norms, take a hard look at the future benefits of biology,
and take concrete actions to ensure that society can enjoy them.

NTI, the World Economic Forum, and the Wellcome Trust are determining next steps toward incentivizing
norms and concrete actions across the technical community. Your participation will be directly relevant to
our future work, including the stand-up by NTI later this year of a global senior leaders group focused on
biosecurity innovation and risk reduction, which will be asked to identify and publish international norms
and concrete options for adopting them.

We look forward to your perspectives and inputs in June.

42 “Setting a Safe Course for Gene Editing Research,” Defense Advanced Research Projects Agency (DARPA), September 7, 2016,
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IDEAS TO CATALYZE YOUR THOUGHTS
WHAT ARE THE MERITS OF THE FOLLOWING APPROACHES?

Publish a set of forward thinking global norms with the involvement of senior leaders
from across a range of stakeholders.

Launch global challenges to fund biosecurity-by-design and foster a new discipline of
biosecurity innovators among synthetic biology leaders, biotechnology developers,
and academic universities.

Incentivize researchers to only work with DNA synthesis companies that conduct
rigorous and updated screening and incentivize pledges from governments and
companies to adopt norms and enforce DNA synthesis screening as a condition for
DNA synthesis companies to operate in country.

Explore mechanisms of oversight for conducting research that synthesizes or
modifies pathogens with pandemic potential.

Spur foundries to develop and incentivize common safety and security practices.

Explore risks reduction models that have been applied in other areas, in partnership
with the private sector and insurance industry.

Explore adoption of specific actions as a prerequisite to participation in scientific
collaboration by existing academic and community synthetic biology and genomics
consortia.

Develop and adopt standards among leading journals for review and publication of
dual use research.

Develop and adopt principles among funders focusing on advances in biotechnology.

Launch a United Nations high-level event on biological risk that highlights concrete
options for stakeholder and government action.

Hold a public-facing event in 2019 or 2020 to pose concrete norms and actions to a
large group of public and community stakeholders.




