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ABSTRACT

We have begun 10 quantify the ability of acoustic
resonance spectroscopy (ARS) o detect the removal and
replacement of the lid of a simulated special nuclear
materials drum. Conceptually, the acoustic spectrum of
a container establishes a baseline fingerprint, which we
refer t0 as an intrinsic seal, for the container. Simply
removing and replacing the lid changes some of the
resonant frequencies because it is impossible to exactly
duplicate all of the stress pattemns between the lid and
contsiner. Preliminary qualitative tesults suggesied that
the ARS intrinsic seal could discriminate between cases
where a lid has or has not been removed. The present
work is directed at quantifying the utility of the ARS
intrinsic seal technique, including the technique's sensi-
tivity to "nuisance” effects, such as iemperature swings,
movement of the container, and placement of the trans-
ducers. These enly quantitative t2sts support the poten-
tial of the ARS intrinsic seal application, but also
reveal a possible sensitivity 10 nuisance effects that
could limit environments or conditions under which the
tsechnique is effective.

I. INTRODUCTION

Acoustic resonance spectroscopy (ARS) is a non-
destructive evaluation technique developed at Los
Alamos National Laboratory to acoustically interrogate
solid objects and containers.!2 The field-portable tech-
nique evaluates acoustic spectra rapidly, inexpensively,
and non-intrusively.

All solid objects have natural modes (frequencies)
at which they can vibrate relatively freely. These
natural vibrational frequencies and their sharpness
strongly depend on the physical characteristics of a con-
tainer such as its size, shape, and material composition
as well as siresses placed on thy. taniy. Acoustic veloc-
ity, viscosity, density, and contaminants in the material

*This work sponsored by the US Department of Energy,
Office of Safeguards and Security.

stored within the container also affect resonance frequen-
cies. Changes in any of these parameters will affect the
:pewum.wvtionsmuguksmpmdwdiffeb
ent parameters in different ways.

ARS may be useful in monitoring containers and
detecting tampering. Because a Liige numbes of param-
oters influence the acoustic spectrum nd esch parameter
changes the spectrum in a different way, it is nearly
impossible to return a container to its original state if
the contents have been significantly disturbed. Concep-
wally, an item's acoustic fingerprint provides a means
10 detect whether or not a person has tampered with the
containers.

Qualitative results, previously reported, demon-
strate the potential usefulness of ARS in establishing
and monitoring the intrinsic seal of a container.
Limited numbers of spectra were obtained in these early
tests, but qualitative analysis suggested that there would
be only minor changes in spectra in cases where no
ampering occurred, whiie spectral differences were
consistently more t when a container's lid was
removed and replaced.

We are now quantifying variability of spectra in
cases where no tampering with the siin* .od special
nuclear material containers has occurred and where con-
tiners have been opened. Early tests were optimized to
minimize nuisance cffects. Laboratory-scale testing
continues to extend these results into more opera-
tionally relevant settings before field testing proceeds.
Nuisance parameters being tested include effects of
changes in ambient temperature, thermal cvcling of con-
wminers, replacing transducers only approximately 0 the
Jocation where the baseline spectrum was obtained, and
vibrational noises. In parallel with these efforts, we are
examining different algorithms for comparing spectra of
the same item to optimize analyses.

II. MEASUREMENT TECHNIQUE

The ARS technique obtains a spectrum by meas-
uring the container's vibrational response at a series of
discrete frequencies. A measurement begins when one



transducer, which acts as a speaker, induces vibrations
in the object at a given frequency. A sccond transducer,
which acts as a wicrophone, detects the vibrational
response at that frequency. The transducers then siep to
the next frequency snd repeat the process until the entire
frequency range has been sampled. The operator defines
both the resutution (difference in frequency between
steps) and frequency range (start and stop frequency) of
the measurement. In Fig. 1 we show an example
spectrum,

Once a baseline spectrum is established for the
obje~t, future spectra from that object can be compared
to assess if tampering has occurred. In this type of
application a discriminator must be used to assess
whether spectra are sufficiently similar to indicate no
tampering has occurred or sufficiently different 1 require
further testing and examination of the container and its
contents.

ARS has many desirable attributes, including the
following: the excitation amplitude remains constant
and low throughout the measurement, 5o the contents
are only minimally disturbed; ambient noise is fikered
out if it is not in a narrcy bandwidth being measured at
that time; measurements can be made in less than a
minute; and the acoustic spectrum can be displayed in
real time, Abeaditbeyond(mmlionalmwialsm-
trol and accountability is the possibility of simultane-
ously monitoring forpnsmunonordegmhuonof
ﬂleconmfornfetypu'pos«

4500

The entire system consists of an IBM/PC-AT 386
or similar hardware, an int=™al electr nics board (or
small battery-operated exte:. . package connected (0 a
portable computer through an RS-232 cable) and a pair
of small transducers. This makes the system portable
and inexpentive, extending the range of potential

IIl. DETERMINING A FREQUENCY

RANGE FOR MEASUREMENTS

Useful frequency ranges for intrinsic seals may
depend on such parameters as the container geometry
and type of content>, 80 it is desirable to find a quick
way of assessing a good (not necessarily best) frequency
range for analysis. Qualitatively, we began by looking
for a range where 1) the response amplitude is high
across a large number of resonances, 2) resonance peaks
are well defined and 3) resonance peaks are generally
scparated from each other. Conceptually, this should
improve owr discrimination ability because separation
Yetween peaks will reduce the probability that a compar-
ison algorithm will associate a peak that has been
shifted with a neighboring peak in the baseline spec-
trum. Similarly, avoiling fequency ranges where peaks
are extremely sharp (only a few points wide) irproves
the probability that the analysis algorithm will recog-
nize peaks, which should correlsae between spectra when
insignificant shifts occur.
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Fig. 1. An example spectrum.



We tested our qualitat.ve detormination of a good
frequency mange as follows: we took five high-resolution
spectra of three simils: st containers (without disturb-
ing the comainer.) and assessed the reproducibility of
different ranges by comparing the sigral-to-noise ratio
(SNR) across the entire frequency range. We defined the
SNR at a given frequency as the ratio of the mean o the
saadard deviation of the five observations. We com-
puted the SNR at each of 1000 frequencies and com-
pwited the average SNR over all frequencies. The aver-
age SNR was largest in the range that was selected by
qualitative methods. See Appendix A for more details.

IV. METHODS OF COMPARING SPECTRA

Two spectra can be compared qualitatively by
ally, which provides some insight into the ARS tech-
nique. However, visually comparing spectra 0 deter-
mine whether an intrinsic seal has been violased is not
an cffective approach for two reasons. Farst, even in the
case of no tampering, there are always some differences
ences are significant or not becomes purely subjective;
and second, visaally compering spectra in detail is very
time consuming and would be extremely inefficient for
verifying intrinsic scals in a storage situation involving
rore than jusi a few containers.

To perform an objective comparison it is useful o
describe the similarity or difference between spectna
quantitatively. We examined four definitions of the
similarity between spectra and two definitions of differ-
enczs between spectra. These are discussed in Appendix
B. To simplify discussion, we repont results of one

! al
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similarity measure: the Pearson comrelation coefficient
between normalized spectra.  Although results varied,
this proved the most dependable in identifying shnilar-
ities between spectra where no tamprring occurred.

V. DISCRIMINATION BETWEEN
TAMPERING AND NO TAMPERING

Once we have identified a frequency range that
gives highly reproducible results vhen no tampering
has occurred and decided on a method for comparing
spectra, we then must determine whether tampering
with a contgincr (in this case simply removing and
replacing the lid) significantly changes the spectrum.
Figure 2 is a histogram of the Pearson correlation
coefficiern.( between different spectra of the tame con-
tainer. The population on the left represents specua
vhere the lid was removed between measurements,
while the population on the right represents spectra
measured where no tampering occurred. In dus instance
there is clear separation between the two populations,
supporting the possibility that ARS may be useful for
establishing and monitoring intrinsic seals.

This test was, hovrever, performed under optimal
conditions. Spectra for a given continer were all
obtained on the same day, care was taken to replace
taansducers in the same location between measuremesis,
the container was not moved between measurements,
ambient noise was negligible, and the room temperature
was stable. Each of these effects most also be examined
0 determine whethor there ars limitations on the
environments in which the ARS intrinsic seals may be
applicable.
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Fig. 2. Use of the correlation coefficient to detect lid removal.



VI. NUISANCE EFFECTS

We are continuing tests 10 examine whether envi-
ronmental effectr, such as noise and temperature
have been performod. The following describes some of
those results.

A. Noisy Envircament

The effect of ambient noise can be quickly
asscssed 10 first order by removing the transducer that
would normally induce vibrations in the container, but
desecting the “response”™ across the frequency range with
the pick-up zansducer coonocted 0 the container in the
nurmllny. Whon we performed this iest in 8 room
boedemathllylolupome The wchnique is not
scngitive 10 ambient noise because the vibrational
response detocted by the transducer is passed through a
bend-pass filier 30 tiat only vibrations v~thin a 1-kHz
frequency window censcred at the freque.Cy of excitation
are registered. Thus, even in a noisy eavironment,
almost all of the ambient vibratious are eliminated in
the analysis process. Thus, within the noise range
where operators wili be comfortable making measure-
ments without ear protection, spectra should be mini-
mally affected by ambient noise. Experiments (o test

B. Tramsdeucer Placement

Operationally, it is important (o examine the sen-
sitivity of spectral comperisons 10 accuraic placement of

transdocers between measurements. Limited tests were
performed on containers where no ampering occurred
but where transducers were removed and only approxi-
mascly replaced to the same location. We estimate that
the transducers were generally replaced within a centime-
ter of whe location where baseline spectra were obtained,
sad the container was not tampered with. As shown in
Fig. 3, the comparison algorithm produced a much
wider distribotion than in the test described in Section
V, saggesting thet the iechnique may be highly sensi-
tive 10 careful placement of transducers. Further testing
will be directed & quantifving how far the transducers
can be moved without adversely affecting the ability 0
discriminate between cases where tampering has or has
not ocomred.

These results may also depend on the comparison
algorithm applied. Use of a screening 0ol such as iden-
tifying peak locations and compering these between
spectna, instead of comparing spectra point-by-point,
may improve these results. Even if this does not
improve the resulis, a number of relatively simple
alignment procedures could prevent this effect from sig-
nificantly limiting the applicability of the technique.
To date we have rsed only the four similarity measures
and two distance measures described in Appendix A for
discrimmation. We plan 0 experiment both with other
pattern recognition tools and controllable parameters to
cetermire if sensitivity 0 transgucer placement or other
muisance effects can be reduced.

No lid removal

50

45
40 S
35
30 4
3

2]
15 -
10
5

C Bm—nﬂﬂ—n'Lm:

0.2 0.4

c.e 0.8 1.0

Correlation Soefficient, can 1, sieppy transducer placement
Fig. 3. Sloppy transducer placement effect.



C. Thermal Cycling

Previous resulis based on qualitative comparisons
between spectra suggesied that tharmal cycling should
not adversely affect the similarity of specwa when ro
tampering occwrs. However, a less subjective analysis
saggests that the qualitative comparisons may have
boea biased. Figure 4 shows a number of tests in
which containers were moved outside 10 warm up in the
sun afier a baseline measurement was made, then
rewred inside uatil their semperatures stabilized with
room temperature, which varied less than 0.5°C. In
these cases, we sec that the distribution representing the
case where no tamperiag has occurred spreads out, with
the left il of the distribotion srproaching the distribu-
tion associated with the tampering case. Depending on
how a discriminstor threshold is set, such an effect
would resuk in cither a higher false positive rate or a
lower sensiivity to Lanpering.

Vil. SUMMARY AND CONCLUSION

In an optimized storage situstion where containers
are not disturbed unless simulated tampering occurs,
these tests suggest that the ARS intringic seals tech-
niqoc could provide an aleemative 10 conventional seals.
The advantage of the “RS intrinsic seal is that it
reflects not only the insegrity of the container bat the
integrity of the contents as well. If further tests con-
firm that the technique is even more sensitive to cases
where contents are actually removed, then ARS may
improve the confidence provided by conventional scals.

Under this assumption, a 100% lag-and-seal check per-
formed by ARS might permit a reduction in sampling
pimns for confirmaxory measurements while maintaining
high confidence in the inventory. A second benefit 10
the technique is that it might al'ow simulianeous
assessment of internal pressure. This has particular
implications for long-term storage situations as the
DOE complex moves away from production oward a
songe mode.

On the other hand, nuitance effocts may constrain
the use of ARS intrinsic ceals 10 eavironments where
movement of containers will occur only rarely and
thermal cycling can be minimized. Further testing is
required 10 examine effects of moving containers around.
scttling of coments, wemporal stability of the acoustic
signature, thermal effects, and transducer placement. In
the context of statistical design of experimemts, we
mast choose good settings for controllable parameters
such as frequency range and resolution, 80 that nuisance
effecis “vre reduced. Also, some adverse effects may be
mitige' . ! by pre-filtering data or applying altemative
compwi~: 04 algorithms or both. Sensitivity 10 wans-
ducer pluc.mem should be easy 10 overcome, but the
approact; may depend on how precisely the transducers
mast be relocatey. Other cffects may simply timit loca-
tions where ARS show.d be applied. As we develep an
undersianding of these effects, the ARS intrinsic sesls
echnique may become an important safeguards option,
perticulsrly as the nuclear weapons states move from a
production mode 10 a storage mode.
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APPENDIX A

In Appendix A we describe the way we tested our
quatitative method 10 desermine a good frequency range.

For each of the 10 ranges, 1600-10,000, 10,000-
20,000, 20,000-30,000, ..., 80,000-90,000, and 1000-
90,000 (kHz), we recorded five spectra. For each of
1000 frequenci.s st each range, we computed the
signal-to-noise ratio (SNR). which we defined to be the
ratio of the roean of the five observations (o the standard
deviation of the five observations. We then computed
the average of these 100C SNRs.

We then removed and replaced the lid of each of
spectra at each frequency range again. For the first five
spectra, we computed the simple Pearson cosrelation, 7

(Apperdix B), r £ each of the C)-:IOpin, and did

5
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well as for 5 x § = 25 pairs of spectra that wers

by a lid removal and replacement We used
the difference d between the smallest of the 20
correlations that corresponded to no lid removal and the
largest of the 25 correlarions that corresponded 10 & li1
removal as a measure of discrimination ability of the
candidaee {requency Pnge.

We averaged d for each frequency range over all
throe coniainers and averaged the average SNR for cach
frequency range over all three containers. The conclu-
gion was that the average SNR is a good indicator of
discrimination ability. That is, a high SNR tends 10
produce a large d, which indicates good discrimination

ability. The frequency range havirg the largest SNR
and one of the largest average values of d was from
20,000 w 30,000 Hz.

APPENDIX B

In Appendix B we define the four similarity and
two distance measures that we have experimented with
0 compare two spectra.

Similarity Measures

The first three similarity measurcs use the Pearson
Correlation Coefficient between three difierent vector-
valeed functions of the origiaal spectra. The Pearson
corre)ation coefflicient between two veciors x =
X, X3, ... Xp 80y =Yy, y), ..., Y, 08

3 (x; - 2% - 3)
R =
J?;(,,. -8 (- §)?

ix]

]
where £ =2 3 x. and similarly for §.

im]

We denote the original scaled spectra (divide all
values by the maximum valoe) by x and y.
Correlation Coefficient are:

1. Pearson Comrelation Ceefficient between x
and y.

2. Pearson Correlation Coefficient between the
magnitudes of the Fourier Transform of the
Two spectra.

3. Pearson Correlation CoefTicient between the
circuler autocurelstion function of the two
spectra.  The circular sutocorrelation func-
tion of a veclor is the same as the autoc.orre-
lation (ACF) of ths vector provided we
assume that data repeats itsclf as follows:

append the original data, x,, x5, ..., X,,
with X, 1 =Xy, Xy, 2=X3, ..., X2 = Xp.
Then the lag k ACF of 1y, x5, ..., x, i8

i(xi - XN Xisk ~ ¥)
=]

i(‘i -%)?

i=1

for k=0,1,2,...,n-1.



The fourth rimilarity meagures involves identify-
ing peaks in the spoctra. All local maxima in the x
spectra are ideatified. Those maxisna : >ove an abeoluee
and noise threshold are considered in be peaks, and the
width W betwoea the inflection points surrounding each
peak ia the x spectiz is recarded.  For each frequency f
at which Ciere is a pesk in the x specira, we record a |
if the y spoctra has a local maxions within W of f and 0
otherwise. Let te numbor of 1's recorded be a,, the
mumber of “maching” peaks found in the y spectra.
Reverae the procedure to define a, similarly. Demote
the namber of peaks in spectna x as N, and similarly
for y. Then, the fourth similarity measure is
(my + myN(Nx + N)).

Distance Measures

As sbove, we denote the uriginal scaled spectra

(divide all values by the maximum valoe) by xand y,
L

and let the sum 3. v; be denoted F,, and similarly for
i=l

the y spectra.

First Disiance Measwre.

il(ti/"'i-n/"'y)l
im]

i

Let fyi= X xj, snd simiiarly for the y
j=1

spectra.

Second Distance Measure.

‘_‘g“.!|(f,,,-/r,, - hil K|

We plan 10 expenment with pstiern recogni-
ity and distance measures.



