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About the Verification Pilot Project

The Verification Pilot Project of the Nuclear Threat Initiative (NTI) convened technical
and policy experts from around the world to develop recommendations for new ap-
proaches to verification that could enable future progress on arms reductions. As the
two-year project moved forward, it became clear that innovating verification could also
prompt near-term progress on non-proliferation and nuclear security.

NTI partnered with senior leaders from the U.S. Departments of Defense, Energy, and
State as well as the governments of Norway, Sweden, and the United Kingdom. That
dialogue identified the key challenges that became the subjects of the project’s three
expert working groups, which included more than 40 technical and policy experts from
a dozen countries. Innovating Verification: New Tools & New Actors to Reduce Nuclear
Risks includes an overview and reports from the three working groups:

o The Innovating Verification Overview includes a foreword by Sam Nunn,
NTTs chief executive officer and co-chairman, and key project findings and
recommendations across report topics.

« Verifying Baseline Declarations of Nuclear Warheads and Materials analyzes
how baseline declarations can contribute to near- and long-term arms control
and non-proliferation goals and how to verify them without compromising
sensitive information.

 Redefining Societal Verification explores how advances in information
technologies, big data, social media analytics, and commercial satellite imagery
can supplement existing verification efforts by governments and increase
contributions from outside experts.

o Building Global Capacity considers the value of expanded international
participation in the verification of nuclear arms reductions and how this
participation can increase confidence in nuclear threat reduction efforts
among all states.

The project builds on Cultivating Confidence: Verification, Monitoring, and Enforcement
for a World Free of Nuclear Weapons (Nuclear Threat Initiative, 2010), which outlined
key issues that states need to address to ensure that nuclear weapons reductions can
proceed in a safe and transparent manner.
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1. Executive Summary

1. Executive Summary

Applying Transformative Technologies
to Arms Control and Non-Proliferation
Verification

A new facility appears in a country that has made specific treaty-based
commitments regarding its nuclear weapons program. A blogger popu-
lar with nuclear experts posts a commercial satellite image and asks the
community: What is this? Satellite imagery analysts, regional specialists,
technical experts, native language speakers, and specialists from other dis-
ciplines, some not related to nuclear weapons or their associated technol-
ogies, weigh in. They assemble a compelling circumstantial case that the
activity at the facility is suspicious.

In parallel, officials from the treaty partners assess what is happening
and decide whether the facility is unrelated to treaty obligations or houses
secret, proscribed activities. In addition to the information the outside ex-
perts have generated, government officials tap classified resources, includ-
ing spy satellites, and purchase commercial satellite imagery of areas where
national satellites did not focus or have a clear view. Open-source intelli-
gence analysts, meanwhile, scour local native-language media for clues and
check chatter. They also comb social media for references that could indi-
cate the purpose of the building, and they search photo and video-sharing
sites for images that show activity at the facility. Companies specializing
in crucial, difficult-to-acquire materials are consulted to see if there have
been attempted (or successful) procurements. Analysts combine all of the
information, including from formal verification tools, to determine wheth-
er the country is using the facility to violate its treaty commitments.

The fictional scenario above raises important questions. Are governments prepared
to use all the information-gathering and analysis tools at their disposal to respond to
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1. Executive Summary

possible treaty violations? Do states understand the privacy and personal data protec-
tion issues related to these new areas of data collection? Are states prepared to respond
if their private conclusion is different from the one reached by outside experts, whose
analysis is public? The answer today to all those questions is no.

Information and communication technologies (ICT) have reshaped how countries,
corporations, and private citizens share, collect, and analyze information. As global
communication technologies have increased, so too has the amount of pub-
licly generated data. The big data phenomenon has led to groundbreaking in-
novations in emergency response, humanitarian relief, disease control, and
commercial marketing and sparked interest in the nuclear arms control and
strengthening a 21st- non-proliferation domains.

century verification

Opportunities for

This report redefines societal verification as a process by which states or inter-

regim 1 n . - . . .
egime could abound national organizations can use information generated and communicated by

if public and private individuals or expert communities for arms control or non-proliferation trea-

resources are focused ty verification. It should be based on sound, tested, and validated procedures
Y p

on benefiting from that take advantage of the data now available to states. It would not rely on luck

in finding a specific piece of information, mysterious analytical processes, or

the tasking of citizens to become whistleblowers or amateur spies. The system

of data collection and analysis developed for arms control or non-proliferation

issues must be treaty verification can also contribute to broader nuclear confidence building
understood. and threat reduction.

societal verification
tools, but significant

The concept of societal verification, in some form or another, is not new, but
ideas about how societal verification might contribute to state efforts have
evolved in recent years. Even though state systems have not yet caught up to the prom-
ise of societal verification, in a world of abundant data and perpetual connectivity, the
technical has joined the conceptual, making some level of societal verification a real
possibility in a way that was not previously achievable.

With the vast amount of information available today, external analysis will continue to
improve, whether or not governments leverage new media themselves or embrace the
potential contribution of outside experts to treaty verification efforts. Accessible tech-
nical capacity, like smartphones with wireless communications connectivity, built-in
sensors and geolocation capabilities, and data storage and processing capability con-
tinues to improve and expand. These capabilities offer knowledgeable citizens powerful
tools to collect and share information.

Arms control verification has relied almost exclusively on tools such as on-site inspec-
tions and satellite imagery. Through societal verification, states can leverage new tech-
nologies and publicly available data to supplement national technical means (NTM)
and other traditional verification methods.

Some emerging transformative technologies provide new information (geospatial
data), and some are new means to transmit or widen the exposure of existing informa-
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1. Executive Summary

tion (social media). To use these tools, states must decide which steps are most suitable
for near-term application and which require further bureaucratic, institutional, diplo-
matic, and technical development.

A system’s ability to adapt to and incorporate emerging technologies is often slower
than the emergence of the technologies themselves. As the introduction of the tele-
graph and radio proved, it is difficult to predict the value of technology and new data
as it is emerging, and the private sector and general public often prove more innovative
and creative than governments in using the new tools.

The biggest challenges to data utilization are systemic and organizational rather than
technical. Verification of treaties and compliance with agreements are fundamentally
policy judgments made by states. This reality needs to drive any discussion of who
collects what and how, to make a conclusion about whether states are meeting treaty
obligations.

There are two primary points of input for societal verification data: analysis within gov-
ernment verification systems and analysis by outside expert communities. Regarding
the process of data collection and analysis inside governments, there may be value to
treating societal verification data like other open-source information for the purpose of
cooperative monitoring and integration into state-level conclusions about treaty com-
pliance. If states explicitly add these sources to their pool of knowledge, they can also
include information generated by outside analytical communities. This second track
is an independent path to identify and assess new sources of data and can contribute
to official deliberations. Both tracks can utilize a diverse set of tools and function on a
continuum from observing, or simply gathering information already being generated
for other purposes, to mobilizing—that is, engaging with individuals or groups to gen-
erate new data.

The joining of data, communication methods, and technology transforms how the
world looks at information, analysis, and dissemination. For arms control verification,
a well-developed and integrated program to access societal verification data would
prove at least additive to current treaty verification efforts and may dwarf the contribu-
tion of current open-source data. Societal verification could transform treaty verifica-
tion, particularly in addressing the specific challenges posed by identifying undeclared
and prohibited facilities or activities. Opportunities for strengthening a 21st-century
verification regime could abound if public and private resources are focused on bene-
fiting from societal verification tools, but significant issues must be understood before
it becomes possible to calculate the value of such tools.

There is a pressing need to build and identify expert communities to participate in so-
cietal verification efforts. Communities of practice are reservoirs of knowledge. Some
of these groups are part of traditional arms control stakeholder communities and some
are not, and it is not always obvious who belongs or should belong. Having a reliable
cadre of experts who are interested and prepared to assist in verification would be valu-
able to states and international organizations. Ad hoc and temporary analytic groups
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with diverse expertise can be formed akin to flash mobs. They are task oriented, and
effective in meeting short-term, analytic challenges. With the consistent voices of per-
manent or temporary groups evaluating publicly available data, states will more easily
and openly be held accountable for their public conclusions about treaty implementa-
tion and compliance.

Current technology and analytical tools have not yet shown that they can predict be-
havior, but verification is not forward looking; it is backward looking, focused upon an
activity or event that has already occurred. Even with this somewhat simpler task, gain-
ing a situational understanding requires a multidisciplinary approach, from computer
science to sociology. Investing in societal verification with sustained engagement from
the technical and policy communities can foster this approach.

Issues of privacy, data confidentiality, and legal oversight must be managed. Societal
norms influence whether and how societal verification can be used in different coun-
tries. These issues are constantly evolving and pertinent standards and policies may not
be created or accepted in the near future. It is essential to protect sensitive information,
but the overall value of this data to a verification system suggests that some risk of ex-
posure may be worth accepting.

States should take advantage of the potential contributions of societal verification. If
they do not, they risk losing the opportunity to significantly strengthen arms control
and non-proliferation treaty verification.

Working Group participants identified areas of critical need to advance the concept
of societal verification for nuclear threat reduction. These recommendations include
actions for government officials and policy makers, technical specialists inside and out-
side government, and other diverse expert communities, which will move societal ver-
ification from promise to practice.

RECOMMENDATIONS

Governments need to build a foundation for societal verification within the current
arms control policy leadership. They should develop policies, diplomatic guidance,
and bureaucratic structures to evaluate and integrate societal verification data in
treaty verification. To take advantage of new tools and techniques, governments
should:

« Map out an effective process for societal verification data integration and program
management to support future verification systems and begin to address questions
such as:

- Which agency has the lead?

- How will the effort intersect with the private sector, the intelligence
community, and other potential contributors?
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- How can conclusions be validated using inputs from traditional verification
tools?

» Begin international consultations on how future arms reduction agreements may
acknowledge and develop rules for the use of societal verification data.

« Explore the possibility of experimenting with cooperative societal verification
measures with allies to provide empirical data and lessons for how societal
verification may be implemented in the future.

« Start developing rules related to the legal, ethical, and privacy concerns
surrounding use of citizen-generated information.

The international technology and policy community should collaborate to develop
a technology needs assessment/research and development roadmap to build capac-
ity within government systems. Areas of exploration might include the following:

» Natural language processing of foreign languages as well as informal and
unstructured language, such as slang and terms of art.

« Challenges posed by real-time processing of data versus queries of stored
information.

o Identifying key or leading indicators of treaty-proscribed activities around which
appropriate queries can be developed.

o Identifying attempts to censor or spoof data, especially where there is knowledge
that information is being analyzed.

« Aggregating and integrating signals from multiple sources across platforms and
data types to increase confidence.

Governments, in cooperation with outside expert communities, should establish
channels to elicit the input of outside analysts to help build approaches for societal
verification as follows:

o Assess capacity and fill gaps to enable contributions by outside experts to societal
verification efforts of governments.

« Develop methods and mechanisms to educate expert communities outside the
government on existing national verification efforts.

« Develop ways to identify, connect, organize, guide, assist, and reward experts,
recognizing that validation and anonymity are not always compatible.

o Create paths to solicit input in a timely manner on potential verification
challenges.

o Encourage discussions and cross-checking among external experts, facilitating a
two-way information flow to build valuable capacity outside government.

Redefining Societal Verification 5
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2. Introduction

nformation and communication technologies (ICT) have reshaped

how countries, corporations, and private citizens share, collect, and

analyze information. The Internet is the bedrock of this transforma-
tion, connecting more people and devices than ever before. A Council on
Foreign Relations task force on Internet governance estimated that by the
end of this decade, some 6 billion people will be online, and as many as 31
billion devices could be connected to the Internet.'

The dramatic growth in Internet use has precipitated a boom in new media tools. With-
in a decade of the World Wide Web being proposed, blogs, personal websites, e-mail,
instant messaging services, search engines, and peer-to-peer file sharing emerged as
popular web functions. By 1999, there were 70 million computers connected to the
Internet. In the 2000s, social media sites boomed with the arrival of new social net-
working sites such as LinkedIn, MySpace, Facebook, Flickr, YouTube, and Twitter. By
2012, there were more than 1 billion users on Facebook, 500 million Twitter users, and
400 million Google+ users.” See Figure 1 for an illustration of the volume and scale of
online activity.

The characteristics of Internet traffic are changing as the scale rapidly expands. In 2012,
26 percent of Internet traffic originated from mobile devices, such as smartphones and
tablets. This share is expected to grow to 49 percent by 2017.> Much of the growth in
mobile-originated traffic is due to the global expansion of smartphone technology. The
International Data Corporation (IDC) forecasts that by the end of 2017, smartphones
will account for more than two-thirds of total mobile phone shipments, driven primar-
ily by falling costs of technology, wider smartphone strata, and the global increase in
fourth-generation (4G) wireless networks.* While mature economies have driven the
global growth in smartphones, IDC forecasts that populous countries with growing
economies, such as China, Brazil, and India, will account for an increasing share of the
global demand. In 2012, China surpassed the United States as the world’s largest market
for smartphones.’

6 Innovating Verification: New Tools & New Actors to Reduce Nuclear Risks
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Figure 1: Global Scale of Online Activity
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Sources:

Internet Live Stats, http:/www.internetlivestats.com/

Search Engine Journal, 2013, http:/www.searchenginejournal.com/growth-social-media-2-0-infographic/77055/

Intel, 2012, http://scoop.intel.com/what-happens-in-an-internet-minute/

eMarketer, December 2013, http:/www.emarketer.com/Article/Smartphone-Users-Worldwide-Will-Total-175-Billion-2014/1010536
Luke Wroblewski, “Data Monday: Mobile Devices Per Day,” May 2013, http:/www.lukew.com/ff/entry.asp?1728.

As global communication technologies have increased, so too has the amount of pub-
licly generated data. The big data phenomenon has led to groundbreaking innovations
in emergency response, humanitarian relief, disease control, and commercial market-
ing and sparked interest in the domains of nuclear arms control and non-proliferation.
This information revolution has drastically affected how the public might contribute to
future arms control verification efforts.

This report redefines societal verification as the process by which states or internation-
al organizations use information generated by individuals or expert communities for
arms control or non-proliferation treaty verification. Early approaches, starting in the
1950s (see “Societal Verification: What's in a Name?”), envisioned the use of public
mobilization to report violations in the face of limited abilities to detect clandestine
weapons programs. Under that vision, the citizens of a country under a disarmament
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Figure 2: Social Network Users Worldwide, by Region (in millions)
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Source: eMarketer, “Social Networking Reaches Nearly One in Four Around the World,” June 18, 2013, accessed
September 25, 2013, www.emarketer.com/Article/Social-Networking-Reaches-Nearly-One-Four-Around-World/1009976.

The Asia-Pacific region is projected to have the most growth in social network users over the time
period.

agreement could be tasked with the responsibility to report violations to strengthen
inspection efforts.®

As satellites and other forms of national technical means (NTM) emerged, enthusiasm
for societal verification faded but was revived in the 1990s in anticipation of future
verification needs and newly available tools. In 1992, Joseph Rotblat defined societal
verification as “a system of monitoring compliance with treaties, and detecting attempts
to violate them, by means other than technological verification ... based on the involve-
ment of the whole community, or broad groups of it”” He underscored the difference
between national verification efforts and societal verification, and recognized the need
for public involvement. His concept focused on collaboration between governments
and the public and is reflected in more modern definitions that describe “ways in which
social actors and social activities can collectively contribute to the verification of arms
control agreements”® and “the involvement of civil society in monitoring national com-
pliance with, and overall implementation of, international treaties or agreements.”

Arms control verification has relied almost exclusively on tools such as on-site inspec-
tions and satellite imagery. U.S. and Russian inspectors have a deep reservoir of exper-
tise after more than 20 years of conducting on-site inspections and data exchanges,
but future international verification needs will require an increasingly diverse set of

8 Innovating Verification: New Tools & New Actors to Reduce Nuclear Risks



2. Introduction

SOCIETAL VERIFICATION: WHAT’S IN A NAME?

The concept of societal verification has evolved significantly in recent years, so much so that some have
questioned whether the term is outdated and should be dropped in favor of another description for the
kinds of activities that are the subject of this report. The challenge is that alternate phrases are either
inaccurate, or do not fully explain how the information revolution can contribute to verification. For
better or worse, the term societal verification evokes two key concepts that are appropriate for non-
proliferation and arms control treaty implementation: namely, that society has a role in generating and
analyzing information and it can contribute to the verification of a specific set of commitments rather
than general snooping or whistleblowing by citizens on their own (or other) governments. Some alter-
natives to the term have appeal but do not fully capture the vision and application of the concept fully.
These options include the following:

 Inspection by the people. In the 1950s, Seymour Melman and Lewis Bohn introduced this
concept, based on the idea that the general public supported nuclear disarmament and would
participate in arms control, not only out of interest, but out of a sense of moral obligation. They
encouraged citizens to place international concerns over domestic loyalties by reporting violations
and proposed that disarmament agreements require participating governments to develop
assurances and protection for individuals reporting on their country’s activities. Because this
concept relies almost exclusively on whistleblowing, it does not accurately reflect that governments
ultimately make compliance determinations. It also fails to account for what has changed in the
past 60 years with the vast amount and variety of information now generated by the public.

o Public technical means. This term has appeal because it parallels the concept of national technical
means, which refers to information generated and controlled by state-owned hardware systems
(such as satellites) and other intelligence sources and methods. The concept of public technical
means, however, envisions a set of tools dispersed widely for collection of real-time data that might
have arms control or non-proliferation significance. This tool set is largely sensor driven and thus
more narrowly focused than some other concepts. While sensor data could be a valuable part of
a future societal verification system, other assets also need to be taken into account. In addition,
most data individuals generate are not a public resource. The information is often privately owned
and accessed by permission only, and access can be denied for any or no reason. This gatekeeping
means that the information may be vulnerable to economic factors, commercial considerations,
and corporate politics and might not be able to be relied on for uninterrupted treaty monitoring.

» Big data, information analysis technologies, social media analytics. These terms describe the
information and tools that might be used, but not the overarching concept or process through
which their content is acquired, analyzed, or applied. These tools and data form the foundations of
the societal verification concept, but do not adequately explain who would use the information and
how it could help verify agreements. The terms capture the what, but not the who or how of societal
verification.

Redefining Societal Verification 9



2. Introduction

capabilities and tools. As most strategic arms control verification has occurred bilat-
erally, countries have no experience verifying multilateral agreements through direct
on-site inspections by states parties. Multilateral regimes such as the Chemical Weap-
ons Convention (CWC) and the Nuclear Non-Proliferation Treaty (NPT) use inspec-
tions conducted by international implementing bodies such as the Organization for the
Prevention of the Chemical Weapons (OPCW) and the International Atomic Energy
Agency (IAEA). Multilateral arms reductions agreements will likely require different
approaches and new tools as more players are brought in.

Through societal verification, states can leverage new technologies and publicly avail-
able data to supplement NTM and other traditional verification methods. As informa-
tion collection, analysis, and promulgation technologies continue to evolve and per-
form increasingly diverse functions, societal verification can increase the likelihood
that violations of international commitments are detected. Societal verification might
also help strengthen the connection between non-proliferation and arms control ob-
jectives, two currently distinct realms that will be increasingly interconnected as states
move toward eliminating nuclear weapons while continuing nuclear power programs.

In recent years, the core tenets of societal verification have evolved further as a result
of the widespread growth in technology and big data domains. The modern concept in
this report is based on collaboration between governments and their citizens. While
some skepticism is warranted, failure to use information in the public domain could
make governments less effective and stifle key indicators of destabilizing activities. So-
cietal verification can help build confidence among citizens, their governments, and
those not party to specific arms reduction agreements, including states without nuclear
weapons.

As open-source technologies create a means for stronger public role in verification, how-
ever, it is not yet clear how the information can and should feed into national systems,
raising moral, ethical, and legal questions for serious examination. Given these ques-
tions, the use of data analytics or crowdsourcing will likely not push the envelope for
arms control and disarmament. Communities addressing topics such as climate change
and disaster relief, with less need for, and tradition of, state secrecy, are more likely to
take the lead in employing society-derived information and other open sources of data.
However, the arms control community needs to be fully aware of emerging norms in this
area to realize the advantages that such tools offer for future arms control and disarma-
ment initiatives.* The fundamental question remains as to whether societal verification
is additive or transformative.

* There are already examples that can inform arms control verification where data collected for one pur-
pose (e.g., environmental violations, disease monitoring, antipoaching campaigns, etc.) have revealed
something else. Global Green was created to look at the environmental effects of Russia’s actions to
destroy its weapons of mass destruction (WMDs). It has expanded to become a global non-profit orga-
nization advocating the destruction of its WMDs.

10 Innovating Verification: New Tools & New Actors to Reduce Nuclear Risks
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BASIC DEFINITIONS

The term compliance refers to the act of meeting one’s obligations. Two related but distinctly different
terms, monitoring and verification, are frequently confused in arms control discussions. In the arms
control and disarmament context, monitoring is the process of gathering facts that serve as evidence
regarding whether a party to a treaty or other agreement is complying with the obligations it undertook.
Verification refers to ascertaining the truth or reality of something. It requires looking beyond words to
deeds. In the arms control and disarmament context, verification is the process of evaluating all avail-
able information, establishing what the treaty obligation is, and then determining whether a party has
complied with its obligations under an arms control treaty or agreement.

Monitoring

Monitoring is a technical process involving the gathering of information through national technical
means, including satellite imagery, radar surveillance, seismic instrumentation, atmospheric and soil
sampling, and electronic surveillance, as well as through cooperative mechanisms established by the
agreement, such as on-site inspections, remote video streaming, chemical sampling, and the use of var-
ious sensors. Cooperative monitoring mechanisms are tailored to the specific limits and requirements
contained in an agreement. Information collected through intelligence gathering may also contribute to
the determination of whether a treaty’s limits and obligations are being met, but intelligence gathering
frequently targets the acquisition of information that goes beyond what is necessary to assess treaty
compliance.

Raw monitoring data is subjected to a significant amount of analysis. Vast amounts of information
must be reviewed for relevance, reliability, and accuracy. Information from multiple sources is collated
to assist in resolving any ambiguities. Rarely is monitoring data 100 percent conclusive. In compliance
monitoring, some level of uncertainty is to be expected.

Verification

Verification is not a technical process; it is a political process, requiring a clear determination of what a
treaty requires, coupled with an assessment of information collected by monitoring systems and refined
by analysis to conclude whether treaty obligations are being satisfied. If the obligations in the treaty
are not clear as to what constitutes a violation, or if uncertainties regarding the monitored parameters
and activities cannot be resolved, compliance decisions become judgment calls. The significance of the
potential violation and the security risk that such a violation entails must be considered when making
compliance judgments. In some cases, direct observation of compliance with an arms control provision
may not be possible for safety or security reasons. However, inferences may often be drawn by observing
related functions, equipment, or parameters.
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Inevitably, verification relies to some extent upon deductions of the intentions and behavior of treaty
partners as well as interpretations of the evidence. Non-compliance can result from a variety of cir-
cumstances. An accident, oversight, or unauthorized action could lead to an inadvertent violation of an
agreement’s technical requirements. Ambiguity in the language of the agreement or a misunderstanding
between the parties on a point of interpretation could lead to a finding of non-compliance. There could
be deliberate minor incursions of an agreement’s restrictions in a conscious attempt to test the limits of
the other party’s monitoring capabilities. Finally, a party could engage in a deliberate and massive vio-
lation intended to gain a military or political advantage. The response to such different non-compliance
situations needs to account for the motivations of the violator.

The verification process must be sufficiently robust to permit a party timely warning whenever treaty
breakout, or a threat to national security, is imminent. The consequences related to a violation being
identified and the threat of detecting such a violation must be significant enough to deter violations.
Regardless of how strong a monitoring regime may be, if provisions can be violated with impunity,
there will be no deterrent effect. Similarly, if the chances of detecting cheating are slim, violations may
occur even when the consequences of detection are severe. Militarily insignificant violations of a treaty
or agreement can erode confidence in the ability of arms control agreements to enhance security and
stability.

A comprehensive monitoring and verification regime should account for every provision of a treaty con-
taining an obligation. If obligations do not matter enough for the monitoring system to address them,
they should not be enshrined in the treaty. Otherwise, compliance will be indeterminate and confidence
will erode. However, no matter how comprehensive a monitoring regime may be, it is always possible
that violations could go undetected. A monitoring regime that is comprehensive and effectively tailored
to the clearly articulated, concrete obligations in an agreement stands a better chance of identifying
compliance concerns. Such a monitoring regime, coupled with an extensive verification process, can
significantly deter cheating and provide confidence that major treaty violations will be identified in a
timely manner so that the potential military advantage of the violations can be countered and a stable
security relationship maintained.

International organizations and monitoring systems can provide useful input to states attempting to
make verification assessments, but ultimately individual parties to an agreement are responsible for
their own compliance determinations. While international organizations such as the International
Atomic Energy Agency can conduct inspections, collect data, and employ cooperative measures to great
effect, their data gathering is constrained to agreed measures.
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3. Transformative
Information Technologies:
Lessons Learned

he challenges facing societal verification are not unlike those created

by other groundbreaking or disruptive technologies. Throughout

history, technology has constantly evolved and been used in new
and innovative ways. When the telegraph, radio, and commercial satellite
imagery were first introduced, governments and their citizens greeted them
with skepticism and reluctance. Since then, they have profoundly affected
how policymakers and the public communicate and solve problems, cre-
ating more expedient platforms for conducting diplomacy and analyzing
national and transnational activities.

TELEGRAPHY

Telegraphy grew from electrical experiments in the late 18th century, when observers
noted that electricity flowing between a negatively and positively charged point could
be seen as a type of signal.'” From there, developments followed rapidly, leading to the
invention of the first practical telegraphs in England and the United States in the 1830s.
Telegraphy rose to prominence in the mid-19th century through the initial influx of
significant funds from the U.S. government to Samuel EB. Morse in 1843. Those gov-
ernment funds made the first practical public demonstration possible in 1844, with the
transmission of a message between Washington D.C. and Baltimore: “What hath God
wrought!”!! The first successful transatlantic telegraph cable was completed in 1866."

The telegraph was a transformative telecommunications medium with wide-ranging
and global effects on governmental operations and life in general.”* Point-to-point tele-
communication was a quantum leap over previous methods of communication, which

Redefining Societal Verification
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were limited to either surface transport for long distances or semaphore (using flags).
People at the time correctly anticipated that telegraphy would significantly accelerate
communications, and hence, the pace of diplomacy. This, in turn, increased the demand
for faster access to information, particularly among financial speculators and journal-
ists. Ministries centralized authority in capitals, diminishing the role of diplomats to
personally carry messages. The medium encouraged concision and succinctness, rather
than the previously more flowery and verbose diplomatic language. Finally, states had
to invest in infrastructure and recruit and train skilled telegraphers.

Telegraphy also produced a number of unanticipated effects. The fast pace of commu-
nications left less time for reflective decisionmaking and increased pressure on poli-
cy makers. Bureaucracies experienced heavier workloads because of round-the-clock
shifts to receive telegrams and increased activity during crises when normal prohibi-
tions against using the telegraph disappeared. The process of coding, decod-
ing, and otherwise handling telegrams was very time consuming. Challenges
to using the incoming information included authenticating messages; devel-
oping countermeasures, such as encryption and codebreaking; and managing
institutions often adapt garbled or incomprehensible messages. Yet telegraphy was rapidly adopted

to new technology and maintained prominence well into the early 20th century, until it was sur-

at a slower rate than passed by the invention of the telephone.

National systems and

anticipated. It may take
time to incorporate
societal verification RADIO

into existing systems. “The Wireless Music box has no imaginable commercial value. Who would

pay for a message sent to nobody in particular?” associates asked David Sarn-
off, pioneer of the radio and television industry, in response to his urgings for
investment in radio in the 1920s."* Developed as a “single point-to-multipoint”
transmission medium, radio technology had its roots in 18th-century advancements
in telegraphy. Building on Heinrich Hertz’s work on electromagnetic waves, inventors
competed with each other to develop wireless telegraphy, and in 1897 Guglielmo Mar-
coni patented the first successful radio transmitter.

The adoption and spread of radio technology has at least four important lessons for
societal verification today. First, the government can play an important catalytic role.
Just as the U.S. Department of Defense pioneered the Internet, the U.S. military first
recognized the utility of the radio and began to incorporate the technology into its
operations, using radio transmitters as navigation aids and supplementing nascent
commercial stations whenever necessary. With the U.S. entry into World War I, the
Navy assumed total control of the radio station network. After the war, the Navy argued
forcefully to maintain its monopoly, and private radio stations were again legalized only
after Congress intervened."
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Second, regulation is key. Although it took time for the entertainment value of radio to
catch on, the public safety role was quickly recognized. The Titanic had a radio room
on board and was able to transmit a distress signal to the nearby Carpathia, which im-
mediately sailed to assist with the rescue effort. However, radio’s role in the rescue was
marred by reports of interference from numerous amateur operators in the New York
area eager to share news of the event.'® The true extent of the interference was disputed,
but outrage over the incident led Congress to pass the Federal Radio Act of 1912, the
first U.S. government effort to regulate the airwaves."”

Third, technology can be used to spread important messages, unfiltered by the news
media or others. The relevant lesson for new media may be found in one of the most
successful government uses of radio: President Franklin Roosevelt’s Depression-era
“fireside chats.” For the first time, a president could take his arguments directly to the
people without the filter of the press. The resulting flood of positive listener letters was
then used as evidence in support of his programs.'®* Germany and the Soviet Union em-
ployed the same technology to vastly different effect.'” Later, both the United States and
the Soviet Union used radio in large-scale information campaigns. Although the goal
of spreading democracy is laudable, this public effort has been wrapped in controversy
and legal complications.”” Moreover, Radio Free Europe’s connection with the Cen-
tral Intelligence Agency (CIA) until 1974 continues to surface in foreign press articles,
demonstrating the difficulty of shedding any intelligence association once it has been
established.

Finally, national systems and institutions often adapt to new technology at a much
slower rate than anticipated. Although 60 percent of U.S. homes had a radio by 1934,
a widely accepted theory of mass media communication was not developed and ar-
ticulated until Elihu Katz’s idea of the two-step flow of communication in 1955.% As
the ongoing debate over public broadcasting funding, the fairness doctrine, and equal
time rules demonstrates, the government’s proper role in and appropriate use of radio
is still being explored today. This shows that it may take time to incorporate societal
verification into existing systems, and such information may not be immediately and
confidently reliable, but it can still play a significant role.

COMMERCIAL HIGH-RESOLUTION SATELLITE
IMAGERY

Commercial satellite imagery was an outgrowth of Cold War-developed and satel-
lite-based national technical means (NTM) technologies that first proved the concept
of remote sensing from space. While early NTM systems were based on analog (film)
cameras, now commercial satellite imagery is entirely digital. Space-based orbital
systems provide a non-intrusive means of remote sensing and an inherent capability
to directly obtain information about otherwise inaccessible areas anywhere on earth
with predicable regularity. Commercial satellite imagery differs significantly from both
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telegraphy and radio in that it serves only as an information data source rather than a
means of information transmission. In addition, it generally requires the specialized
expertise of trained imagery analysts to extract accurate and complete information.
Initially, there was strong skepticism regarding quality, cost, timeliness of acquisition
and delivery, and potential vulnerability to countermeasures such as moving activity
under cover.

Remote sensing was first made possible with a combination of improvements to cam-
eras and the ability to place cameras in balloons, on kites, and even on large pigeons.
By the beginning of the 20th century, propelled aircraft were the most reliable means of
aerial-based remote sensing. With the dawn of the Space Age in the late 1950s, cameras
could be placed in earth’s orbit to remotely and routinely image any point on the globe.

The first publicly accessible imagery from space was available through the civilian U.S.
Landsat system beginning in 1972. The Landsat-1 satellite carried digital scanning sen-
sors that covered four multispectral bands, providing color-composite coverage of the
earth, but it was essentially useless for any substantive verification applications given
its resolution of 80 meters per pixel. In early 1986, however, France’s SPOT-1 (Systéme
Pour 'Observation de la Terre) became the first commercial imaging satellite to provide
the public with imagery of sufficient resolution and quality to have the potential for
verification applications. Images from the SPOT-1 satellite and the improved Landsat-5
provided the first publicly available visible evidence of the Chernobyl reactor disaster in
Ukraine in April 1986 and profoundly influenced public perception and international
response.”* Shortly thereafter, researchers began to publish on potential uses of satellite
imagery;, its benefits, and its expected drawbacks.”

By the early 1990s, researchers correctly anticipated that commercial satellite imag-
ery would contribute to public debates about arms control and non-proliferation is-
sues. Many also argued that commercial satellite imagery would support cross-border
conflict monitoring, multilateral peacekeeping, crisis decisionmaking, and treaty ver-
ification and monitoring. The capability facilitated competition with official national
intelligence reporting, making it possible for non-governmental experts to publicly as-
sess proliferation and security concerns and serve as a check on the conclusions that
governments made. It also led to arguments about quality of data and analysis, cost,
timeliness, and censorship—all issues that are currently discussed in the context of
societal verification. Some states and corporate entities have responded by pursuing
countermeasures such as camouflage and deception. As commercial satellite imagery
has become more widespread, it also has caused more mistaken interpretations, partic-
ularly by inadequately trained imagery analysts.

Today, commercial satellite imagery resolution is accessible at 50-centimeter resolu-
tion from multiple satellites, and if U.S. law changes, imagery of 25-centimeter resolu-
tion will soon be available (see Figure 3). Thanks to wi-fi, rapid file transfer protocol
(FTP) rates, and smart phones, high-resolution imagery is now freely available and
accessible practically anywhere. Digital virtual globes such as Google Earth have been
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Figure 3: Effect of Resolution on Overhead Imagery of B-52 Bomber
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Source: Bhupendra Jasani and Gotthard Stein, Commercial Satellite Imagery: A Tactic in Nuclear Weapon Deterrence
(New York: Springer, 2002).

Dramatically improved resolution of publicly available satellite imagery means that individuals and
governments without their own spy satellites can do independent analysis.

downloaded more than 1.2 billion times and imagery is often freely available for non-
governmental organizations (NGOs) to use.

Key conclusions from early analyses of satellite imagery capabilities suggested that su-
perpowers (or any other national government or agency) would no longer be able to
control the narrative regarding their programs, as commercial satellite imagery would
provide democratizing access to information previously unobtainable before. The im-
agery would be a double-edged sword, with both positive and negative applications,
but on balance the potential for good would far outweigh the potential for malice. As
the imagery would not come with labels, it would require skilled interpretation to have
value. Mistakes could and would be made, so corroboration by other sources would
always be required. Finally, cost and timeliness would always be a concern.?® Each of
these points could be applied to the current international discussion about new media
and its application to treaty verification. Just as commercial satellite imagery has tested
systems, so will societal verification.
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LESSONS LEARNED

Fundamentally, the greatest challenges posed by transformative technological tools
have not been technical, but have involved institutions’ slow reaction to them. In each
of the cases above, as with societal verification, it is difficult to predict the value of tech-
nology and new data as it is emerging. But already these technologies have changed
how governments and their citizens share and interact with written, verbal, and visual
communications. Lessons from their development and evolution highlight the need to
develop a cadre of skilled experts; the need for government rulemaking and oversight;
the difficulty, once established, to shed an association with intelligence collection; the
dual use—for help or harm—of the technology; the need for integration of newly pro-
duced or disseminated information and that derived from more traditional sources;
and the need to prepare for the evolution of the tools and associated information over
time.
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n late 2011, then-Assistant Secretary of State Rose Gottemoeller pub-

licly outlined a number of near-term arms control challenges and the

difficulties in monitoring controlled materials, warheads, and missiles,
particularly in future arms control agreements as the quantities got smaller
and more states joined the effort. She posed the question of whether “open
source information technologies and social networking could contribute
to arms control verification and monitoring?”¥ This question recognized
that traditional national technical means (NTM) relies on an aging infra-
structure that might not meet future verification requirements. There is a
need to take stock of the new tools and sources of information that could be
integrated into a larger system for more effective verification.

The growth of Internet-enabled technology has been accompanied by an explosion in
new terms to describe the technology. Although social media is the most widely used,
it is more accurate to refer to the entirety of these capabilities as new media. All new
media share essential characteristics: every consumer can be a producer; the media are
generally free to the consumer and sometimes to the producer; the media products
both compete and act as catalysts for each other; and the underlying software platforms
are beyond the control of individual users.” New media can therefore be understood as
the broadest categorical term to describe all interactive online activities. They include a
vast array of tools for information collection, dissemination, and analysis. These tools
and the analytical approaches applied to them are not based on fuzzy concepts; there is
real math and science applied and a growing literature to back it up.

The sheer number of new-media tools and platforms is daunting. Wikipedia lists almost
200 social networking websites in its entry on the topic. The list expands continually*
and is far from exhaustive. Social bookmarking sites such as Reddit or Digg rely on
interaction to determine the most popular reader topics but do not provide the degree
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of user identification associated with overt social networking sites, such as Facebook or
LinkedIn. Microblogging platforms such as Twitter or Tumblr allow members to fol-
low each other and create relatively detailed user profiles but lack the high degree of
individual user-to-user interaction that characterizes typical relational networks.** So
far, mapping or geospatial software such as Google Earth has been poorly integrated
into the existing social media environment, still relying mostly on outside enthusiasts to
catalog lists of interesting findings on individual user blogs or aggregator websites such
as Mashable. Last, technology and public interest are constantly changing. The decline
of former technology leaders, such as Myspace and Second Life, is proof that the most
useful and popular platform can rapidly lose both functionality and the critical mass of
user support that makes it valuable.

Identifying roles for new media in verification is best pursued by assessing how a par-
ticular type of new media will function rather than identifying and assessing specific
platforms or operators. Social networking sites are just one type of new media. Others
include gaming, data analysis applications, and collaboration platforms. Table 1 sum-
marizes these categories and examples of typical platforms or operators.

Three software platforms currently enjoy widespread popularity among users and so-
cial media researchers: Facebook, Twitter, and Ushahidi. Facebook, the most popular,
is a true social networking site in that it allows users to create a public profile, publish
a navigable list of connections, and view and navigate the connections of others within
the system.” These features are perhaps most applicable to societal verification. In 2012,
when radioactive sources were stolen from a nuclear power plant under construction
in Egypt, Facebook users publicized the theft well in advance of official media.** Au-
thorities and citizens have effectively used such crowd-based reporting to identify and
capture criminals.” Most significantly, Facebook is the only social networking site with
reliable evidence of online friendships affecting offline behavior. Researchers reviewed
61 million Facebook accounts to track the ability of friends to encourage each other to
vote; this friendship effect appears to be tiny, but provides some evidence for generating
the type of positive collective action that could undergird societal verification efforts.**

The microblogging platform Twitter also has received a lot of attention. There is still
considerable debate over Twitter’s role in spreading information and encouraging pop-
ular protest during the Arab Spring, but few today doubt the platform’s importance as a
source of information and an indicator of public sentiment.** Twitter, however, is much
closer to a traditional news outlet than a social networking site.® Researchers have dis-
covered that the dynamics of Twitter usage are typical of today’s media markets, with
a tiny number of users exerting disproportionate influence. Popular and recognizable
media companies (e.g., The New York Times) and celebrities (e.g., actor Ashton Kutcher)
dominate the information flow on Twitter.”” There is little evidence of Twitter’s value
in gathering specific intelligence information, but researchers are beginning to estab-
lish Twitter’s usefulness as a sentiment index. An analysis of positive, negative, or neu-
tral sentiments has been shown to correlate well with real-world political outcomes,**
stock market performance,” and consumer confidence.* Sentiment could be similarly
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Table 1: New Media Functional Categories and Examples

Category Example

Gaming and simulation ¢ Social gaming
- Facebook apps

- Global gaming communities (e.g., World of Warcraft)
- Location-based games (e.g., Four Square)
¢ Educational gaming
¢ Simulations
- America’s Army
- MS Flight Simulator

Social ¢ Social networking platforms
- Facebook
- Twitter

RenRen (China)
Sina Weibo (China)
Odnoklassniki (Russia)
e Virtual communities
- Reddit
- Chatrooms
¢ Communication services
- E-mails
- Instant messaging/texting
- Video and photo sharing

.' Content creation/ ¢ Content management systems
P ® collaboration - WordPress
. - Tumblr
- LiveJournal (Russia)

Ameblo (Japan)

Persianblog.ir (Iran)

* Wikis

e Crowdsourcing platforms

¢ Crowdfunding platforms
- Kickstarter

¢ Crowd mapping platforms
- Ushahidi

Data mining and processing ¢ Big data analysis
¢ - Palantir

- Recorded Future
¢ Graphical information systems

Problem solving/hacking ¢ Public Challenges
- Innocentive
-

- GitHub
¢ Design and coding hackathons
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aggregated to gauge public support for arms control treaties or sanctions regimes. While
widespread, both Facebook and Twitter are majority English-language, Western, and
Northern communities. Similar engagements could be facilitated in specific countries
and regions using analog services such as Chinas Sina Weibo.*!

The final new media tools that receive the most discussion with respect to societal ver-
ification efforts are crowdsourced mapping platforms such as Ushahidi. While geospa-
tial enthusiasts tend to focus on the Google Earth software, non-profit interactive map-
ping company Ushahidi has garnered widespread attention for its efforts in mapping
disaster zones and aiding relief efforts. The system allows users to submit information
by a variety of means, including mobile telephones. Relief workers can easily vet and
aggregate these reports to aid in rescue and recovery efforts.*> The maps can also be
integrated easily with existing remote sensors, providing a simple and effective method
for citizens to plot and track disaster events. Harvard University used the Ushahidi
technology to establish an earthquake map in the wake of the Fukushima disaster (see
Figure 4). The publicity over Fukushima led to a surge of interest in radiation tracking,
and there are now dozens of sites using mapping technology to track radiation emis-

Figure 4: Earthquake Map Created with Open-Source Ushahidi Software
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earthquake activity in Japan after the 2011 Great Tohoku earthquake.
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sions using public sensor networks. Safecast, a project created specifically to monitor
the Fukushima event, is now the largest radiation monitoring project in the world, with
a current collection of more than 4,000,000 data points (see Figure 5).* Such a network
could provide data related to a clandestine nuclear event as the numbers and locations
of sensors grows.

Many new-media platforms combine multiple functions. Kickstarter and other online
crowdfunding websites are problem solving tools, as any individual with an idea for a
product or service can solicit contributions from the online community. Kickstarter
is also a social site, as it bonds responders into communities by interest or geography.
Those who love music can fund a struggling musician to produce her first profession-
al recording; those who love beer can fund a microbrew’s business plan. Kickstarter’s
model may be transferable to solving other problems, such as those related to nuclear
threats or non-proliferation. A technical verification tool also could be crowdfunded.

Geospatial tools are now broadly used in International Atomic Energy Agency safe-
guards,* conflict monitoring,” environmental monitoring,* and disaster assessment

Figure 5: Crowdsourced Safecast Radiation Monitoring Map
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Safecast, a project created specifically to monitor the aftermath of the Fukushima
nuclear event, is now the largest radiation monitoring project in the world.
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(see Figure 6).”” Publicly available, geospatially linked, ground-based imagery sharing
and visualization venues* enable individuals to share their findings through blogs*
and Wikis* and on virtual globes such as Google Earth and Google Maps. International
agencies and non-governmental organizations are becoming increasingly active and ad-
ept in their use of such technologies. Actor George Clooney’s Satellite Sentinel Project
is currently fusing commercial satellite imagery with crowdsourced analysis and advo-
cacy in an effort to end Sudanese genocide and crimes against humanity.*' In the areas
of arms control and nuclear security, loose groups of experts like those who blog and
comment at Arms Control Wonk and 38 North routinely combine satellite imagery,
news reports, photographs, official statements, and societal data to locate and charac-
terize facilities and sites in remote or inaccessible areas, such as inside North Korea.
These revelations lead to new policy insights and technical assessments of capabilities
and timelines regarding weapons of mass destruction capacities.

Figure 6: Integrating Geospatial Information
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Geospatial tools, combined with publicly produced and derived information, enables independent
analysis, expert collaboration, and greater transparency.

Key for Abbreviations

SPOT = Satellite for Observation of Earth PONI = Project on Nuclear Issues
IRS = Indian Remote Sensing NTI = Nuclear Threat Initiative
EROS = Earth Resources Observation Satellite ISIS = Institute for Science and International Security
FAS = Federation of American Scientists CNS = James Martin Center for Nonproliferation Studies
IMINT = Imagery Intelligence 1ISS = International Institute for Strategic Studies
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5. The Monitoring
Continuum: Observing to
Mobilizing

ocietal verification could employ a diverse set of technologies and

platforms for monitoring activities to ensure implementation of

agreements. To use these tools, states must decide which steps are
most suitable for near-term application and which require further bureau-
cratic, institutional, diplomatic, and technical development. One way to
divide the tasks is to assess the level of engagement with the public as the
data providers.

Passive Active

ﬁ

Observing Prompting Mobilizing

“Many-to-one” “One-to-one” “One-to-many”

The range of interactions with and within online media mimics that of any human in-
teraction, from passive observation to real-time communication. At the passive end of
the continuum (many-to-one), online content from a large number of sources can be
observed with or without triggers that focus attention on particular events or content.
Many commercial platforms are suited to passive observation, such as the Tweetdeck
and Hootsuite online tools for monitoring Twitter. These tools display social media
content, such as the hashtags associated with tweets, and can allow a user to follow
certain organizations or receive alerts when organizations, topics, or specific words are
mentioned in posts. Tagboard.com expands observation abilities to include other so-
cial media sites, such as Facebook and Instagram. This sort of monitoring is real time,
but requires a user to have well-defined and well-understood areas of interest, as it is a
rather simple form of filtering and display.

Redefining Societal Verification

25



5. The Monitoring Continuum: Observing to Mobilizing

The strength of observation is its immediacy. Real-time monitoring often provides in-
dications of meaningful events well before other traditional sources broadcast the in-
formation. Passive observing magnifies the user’s ability to see across geographical and
informational expanses. This is especially crucial when information of interest may not
percolate to traditional sources, may be secondary to other events, or may be gleaned
from subjective expressions, such as opinions and attitudes, rather than factual infor-
mation or events. Passive observing can also be effective for the surveillance of mis-
information, whether intentional or inadvertent. This type of activity primarily uses
common media analytics, including data mining techniques, such as sentiment analysis
and topic filtering.

Further down the continuum is what might be called prompting, or one-to-one in-
teractions, through active participation in conversations. Participation may be cued
by something observed in passive observation, or initiated through a process where
people are encouraged to express questions, concerns, or comments through differ-
ent channels. Companies that use social media to reach out to customers increasingly
employ prompting, not only to advertise, but to specifically address customers voicing
complaints through social media. The methods are also good for focused question-
ing. Congressional testimony showed that Federal Emergency Management Agency
administrator Craig Fugate asked someone in American Samoa, via Twitter, to tell him
about the situation on the ground during an unfolding event.”> Prompting is most like-
ly to benefit from sophisticated tools that allow organizations or moderators to target
questions about specific topics to specific people. Targeting could also extend to spe-
cifically identified groups of people, such as expert communities, to take advantage of
a groups knowledge. This is a potentially fruitful area for societal verification, as it is
likely that many of the tasks relevant to verification and transparency will require spe-
cialized knowledge.

At the farthest end of the spectrum is mobilization through the broadcast of messages
with little interaction with the information receivers (one-to-many). This usage is more
akin to traditional advertising and can also be paired with media analytics that evaluate
how well the messages spread and influence a population.

OBSERVATION FOR SOCIETAL VERIFICATION

Broad scanning and focused data collection are two general approaches to observation
that would be useful for verification. Scanning over large amounts of data often requires
identifying patterns using predetermined features, such as those related to non-pro-
liferation. The difficulties in this area are the same as those in most pattern-detection
tasks; the costs associated with false positives and false negatives should be an import-
ant consideration, especially when tasks require human judgment. Analyzing large
numbers of false positives could be labor intensive if it requires a person to resolve each
alarm. To successfully apply large-scale data scanning approaches, it will be necessary
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to develop social data-based proliferation indicators, determine how those indicators
would appear in social data, and collect specific data sets in a timely manner.

Some citizen reporting concepts depend on the use of personal technology, such as cell
phones, cameras, computers, accelerometers, global positioning equipment, and accu-
rate timepieces. The capabilities such technologies afford are not uniformly distributed
around the world, and the distribution of privately owned technology does not directly
coincide with the locations where possible treaty or agreement violations could occur.
A large volume of reporting would come from population centers, while remote loca-
tions might be of most interest in treaty monitoring.

Many useful data sets are dispersed across archipelagos of obscure websites. Such data
sets only become useful as they are collected and collated. The Internet as we know it
could not exist without an infrastructure to perform this task; it is why search engines
such as Google have been so crucial to the Internet’s development. Such search
engines deploy web crawlers that travel the web and catalogue websites. The
resulting map of the Internet enables web searches. More targeted versions

of this basic approach have also been implemented, some directly relevant to The strength of
verification. The United States Geological Survey employs a web crawler that observation is its
finds publicly accessible sites reporting seismic sensor data around the world immediacy, providing

and creates an interface to make this data accessible and meaningful. The pre-
viously mentioned public sites that track radiation emissions, such as Safecast,
have provided a similar function. An indirect application of this approach in-
cludes maps that use cell phone data to track traffic speeds on a road network. before other traditional

sources broadcast it.

indications of
meaningful events well

In a slightly different approach, some programs use volunteer crowdsourcing

to push data to a central location where it is transformed into usable infor- This is especially crucial

mation. Ushahidi allows the public—including activists and news organiza- when information
tions—to collect and use disparate information sets embedded in a geospatial may not percolate to
database.® Waze uses crowdsourced traffic data collection to populate a nav- traditional sources.

igation program with real-time information on traffic flows, incidents, and

other information useful to drivers, such as gas prices and traffic enforcement
activities.* The city of Boston is developing a smartphone app that uses data

from the motion sensors in smart phones to locate potholes.® A company called Gam-
maPix has developed a smartphone app that uses the built-in camera as a radiation
detector.”® This kind of tool could prove useful for nuclear verification in the future if its
data were collected and incorporated into a national or international system.

Focusing Data Analysis

Focused data collection centers on gathering information that has already been created
about specific events or entities of interest. First, an analyst must determine what kind
of information is useful—type, platform, geography—and create a data query to cull
the data. This process often involves collecting and analyzing co-occurring features that
are paired with the topic. An analyst might track sentiment around the ratification of a
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SOCIAL MEDIA ANALYTICS: STATE-OF-THE-ART CAPABILITIES

Current research in social media analytics tends to focus on three main domains: content analysis,
group and network analysis, and prediction of real-world events. Content analysis consists of deter-
mining the topics, themes, and sentiments of a dataset, and determining how those change over time.
New research into content analysis expands the traditional approaches from textual data sources to
include social multimedia such as photos, videos, and maps. Group or network analysis is the capability
of researchers to identify and describe users within a group, characterize how group members interact
with each other, and identify influential users with the group. Prediction analytics utilizes social media
indicators to predict future, real-world events such as movie revenues or financial market activity using
a combination of the scale of social media coverage, sentiment analysis, and influence analysis.

Challenges

Social media analytics face many of the same challenges as other open-source information analytics
research—mainly accessing, storing, and processing information; verifying sources and dealing with
misinformation and deception; and fusing various types of data. In addition to those issues, social me-
dia research faces some unique challenges. Analytic workflows, methods, and tools have not been de-
signed to incorporate these dynamic, massive datasets. Current researchers are dealing with the cost
and infrastructure required to store and process large amounts of social media data, along with legal
considerations for social media data storage. Despite the availability of social media data, there has been
little work done in the area of fusing multiple types of social media data and more traditional data into
one analytic environment. Finally, the use of social media data needs to be tailored according to how
people use social media, the characteristics of the information available through social media, and how
that information might be meaningfully utilized to answer relevant questions.

Cutting-Edge Development and Forecast for Social Media Analytics

The goal of social media analytics is continuous, automated analysis of publicly available data to antic-
ipate and detect significant societal events, such as civil unrest, election outcomes, infectious human
illness, and economic events. The ultimate goal is the automated collection, fusion, and prediction of
these types of events running at massive scale without the need for human analyst intervention. Key
challenges encountered within this activity to date include robust and efficient extraction of indicators
from massive volumes of heterogeneous data; large-scale time series analysis of noisy, non-stationary
data; learning from sparse training data; localization of models for cultural context; integration of do-
main-specific information; alias and word disambiguation; and integration of data-driven and model-
driven methods.
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non-proliferation or arms control agreement or might look for specific social data fol-
lowing a non-proliferation speech, policy decision, or other event. The purpose would
be to review the vast ocean of available data and identify relevant activities governed
by a specific set of treaty obligations. The key to successful focused data analysis is to
design the right query. Examples of effective filters for such information include the
following:

» Topic or theme. Topic identification—or the related topic modeling—is an
information analytics capability often applied to social media data. It is used
to categorize topics, primarily through a machine learning approach to natural
language processing (NLP).”” One example would be detecting non-proliferation
topics, such as the Comprehensive Test Ban Treaty, in conversation. Topic or theme
identification may be able to disambiguate discussions by determining what social
media users are referring to when they are discussing that treaty: the International
Monitoring System (IMS), ratification of the treaty, or the use of Comprehensive
Nuclear-Test-Ban Treaty Organization (CTBTO) data (seismic, hydroacoustic) for
scientific research.

« Sentiment. Sentiment analysis uses predefined dictionaries to determine the
sentiment—generally positive, neutral, or negative—of a statement.” Active
research is focused on determining additional dimensions, such as energy level*
and more complex human emotions.® Sentiment analysis, when paired with topic
tracking, may be able to assess a specific population following a significant non-
proliferation or arms control event; however, caution should be used as it is likely
that some sentiments are more often shared than others, resulting in a biased
sample.® Sentiment analysis could provide additional information about whether
reaction to a nuclear test was positive (supporting the test), negative (condemning
the test), or neutral (reporting news of the event). Several nuances of language,
including sarcasm, regional differences in English, and cultural nuances, make
sentiment analysis difficult.

« Identification of groups and characterization of users. A primary topic in
the field of social networking analysis (SNA) is community detection, or the
identification of groups. This can include direct relationships, such as Twitter
followers or Facebook friends, but also relationships through common activity,
such as commenting or posting on common online resources. Online community
research analyzes the strength or weakness of relationships between group
members and the effects of those ties on the dissemination of information through
social networks.®* Identification of groups can be used to identify individuals with
common interests, such as those who comment on or contribute to the non-
proliferation blog Arms Control Wonk.®* Tracking specific groups over time may
provide multiple insights, including event detection and influence patterns.

SNA can also define multiple types of ties between individuals in a social network. These
ties may represent relationships, communication patterns, or temporal events. The ties
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‘ DATA VISUALIZATION

Visual analytics are tools and techniques that allow analysts to ask questions of a dataset, and receive
responses in visual form. They “play off the idea that the brain is more attracted to and able to process
dynamic images than long lists of numbers. But the goal of information visualization is not simply to
represent millions of bits of data as illustrations. It is to prompt visceral comprehension, moments of
insight that make viewers want to learn more.”® Visual analytics can help analysts understand trends,
patterns, or themes in big datasets, which they can then use to focus their data collection or revise an
analytics question.

Visual analytics can show themes and topics, clustering documents by relevance; show changes in terms,
themes, and topics over time; display the results of sentiment analysis over a group of documents, ar-
ranged by time, topic, and other factors; and display groups, connections, and networks from link analy-
sis. Visual analytics can be used to help answer questions about the major topics in a dataset and changes
in the presence of a given topic over time and how it is portrayed in the dataset. It can also shed light on
how closely connected the authors are to information about a given topic and whether they are in the
same social or professional networks.

Visual analytics are meant for use by analysts working on a problem, rather than for decisionmakers.
However, the results from visual analytics may be described in a report with selected screenshots that
would be appropriate for
decisionmakers and poli-
cymakers. Using data visu-
alization to communicate
results is usually referred
to as information visual-
ization and is meant for
communication purposes,
giving quick understand-
ing of information. The
products are often called
infographics.

Visual Analytics of the “India Missile” Dataset

Visual analytics can also
identify data that are not
relevant for analysis. In one
case study looking at how | ;
missile tests by India were . : e

reflected in social media, . .
Developed by Pacific Northwest National Laboratory’s tool IN-SPIRE,

the research team inad- this data visualization includes topic themes and a timeline of theme
vertently collected a large  frequencies.

amount of data regarding
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Sample Visualization of Real-Time Topic Trending in Pacific Northwest
National Laboratory’s Scalable Reasoning System (SRS) Related to
Hydraulic Fracturing
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An example of data visualization for monitoring how a subject is being discussed
on Twitter in real time.

cricket matches based on dual-meaning keywords in the search. Through data visualization, the team
quickly identified the group of data that was cricket specific and not relevant to the missile study. Visual
analytics can help an analyst to identify themes, changes, or relationships that are not apparent in text
alone, or would require significantly more interaction with the data to discover.

can then be used to understand and characterize phenomena within the network.®
Content analysis evaluating linguistic cues may also indicate the ties among people,
including the sender’s relationship to the receiver. Social media content may be used
to determine the characteristics of an online community, such as its militancy.®® Other
work has been used to understand social media users’ personalities from publicly avail-
able information in Facebook profiles, such as self-description, status updates, photos,
and interests,*” as well as linguistic cues.®®

Forecasting

Predictive analysis seeks to use social media indicators to predict future, real-world
events. Movie revenues can be predicted by the volume of chatter about a movie on
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Twitter. As with any predictive capability, especially those involving human behavior,
expectations about accuracy should be realistic. Validation of prediction systems is a
notoriously difficult problem, as often past events do not generalize well to future ones.
Forecasting based on social media—derived data may use a combination of techniques,
including sentiment analysis, graph analytics, and influence analysis.®” One could pose
a query regarding the date of the next Non-Proliferation Treaty preparatory meeting
and analyze how much chatter leading up to the event has taken place in previous years.
Other, less cyclical events might also be predicted, such as the events leading up to a
missile test. Often predictive systems report likelihoods of their forecasts to explicitly
convey the level of confidence in the predictions.

MOBILIZATION FOR SOCIETAL VERIFICATION

Mobilization—tasking citizens to report on the activities of their governments—was
the original concept of societal verification. Now mobilization is a more nuanced, ex-
panded concept. Beyond engaging people over communication platforms, online tools
are increasingly used to mobilize individuals or groups. Mobilization for societal veri-
fication could challenge citizens to gather information regarding potential violations of
treaty obligations. Digital capabilities have grown significantly around the world, espe-
cially in the use of smartphones with powerful wireless communications connectivity,
built-in sensors, geolocation capabilities, unused computing capacity, and data storage.
These technological advances make ubiquitous sensing very attractive as a supplement
to NTM and international data collection and analysis systems. The benefits of social
platforms to mobilization range from simply an efficient means of getting the message
out to providing incentive structures for participation. The function of the particular
platform must be matched with the mobilization objective.

While technology has made mobilization easier, there are still numerous barriers to
success. Incentives can take many forms and often vary between individuals. Often, in-
trinsic motivation is sufficient to mobilize participants. The website Hollaback provides
a platform for victims and witnesses of sexual harassment to report it. Its contributors
report, in part, because they have a direct connection to the cause.”” When causes are
less personal, extrinsic rewards may be more successful. This was evident in the strat-
egy of the team that won the Defense Advanced Research Projects Agency (DARPA)
Network Challenge, in which teams had to identify, locate, and photograph 10 red bal-
loons around the United States (see “DARPA Red Balloon Challenge”). The winning
team used monetary compensation for reporting information regarding the balloons’
locations.”

A successful incentive strategy in societal verification may be determined by the partic-
ular region of interest. Where verification and transparency are salient concerns, pro-
grams that make reporting possible may be sufficient. Where verification and transpar-
ency are either passively or actively kept out of public conversation, extrinsic rewards
may be necessary. Extrinsic rewards heighten the risk to contributors and may create
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DARPA RED BALLOON CHALLENGE

The Defense Advanced Research Projects Agency (DARPA) conducted the DARPA Network Challenge
social network mobilization experiment on December 4, 2009, to identify citizen mobilization strategies
and demonstrate how quickly crowdsourcing could solve a challenging geolocation problem.

Ten numbered red balloons,
each more than 2 meters in

. . 9Waterfront Park
diameter, were simultane- Portland, OR
ously inflated and moored
in parks across the contig-

uous United States. All of Glasgow Park
the balloons were visible Union Square Chiiet B ZNFEA
from roadways in public R Tonsler Park )
areas with pedestrian ac- A i, Charlottesville, VA
cess.* DARPA officials were T Memphis, TNG)

dispatched at balloon lo- 9§2§3::,’:.';’1'§ Centennial Park

cations to verify that a bal- Atenils

loon was an official DARPA K;;!;;ET'; Q

balloon. The first person (or

team) to report to DARPA Collinr:i:r\;ei’ngie
the correct locations of all

10 balloons was awarded Locations of the 10 numbered balloons deployed as part of the
a $40,000 prize. A total of DARPA Network Challenge.

4,367 individuals registered

in the DARPA Network

Challenge.** The final report concluded that at least 50 serious teams, and perhaps as many as 100 total
teams, participated in the challenge, along with approximately 350,000 individuals.

*  The United States has 6.5 million kilometers of roadways and all balloons were located within cities or metropolitan areas.

** Because teams often had multiple registrants per team and because DARPA did not require team affiliation to register, it is
impossible to accurately extract the number of distinct teams participating.

suspicion of entrapment. Intrinsically motivated mobilization, especially when it con-
flicts with government interests, is likely to be spurred by social movements that create
the foundation for a change in a populace’ attitudes and opinions toward institutions.
The success of these movements depends on a number of factors, including regional
conditions and the organization of the movement itself.

Societal readiness is an important consideration. If conditions are not conducive, veri-
fication actions may be difficult or impossible. Factors that have proven crucial in other
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issue areas have included an active group of interested citizens, a strong cyberactivism
culture, and a relatively high rate of diffusion of Internet use.”” These qualities may not
be entirely necessary, but should be considered by those planning on using new media
for societal verifications.

The best approach to social mobilization may be to tap into existing interested groups
and foster new networks of citizens and experts. Such networks support cooperation
and solidarity, and movements build trust and develop positions naturally, without re-
sentment and suspicion that might arise from directives passed down.”” This approach
may be particularly successful when participants are initially motivated by dissatisfac-
tion with the actions of leadership, such as treaty non-compliance. Networks can re-
spond quickly to a specific task, serve a purpose only as long as the purpose is needed,
and do not need to rely on one leader, but can be kept to an objective through soft
management.

Local adaptability is crucial, as mobilization incentives and media campaigns vary wide-
ly by culture. Effective mobilization strategies often require a combination of commu-
nication types, such as a mix of social media messages and face-to-face interactions.”
Once social and political networks are engaged, global support and participation may
follow, especially if the cause can be expressed as a problem for humanity at large, such
as nuclear non-proliferation.

A challenge to mobilization, not present with observation, is the potential for compet-
itive or countermobilization. If populations actively engage in verification monitoring,
parties may try to uniquely access the information generated, disseminate or quash
relevant data, and offer competing incentives to the public for participation. Another
challenge is that any activity that resembles the recruitment of citizens to spy on their
own (or others’) governments is potentially dangerous for both the mobilizer and the
mobilized. Before any country engages in such activities, legal, ethical, and moral ques-
tions will need to be answered in an open dialogue with treaty partners and the public.
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6. Potential Models of
Societal Verification

he value of societal verification, whether through observation or

mobilization, is its flexibility in the types and amount of informa-

tion it can offer to states to conduct treaty monitoring and make
compliance determinations. Its role differs from intelligence gathering
because it must be in the service of implementing a specific treaty or other
commitment that has defined objectives and describes allowed and pro-
scribed activity.

Societal verification could be included in national verification approaches for existing
agreements without additional negotiation. Existing arms control treaties, including
the New Strategic Arms Reduction Treaty (New START), allow for states to use open
sources to assist their verification efforts. Societal verification techniques may be simi-
lar to using national technical means (NTM), open source intelligence, or other tools at
the disposal of governments. States can immediately tailor their collection, assessment,
and application of data to treaty-specific goals. States make compliance determinations,
and have a lot of information available to them, but need political will, technical tools
for analysis, and institutional processes in place to benefit from societal verification.

One area that might prove most useful is the public acknowledgement of the value that
non-governmental expert communities can contribute. External experts have the time
and flexibility to creatively approach societal verification data and can interact with one
another with fewer institutional barriers in the way, including among experts with di-
verse competencies. If engaged, motivated, and acknowledged as valuable contributors
to verification, these experts can be force multipliers. In this way, the immediate value
of societal verification would be to increase accountability on the part of states for the
conclusions they reach about compliance because outside experts will also be conduct-
ing analysis and reaching their own—more public—conclusions.
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In the future, cooperative observation using societal verification tools may be appro-
priately integrated into negotiations of legal agreements. States can jointly address and
agree on issues of mutual concern regarding societal verification and monitoring tools.
Societal verification data does differ significantly from NTM data in that the data are
a common, shared resource that would not encounter classification or other related
barriers for joint examination of the information. Other factors that might prove valu-
able for joint discussion in the context of treaty negotiations include clearly defining
societal verification for the purpose of the proposed agreement; committing to non-in-
terference in societal verification, within the context of an agreed scope of activity;
jointly developing societal verification tools and methods; defining legal protections for
citizens engaged in societal verification activities; and creating a process for reporting
gathered data to national authorities, ensuring that data are provided equally to all par-
ties. States involved in such a dialogue must recognize that there is a risk of unfounded
accusations. Information may be provided without relevant context and the process
may be subject to manipulation. But these issues are not unique to societal verification.
The broader objective is increasing engagement, increasing confidence, and creating a
system that can manage the challenges.

The subsequent sections discuss four possible models for societal verification, focusing
on applicable conditions, timelines, sensing versus analyzing data, available resources
and technologies, important actors and their relationships, and achievable verification
objectives. Table 3 offers a summary.

NATIONAL OBSERVATION

National observation refers to societal verification measures states can take that do not
require mobilization of the general public or subgroups of the general public in moni-
tored countries, nor do they require agreement among states regarding which tools will
be deployed and how they will be used. In theory, such verification measures can be put
to use immediately after the methodology, tools, and technologies and the infrastruc-
ture to implement them are developed.

Verification generally consists of two parts: sensing and analyzing. Sensing is the pro-
cess that collects data. Analyzing is the process that studies and understands the data
to draw conclusions about compliance or non-compliance in the monitored countries.
For national observation, a country collects data on its own by passively watching and
observing. It would mostly likely have to analyze the data itself, but it is possible that
the expert community in the monitored country or other countries can be partially
involved.

New media is an important catalyst for national observation. It is connected in various
ways to traditional information channels, such as government-released information,
media reports, academic publications, and online forums, all of which can be moni-
tored. The challenge is to develop methods and technologies to filter and analyze large
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Table 3: Four Models for the Use of Societal Verification: Characteristics and Examples

1. National Observation

2. National Mobilization

* Applicable in the near term

* Does not require cooperation from the
monitored country

* Methodology, privacy considerations, and
technology development are key

Example: Monitoring activities of key
technical experts, such as changes in
publishing patterns or unusual gatherings
in unexpected locations

¢ Applicable when connections with the
general public of the monitored country
can be established; does not require
cooperation from the monitored country’s
government

¢ Education campaigns to engage with the
public of the verified country are important

¢ Could put participating individuals at risk
Example: Detecting movement of nuclear

weapons transport and support vehicles or
visible signs of non-compliance

3. Cooperative Observation

4. Cooperative Mobilization

* Applicable when treaty parties are willing
to incorporate observation measures into
verification regimes

e Countries could face growing pressure to
embrace cooperative observation in the
mid-term, as new technologies empower
more individuals

* A joint dispute resolution mechanism
could help address concerns raised in this
process

Example: Detecting nuclear weapons
testing through routine environmental
data collection

¢ Applicable when a significant amount
of trust exists among treaty partners or
in special situations when a monitored
country wants to prove its innocence

¢ Most likely feasible only for long-term
scenarios

¢ Brings about the highest level of
confidence about compliance

Example: Tasking citizens to monitor
operation of enrichment facilities, or
construction of new buildings in current
nuclear complex
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amounts of data in an effective and timely manner. Advanced computational algorithms
need to be developed to analyze text, images, and videos in the appropriate linguistic,
political, and cultural contexts. These technologies also need to be repeatedly tested in
practical scenarios to improve their capability to identify reliable patterns, shifts, and
indicators that can effectively distinguish useful signals from background noise.

Third-party actors such as the International Atomic Energy Agency and the Compre-
hensive Nuclear-Test-Ban Treaty Organization may help by participating in joint tech-
nology development. However, because these international organizations have limited
legal authorities and human resources, state governments, non-governmental organi-
zations, and independent researchers would do the bulk of the monitoring and ana-
lyzing work. National observation is most likely to be successful against violations that
present patterns or send signals that the general public can pick up and share, either
intentionally or accidentally. Signals that would only alert experts but appear normal or
uninteresting to the general public are less likely to garner public attention.

NATIONAL MOBILIZATION

National mobilization measures are applicable when the monitored governments are
unwilling to mobilize their own citizens to participate in societal verification, but those
responsible for monitoring can engage the general public or subgroups within those
countries in direct or indirect ways.

Monitored governments unwilling to mobilize their own citizens may be con-
cerned about the potential negative effects of societal verification on domestic
political stability. Officials might fear that opposition parties will abuse soci-
is most likely to be etal verification to fulfill their own political objectives through fabrication or
successful against exaggeration. They might also be concerned that the citizen reporting mech-
violations that present anism in a cooperative societal verification agreement will drive a wedge be-
tween other governments and their own. As a result, national mobilization
measures are more likely in countries with mature democracies, a high degree
of domestic political stability, existing trust with the monitoring entities, and a
can pick up and share, process in place to balance the needs of secrecy and openness.
either intentionally or

National observation

patterns or send signals
that the general public

As described earlier, data can be collected by encouraging the public in the
monitored countries to provide information. Monitoring entities can also
encourage certain subgroups within the general public, particularly experts
and expert communities who may have an interest in participating in policy
debate on disarmament or non-proliferation, to help analyze the data. The
experts could be helpful in analyzing the data and cross-checking for errors that may
result from non-native analysts’ lack of understanding of local language and cultural
background. These experts could contribute to more objective analysis, which is in the
interests of monitoring and monitored countries. Technologies or mechanisms must be

accidentally.
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developed to facilitate communication and data sharing, not only among experts within
the monitoring entities, but also between them and independent expert communities.

Engaging with and encouraging the general public in the monitored countries to pro-
vide data can be risky, as monitored governments may interpret such measures as hos-
tile. If measures are not pursued responsibly, there is a risk of undermining implemen-
tation of the underlying treaty or agreement. The monitored governments may retaliate
and become less cooperative toward existing verification agreements, complicating
verification work.

One way to engage the public is to educate and raise awareness about proliferation
risks and the non-proliferation obligations of their governments. Public education
campaigns can focus on international nuclear non-proliferation regimes in general,
but should also include specific non-proliferation and arms control agreements that
involve the monitored countries. Signatory countries should widely publicize any bi-
lateral or multilateral treaties in this issue area. Those responsible for treaty implemen-
tation, including relevant international organizations, should help educate the public
about the specific non-proliferation and arms control obligations of their governments
and help them understand and identify signals for violations. This would increase the
public’s awareness and capability to provide useful data when violations occur. Public
education campaigns also can also help raise awareness among foreign citizens living
and traveling in monitored countries. Social media can be useful in carrying out such
campaigns. Active public engagement can increase the possibility of detecting clandes-
tine nuclear facilities by increasing the willingness and capability of the general public
to monitor and report violations. More important, broad public participation in mon-
itoring and reporting serves as a deterrent for governments considering violating their
obligations.

COOPERATIVE OBSERVATION

Cooperative observation applies to scenarios in which governments incorporate ob-
servation measures into negotiated verification regimes. Monitored countries may be
willing to set up a joint dispute resolution mechanism that addresses suspicious cas-
es collected by societal monitoring technologies. As telecommunication technologies
continue to empower individuals across the world, countries may conclude that soci-
etal monitoring by others will occur whether they like it or not. Countries may find
it in their interests to resolve disputes raised by societal monitoring to preserve their
reputations. In cooperative observation, the monitored governments may not help with
collecting data but could aid in analysis as part of an official process to resolve disputes
within an arms control or non-proliferation treaty.

The technology requirement for cooperative observation is the same as that for national
observation. But official dialogues and negotiations are needed to set up a mutually
acceptable mechanism for resolving disputes, in which societal monitoring technologies

Redefining Societal Verification 39



6. Potential Models of Societal Verification

THE OPEN-SOURCE INTELLIGENCE MODEL

Open-source intelligence (OSINT) is the collection and analysis of publicly available information to
address intelligence problems and questions. There are two approaches to using new media in the in-
formation collection and analysis process. One approach is to consider it as a new int, “SOCINT, to
go along with human intelligence (HUMINT), signals intelligence (SIGINT), and OSINT. Another ap-
proach, however, is to consider these data as another open source and to continue to integrate it into the
OSINT system.

Publicly available information is legally accessible in the public domain, either for free or by purchase.
The public domain constitutes an enormous universe and, to the chagrin of many in the intelligence
community, classified information often makes its way into it. Publicly available does not mean easily
available, however. Although not classified, much information in the new media domain is actually
owned and controlled by private companies. As the open-source universe grows in diversity and vol-
ume, “sources and methods”—a phrase most often associated with the clandestine domain—comes into
play. The lines between OSINT and the other ints are blurring.

To incorporate publicly available information in intelligence assessments or operations, an analyst has
to be an accepted partner within the relevant structures. For the U.S. intelligence community, this ac-
ceptance usually means security clearances, counterintelligence and legal acumen, and subject matter
expertise. The intelligence aspect of OSINT entails following a chain of information where one finding
leads to a new area of investigation. This process requires unique tradecraft. To embed collection and

would be recognized as legitimate and signatory parties would have an obligation to
explain suspicion. Considering the experimental nature of societal verification, re-
strictive measures would need to be put in place to prevent abuse and reassure the
monitored countries. Initially, joint disputes resolution measures could be primarily
opportunities for consultations, and unresolved disputes may not be linked directly to
legal consequences.

Achievable objectives for cooperative observation are similar to those for national ob-
servation measures. However, the official mechanism to resolve disputes arising from
cooperative observation measures offer the opportunity to conduct official consulta-
tions to clarify facts and help build confidence and trust.

COOPERATIVE MOBILIZATION

Cooperative mobilization measures apply to scenarios in which the monitored coun-
tries are willing to mobilize their own citizens to participate in societal verification as
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analysis of new media and related data within such a structure would likely result in the sequestration
of the analysis and product, and the loss of some potential value, such as creating common, unclassified
pools of data and analysis that treaty parties and possibly the public could share.

OSINT professional standards do not exist today. Because OSINT is not the province of any one agency—
in contrast with the other ints—no broad-based training and certification program exists to develop
and maintain such standards. The result is an inability to assess the capabilities and needs of those who
do, or propose to do, OSINT work. While individual agencies focus on skills, knowledge, and abilities
specific to their respective niches, there has as yet been no effort to identify and develop what one might
call general OSINT skills—those in which every individual in the intelligence community engaging in
OSINT should be proficient. These standards and skills are an important frame of reference, not only for
gauging the intelligence community’s progress in tackling OSINT, but for setting a standard applicable
to many potential partners outside the intelligence community, forming a necessary foundation for in-
tegrating societal verification goals and efforts.

OSINT’s properties could support societal verification as part of its overall mission, but it would require
major structural and cultural change to the current organization. The U.S. OSINT capability—due pri-
marily to resource constraints—is not oriented to treaty verification. But deploying a robust national
capability in service of international security objectives might boost interest in, and resources for, a
strengthened OSINT model. Given the broad range of intelligence questions and issues to which OSINT
can contribute, centralizing exploitation in one dedicated organization will almost invariably result in
unrealized potential that could be partially oriented to treaty verification tasks.

part of arms control and non-proliferation treaties. This model is the longest-term sce-
nario, and many issues must be resolved before it can be implemented.

Cooperative mobilization requires a high degree of trust between the monitoring en-
tities and monitored countries. This requirement means that cooperative mobilization
may only be applied to a very limited set of scenarios; but when there is already a highly
trusting relationship, there may not be a desire to carry out strict and comprehensive
verification measures. Cooperative mobilization may play a role if a country needs to
prove its innocence. As countries engage with each other and gain experience, they
may build that trust over time, making space for cooperative arrangements. Increasing
dialogues and communication also may help reduce misunderstandings and break cul-
tural barriers, and contribute to trust building in the long term.

If the global nuclear stockpile continues to drop, states may have a much greater incen-
tive to set up strict verification measures to reassure each other. Under those conditions,
cooperative mobilization may play a role. In such a scenario, the monitored countries
would take measures to mobilize and encourage their citizens to report anomalies and
violations. They would set up official channels for citizens to report and would establish
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procedures to help protect participants. The monitored countries would cooperate with
monitoring entities to facilitate citizen monitoring, help analyze the data collected, and
resolve disputes in a timely and cooperative manner. The monitored countries would
have an incentive to take up these responsibilities not only because they trust the mon-
itoring entities, but also because they see societal verification as a confidence-building
measure to demonstrate good faith and to provide reassurance. Cooperative mobili-
zation would provide the most comprehensive and reliable verification. Technologies
need to be developed to facilitate this process, but with the help and cooperation of
monitored countries, it would become easier to implement.

Cooperative mobilization can achieve the widest range of verification objectives. There
would have to be formal and legally protected approaches for the general public and
professional insiders whose participation might be characterized as whistleblowing.
These measures can ensure that many nuclear arms control and non-proliferation ac-
tivities that have few outside signatures could be more effectively verified.
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7. Enabling and Connecting
Experts in Societal
Verification

he role and importance of expert groups is well established in the

field of non-proliferation. Peter Haas famously coined the term

epistemic community to refer to a group of acknowledged experts
who use their expertise to influence policy;”® such a community was crucial
to developing the international practices and common understandings of
nuclear arms control.” Substantial knowledge also resides with so-called
communities of practice—people who may not be formal experts, but who
have considerable experience performing in the subject area of expertise.””
These everyday practitioners frequently know the most about best practices
in a given field.”®

Direct engagement with epistemic communities and communities of practice is an
obvious way to expand and improve the information and solutions available to poli-
cymakers. However, it is not always obvious who belongs, or should belong, to these
communities. Membership is often geographically dispersed and sometimes isolated by
language or bureaucratic structure. Identifying the type of expertise required is difficult
because of the outsized role tacit knowledge plays in the non-proliferation sphere.”

The rise of new-media technologies has made the task of identifying legitimate experts
more difficult but expands the scope and speed of outreach. Blogs and social media
outlets let amateur enthusiasts share their ideas and opinions with massive online au-
diences, sometimes reinforcing an image of expertise where there is none. The number
of blogs and websites devoted to non-proliferation topics guarantees any manual ap-
proach to identify experts will be haphazard at best. Yet much applicable knowledge is
found outside of the traditional academic and policy spheres in volunteer and techni-
cal communities—largely ad hoc groups of computer users with special expertise in a
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particular software application or platform. Because these groups are often temporary
and task oriented, it is difficult to identify members in advance.

Beyond specific expertise, policymakers also need access to groups that overlap with
the targeted communities to take advantage of the diversity of knowledge and per-
spective that leads to optimal solutions.** One expert said it was her graduate school
experience in environmental science, not her current work at a nuclear laboratory, that
was proving most helpful. She found an amazing similarity between the problems of
inventorying nuclear weapons and determining the true population of field mice in a
meadow.®!

Traditionally, experts have been identified through a variety of cataloging methods.
A person or group with subject matter expertise would examine a variety of sources
and create lists of experts. Typical sources included professional journals, membership
lists in professional societies, conference rosters, faculty lists, and personal networks.
Online sources such as websites and blogs were eventually added to the source pool as
well, but the technique of collection remained the same.

The rise of new-media technologies offers improvements to the traditional method.
First, semantic web searching techniques are rapidly augmenting basic search engine
technology. Although still in its infancy, the widespread use of subject matter tags and
other metadata make identifying relevant documents and their authors increasingly
easier. Second, social networking sites allow and even encourage experts to self-iden-
tify. Many profiles contain personal information such as hobbies or education that can
give important clues as to relevant secondary expertise. Finally, there is considerable
evidence that the sociological concept of homophily—that birds of a feather flock to-
gether—holds true in online as well as offline networks.*> Consequentially, examining
the online friend network of one expert will likely lead to the identification of addition-
al similar experts.

The scale of new media offers another advantage. Experts can easily nominate other
experts, who in turn can nominate others, leading to a snowball effect. Even in the ab-
sence of a nomination, the reach of networked media allows an advertisement for given
expertise to circulate through large numbers of passive and active followers. On Twit-
ter, any message interesting enough to be repeated (retweeted) by one additional user
will appear in the message timelines of more than 1,000 additional people on average.**
This message spread is especially useful in identifying interested outsiders and others
who may not be experts in the subject matter, but serve as bridges between disciplines.
The engaged outsider or hobbyist often serves as a catalyst for new innovation or pro-
vides the unique solution experts overlook.**

The availability of so much online information also allows expert searchers to use com-
puter-assisted analytical techniques. Data scraping and mining software can automati-
cally crawl millions of websites to compile relevant information for analysis, and some

44 Innovating Verification: New Tools & New Actors to Reduce Nuclear Risks



7. Enabling and Connecting Experts in Societal Verification

companies, such as Twitter, offer direct access to their user data through application
programming interfaces (APIs). Social network analysis can identify communities with
shared connections, which can be used to identify the key individuals within each com-
munity.®® Researchers have used these techniques to identify emerging topics of inter-
est within the scientific community*® as well as to establish patterns of collaboration.®”
Additionally, new developments in natural language processing (NLP) are allowing
programmers to generate automatic expertise profiles based on public data such as
publications or online discussion groups.®

Once experts are identified, the next challenge is to encourage participation and foster
collaboration. The payoft can be large, as crowdsourced group efforts have provided
some of the best documented and most successful uses of social media technologies.*
Crowdsourcing efforts such as Wikipedia or the Andromeda Project often use amateur
inputs. But the majority of successful crowdsourcing efforts are the result of expert
interaction.” The online film rental service Netflix offered a prize of $1 million to any-
one who could improve their recommendation algorithm. The winner was an expert
metagroup made up of smaller expert programming groups who decided to pool their
efforts.”

Crowdsourcing is known to provide superior solutions to discrete or spontaneously
produced problems, such as guessing how many marbles are contained in a jar or find-
ing an optimum walking path.”? It is also well suited for sustained problem solving,
and difficult problems seem particularly well suited for an expert group. In a study
of crowdsourced science company Innocentive, Karim Lahkhani and his team found
that expert crowds solved one-third of the challenges presented to them®*—impressive
results, considering the problems had stumped the research laboratories of the world’s
leading scientific companies.

Incentives for expert participation in crowdsourcing or large-scale collaborative efforts
differ from those typically offered to non-experts. Amateur contributions may be mo-
tivated by financial incentives and clear directions,” but expert participation relies on
a subtle combination of factors. Love, glory, competition, the collaborative spirit, and
monetary reward are all motivators for expert communities.”> Online participation be-
haviors have been shown to vary according to the type of community structure,” the
norms and commitments established for the group,”” and psychological and social fac-
tors.”® Researchers have yet to identify the ideal combination of incentives, but agree
that incentive structures must be developed with full reference to the specific challenge
and to the characteristics of the expected contributors and their affiliated communities.
Because experts are engaged, this approach avoids some of the pitfalls of broader soci-
etal mobilization.

Analysis from outside government channels can hold governments accountable for the
compliance conclusions they reach and can cue government inquiry into specific con-
cerns. However, expert contribution to verification can be most effective if it is fully
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integrated into national monitoring efforts, adding value to monitoring and verification
systems and helping use dedicated national resources more effectively and efficiently—
leading to a system that works faster, cheaper, and better (see Figure 7).

Figure 7: A Model for Integrating Societal Verification (SV) in U.S. Treaty Verification
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In this model, two paths connect to help the United States assess treaty compliance. On one path,
the executive branch analyzes available data combined with national technical means and data from
cooperative treaty monitoring (including on-site inspections). In parallel, outside experts, individually
or collaboratively, analyze information and make public assessments about states’ activities. This
expert information would be an additional input to the official verification process and may raise
additional questions or cue further examination by U.S. officials. This valuable contribution by outside
analysts serves as government accountability.

46 Innovating Verification: New Tools & New Actors to Reduce Nuclear Risks



8. Technical Challenges

8. Technical Challenges

ocietal verification faces many of the same technical challenges as

other big data information analytics research—mainly accessing,

storing, and processing information; verification of sources and
dealing with misinformation and deception; and fusing various types of
data. The sheer volume of data generated through new media makes it chal-
lenging to collect, process, and analyze. New media research also faces some
challenges uniquely its own. Ethical issues—related to privacy issues, con-
cerns about unintended consequences of data disclosure, and the integrity
of methods to distill the data—surround the use of social data for societal
verification. This section describes some of the specific technical challenges
inherent to societal verification.

IDENTIFYING THE INTERESTED POPULATION
FOR SOCIETAL MOBILIZATION

Any effort at societal mobilization must first identify the population to be mobilized.
This could be determined based on geographic location, occupation, demograph-
ic information, culture, special interests, or other characteristics. Communities to be
mobilized might include expert communities in the particular area of interest, such
as scientific organizations, or knowledgeable insiders—those who have special access
to information of interest to the mobilizer. Existing interest groups may also be ap-
proached, including individuals ranging from non-expert to expert who believe that
suspicious, illegal, or otherwise questionable activities are taking place and wish to re-
port on them. Examples are environmental watchdog groups monitoring air and water
quality or antinuclear groups attempting to monitor activities at government sites. The
general public may be less inclined, or less technically able, to be mobilized to report
on information of interest. However, some data from the general public may be useful
for societal verification. Public information was effective in law enforcement for years
through the television program Americas Most Wanted.
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In addition to identifying the population for mobilization, there must be a way to make
the public aware of mobilization activities. The DARPA Red Balloon Challenge and
the Tag Challenge (see “Games and Challenges”) had websites advertising their games,
providing instructions, rules, and forums for participants to upload their photos.” In-
dividuals can self-identify if there is a process by which they can do so and benefit from
any incentives.

GAMES AND CHALLENGES

Department of State Tag Challenge

Tag Challenge was a social gaming competition in which participants were invited to find suspects in
a simulated law enforcement search in five different cities throughout North America and Europe on
March 31, 2012. To win, a participant or team had be the first to successfully locate and photograph all
volunteer suspects and submit verifiable photographs to the contest organizers. No team identified all
five “suspects.” The winning team found and photographed three targets in the shortest time.'*

Department of State Innovation In Arms Control

In June 2013, the U.S. Department of State’s Bureau of Arms
Control, Verification and Compliance announced the Innovation
in Arms Control Challenge. The challenge sought creative ideas
from the general public to use commonly available technologies
to support arms control policy efforts. The winners were:

o Allan Childers, an aerospace and defense industry consultant from Florida, who proposed a mobile
application that provides a platform for users to connect and interact, as well as a rewards program
for sharing information on various arms agreement regimes.

» Rudolph “Chip” Mappus, a research scientist at the Georgia Tech Research Institute working on
computational neurology and brain-machine interfaces, who proposed a unique geographically
based online social game for verifying treaty compliance. Experts post detailed tasks online
and citizens complete tasks for rewards using photographic and human report data through
smartphones and other consumer-grade hardware.'”!

+ Lovely Umayam, a graduate student from the Monterey Institute of International Studies at
Middlebury College, who developed Bombshelltoe, an online education platform that examines the
intersection of culture and nuclear issues to facilitate better public understanding of basic nuclear
and arms control-related issues.
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DEFINING MOTIVATIONS FOR SOCIETAL
MOBILIZATION

Societal mobilization requires some form of sustained motivation to encourage par-
ticipants to spend their time collecting and providing data. Some individuals might
participate out of their own goodwill, or because they want to play a part in prevent-
ing international proliferation of weapons of mass destruction. There may be stark dif-
ferences, however, in engaging the public where there is general consensus about the
public benefit (e.g., protecting the environment, stopping crime) and where opinions
differ regarding the value of the activity to be monitored (cooperation with former
adversaries, reduction in nuclear weapons). As arms control and non-proliferation are
less well understood than other policy areas, the pool of available participants may be
smaller and the educational process more difficult. One part of defining participants’
motivations is communicating the objectives of the efforts.

In the Red Balloon Challenge and the Tag Challenge, participants were motivated by
cash prizes for correctly and completely addressing a question for which there was a
known answer. In non-proliferation, the solution is unlikely to be known. Cash prizes
might be used as they are for criminal cases and may lead to such an overflow of infor-
mation that researchers cannot process it all. On the other hand, information leading
to the capture of Osama bin Laden could have earned an informant $50 million, but
no one came forward for more than 10 years. The individual or group with the greatest
access to important data may be the least interested in sharing it.

FINDING MEANING IN THE NOISE

The majority of data collected through societal observation will not be relevant to
non-proliferation verification. Even when looking at keywords from defined signatures
or information surrounding a specific event through a focused search, social media is
an inherently noisy source of data. In social data monitoring for societal verification,
it may be useful to look for co-occurring spikes or anomalies, either within one social
platform, or across several. Sometimes there might not be anything there, as a theme or
time spike might be coincidental or require disambiguation. Such validation may lose
the lone voice that has a piece of uniquely relevant information, but this risk can be
reduced by posing the right query.

The relevance of social data from mobilized social media communities depends on
what data the community is asked to collect, how well it can be trusted, and what the
question of interest is. A mobilized social media group might be asked to take Geiger
counters or other radiation detectors with them everywhere they go for one week and
submit digital results with global positioning system (GPS) tags. That data, provided the
group has access to detectors, should be relatively easy and straightforward to collect—
and, unless someone hacks or otherwise interferes with the GPS data, it may be fairly
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accurate and useful. It will be much more difficult to ask a mobilized social media
group to identify every missile present during a national military holiday, as identifi-
cation requires the group to recognize specific missile types and the differences among
them. A site requesting photos of those missiles paired with locations of sightings may
be more successful.

Societal mobilization methods are likely to be completed in case study formats, specif-
ic to the population being mobilized and the purpose of mobilization. The analytical
methods for societal mobilization are less defined than those for observation. Analysts
working with societal mobilization will be responsible for processing and analyzing
datasets, but they will likely be smaller, more focused datasets than those found in so-
cietal observation.

MANAGING DATA VOLUME

While improvements in high-performance computing technologies, including those in
hardware and architectures such as cloud computing, have greatly increased our ability
to process data, the average analyst does not have access to the computational resources
required to process and analyze the massive amounts of social data available. With hun-
dreds of millions of tweets per day and 3,000 pictures uploaded to Flickr every minute,
analysis is cumbersome. Filtering can overlook important information, yet the volumes
of data make it prohibitive to go back in time for more comprehensive searches. The
current state-of-the-art analytic systems can only make use of around a million tweets
in a usable format for sensing applications and only around 200,000 tweets for deeper
analytic applications.

Data volumes are an important issue for social media research because the analytical
tools are hosted on the Internet, which limits the analytics” scalability. Building an en-
terprise solution is ideal, but given the amounts of data, the approach is very cost pro-
hibitive. For now, web applications are the state of the art.

FUSION OF MULTIPLE PLATFORMS

Despite the wide availability of social data, little has been done in fusing multiple data
types. Current social media analytic solutions can analyze microblogs, social network-
ing information, and photo data, but they are rarely incorporated into a single analytic
environment. Currently, only a small portion of social data is geotagged. With geo-
tagging, social data could be analyzed within a geographic context. Some text, while
not geotagged, refers to geographic location within content. Some vendors can attempt
to geo-bound social data through an Internet protocol (IP) address. Limiting one’s data
collection to only social data with geotags would constrain results. When social data are
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independent from geographic information, it may be difficult to determine whether the
social data are coming from the community of interest.

DATA OPENNESS

Although data availability is improving, much of the most useful data are in restrictive
formats or simply not publicly accessible. The U.S. government is attempting to address
this issue with efforts such as the Digital Government Strategy,'*> but progress has been
slow. Standardized application programming interfaces to access public domain in-
formation held by governments and international organizations are still needed. Until
then, public domain data, such as trade statistics or radiological source registries, will
not be able to provide the same insights that big-data analytical techniques currently in
use in the private sector offer.

TOOLS TO ANALYZE DATASETS BEYOND
TWITTER

Most open and available state-of-the-art social data analytical tools are Twitter-centric.
Facebook data is starting to be analyzed as well, but these analyses need to be much
more platform agnostic. The volume and format of data generated by Twitter users
lends itself to use by developers of technical tools. Most analytical tools for social media
data beyond Twitter and Facebook are still in pilot deployment phases. As a generally
English speaking-centric platform, Twitter’s breadth for societal verification is limited,
except when users are specifically targeting messages to the United States. As such, an-
alytic tools that go beyond Twitter’s dataset are needed to process potentially relevant
information.

CHALLENGES WITH LANGUAGE

Disambiguation

Disambiguation refers to determining the difference in meaning between two words
that are the same or essentially the same. In the social media context, this becomes rele-
vant when social data are searched by keyword or used in an analytical tool to determine
themes. Presence of a keyword with the wrong meaning can lead to incorrect results.

If an analyst looking for information regarding U.S. missiles employs the word “minute-
man’—the name of a type of missile—some search results will lead to Revolutionary War
history and reenactments. It is useful to know the various ways in which search terms
can be used before purchasing data. Analytical tools can also help filter out unwanted
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uses of search terms by identifying themes within a keyword search that are not relevant
to non-proliferation or arms control (such as Revolutionary War reenactments).

Foreign Languages

While one can search in and filter foreign languages, the majority of language processing
capabilities are specific to English. The usefulness of social media as a resource is limit-
ed until major progress can be made in this domain. Just as social media analytics need
to diversify to platforms beyond Twitter, non-English-language social media data are
likely to be crucial for societal verification through social data monitoring. Enhanced
translation capabilities are needed that will not only recognize words or sentences, but
pick up on language nuances, such as idioms and sarcasm. Some work is being con-
ducted in non-English-language social media. That research needs to continue to grow
until capabilities are sufficient for languages in all areas of potential societal verification
interest. This capability will prove important, as the growth of non-English-speaking
users online has been dramatic and is projected to rise quickly (see Figure 8). In 2006,
more than 80 percent of Internet content was in English; by 2016, more than 80 percent
will be in a language other than English.’”® One wrinkle in the non-English-language

Figure 8: Language Growth on the Internet, 2000-2011
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As non-English Internet traffic grows, developing tools to collect and analyze data in other languages
will be even more important.
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challenge is that posed by slang or usage that is particular to niche communities or
specific platforms.

Illiteracy

Illiteracy has been identified as an access issue for social media, as illiterate populations
are much less likely to contribute to social media than their literate neighbors, friends,
or fellow citizens. However, new innovative techniques incorporate illiterate popula-
tions into social media communities. Researchers in Pakistan are working with a voice
game that helps illiterate people understand a voice messaging system to scroll through
job listings.' In a different study, Sugatra Mitra installed computer terminals in rural
India with content related to biotechnology of DNA replication in English. Children
who were not English speakers and who had not previously been exposed to computers
could interact with the information and learn about the topic.'®®

Illiteracy, however, is not such a hindrance to analyzing society-produced information,
as smartphones with video and photography capability are rapidly spreading even in
regions widely considered to be technologically lacking. Nigeria reports 73 percent of
its population owning mobile phones, with the ability to use social networking plat-
forms cited as a likely driver.! The challenge that non-text content produces is the
ability to create semantic meaning out of pictures and video, usually requiring even
greater processing power and algorithmic sophistication (i.e., image processing, image
recognition).

EVASION AND COUNTERMEASURES

Regarding satellite imagery, just as telegraphy led to the use of codes and the devel-
opment of code breaking, the ubiquity of satellite imagery has increased camouflage
concealment and deception efforts against overhead detection, identification, and as-
sessment. In 2006, a Chinese military journal article asserted that Google Earth “has
broken the monopoly position of traditional line-drawn maps and ushered in a new era
of electronic maps [but] has also brought a certain amount of hidden security-related
dangers that pose threats to every country and region.” The author recommended the
adoption of “various methods and measures and do all we can to get around the prob-
lems brought about by Google Earth and minimize the impact it has on national se-
curity;” and stressed “the importance of anti-reconnaissance against satellites, properly
camouflaging and protecting important secret facilities, and understanding a satellite’s
shooting intervals, which could be used for conducting major military activities”'"”
India and Norway have also reportedly implemented such evasions and countermea-
sures by developing ways of “hiding defense installations from satellites, and would find
other ways such as concealing buildings underground and in mountain installations.”'*®
Such efforts are not surprising, as they have been extensively employed since the dawn

of aerial reconnaissance and are rarely successful.'”
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ocietal verification shares some policy challenges with other verifica-

tion and monitoring approaches but also has some unique concerns.

Issues of privacy, data confidentiality, and legal oversight must be
managed. Societal norms influence whether and how societal verification
can be used in different countries. These issues are constantly evolving and
pertinent standards and policies may not be created or accepted in the near
future.

Societal verification limitations and concerns vary depending on the type of societal
verification. Majority legal opinion in the United States currently holds that once data
are posted to a social media site, they are public information. This opinion is not uni-
versal and the standard is changing. Public opinion, however, is confused about the
nature of the protection of a person’s online information. Many people using social me-
dia know that the information they are presenting is public and may be viewed, copied,
used, analyzed, or recorded by others. But not all information that ends up on social
media has been made public intentionally. Even if information is considered public, a
number of legal and ethical challenges remain regarding the use of social data. Because
social media analytics is a relatively new field, researchers point out that its progress is
outpacing the consideration of ethical issues."” The business and marketing commu-
nities have conducted the largest studies on the ethics of social media research, as they
tend to be the largest users of the data source. Journalists have also had to grapple with
these issues.'"!

Most of the ethical issues surrounding the use of social data for societal verification
reflect general concerns broadly applicable to the use of social data for any purpose.
They largely center on privacy issues, but there are also concerns about the unintend-
ed consequences of data disclosure and the integrity and impartiality of the methods
used to cull the raw data stream and establish data veracity. Many of these issues have
been gathered from marketing research—the primary users of social media analytics—
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and applied to arms control and non-proliferation problems. According to the Euro-
pean Society for Opinion and Marketing Research (ESOMAR), which has published
guidelines on use of social media for market, social, and opinion research,'? online
research, including social media, should follow the same governance as informa-
tion from face-to-face, mail, or telephone research. The Council of American Survey
Research Organizations also provides social media research guidelines.'” Although
both sets of guidelines are targeted for market and opinion research, principles regard-
ing privacy, doing no harm, and protection of the industry are equally valid consid-
erations for social data research. Governance of Internet platforms and regulations
regarding data are, fundamentally, nationally based. There is currently no consistent
international rulemaking that applies globally.

Resolving legal issues will ultimately depend upon the country or countries in which
the collection, storage, and analysis are being done; the platform from which the in-
formation was collected; and potentially, the host country of that platform. Privacy
concerns in Europe differ from those in the United States. Furthermore, the provenance
of the data collected may determine the legality of a collection: The U.S. intelligence
community is generally prohibited from collecting within the United States or against
U.S. persons. However, some cross-cutting concerns will be relevant across countries
and platforms. The following sections offer an overview of the legal and ethical issues
to consider for societal observation and mobilization research.

DATA COLLECTION AND USE

The collection and use of social data is laid out by each social media platform’s terms of
service (TOS) or terms of use (TOU). These can vary by platform and country. Many
TOS have intellectual property rights clauses that explicitly forbid the unauthorized
copying of material. Many go further to bar all forms of social media data collection.
Subject to fair-use exceptions in certain countries, such TOS could prevent researchers
from copying material to their computers for further analysis and forbid any sale of that
information to clients without permission. Some TOS also dictate the capacity under
which individuals can collect information from the site. Some social media platforms
have rules against misrepresenting one’s own identity for the purposes of data collec-
tion. In addition, there are legal issues regarding who can use the data and how. Differ-
ent laws or rules may apply to different organizations.'*

If data from social media are to be used in the context of a formal cooperative verifica-
tion regime, it is reasonable to expect that all terms of service and use will need to be
met. Furthermore, its collection will likely have to be legally and contractually autho-
rized, not only in the country where it was collected, but also before an international
body or court.
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COLLECTION CONCERNS SPECIFIC TO
MOBILIZATION

Some countries may welcome the opportunity to challenge their own citizens to help
demonstrate compliance with an arms control treaty. Others may not. Some countries
may view encouraging private citizens to participate in arms control or non-prolifer-
ation verification activities as espionage, even if embedded into a formally recognized
and mutually beneficial cooperative transparency regime. Participation in schemes
where individuals report on their own country, or a country they are visiting, could put
individuals at risk of jail or other persecution. An analyst mobilizing a population to
collect data that will be used for arms control or non-proliferation compliance verifi-
cation, especially through deceptive or clandestine means, could be viewed as enabling
entrapment, or espionage. (For one specific case study, see “Using Social Media in Chi-
na for Societal Verification”

Even in the United States, prevailing practices may contribute to such perceptions. The
tasking of information collection on foreign activities has generally been treated as an
intelligence community equity. However, an intelligence community lead in contacting
or encouraging foreign citizens to participate in verification activities might well re-
inforce the perception in some quarters that participation in societal verification con-
stitutes espionage. Complicating matters further, intelligence community authorities
prohibit collection on U.S. persons, but in the interconnected world of social media,
ubiquitous sensing, and other modern forms of societal verification, it might prove ex-
traordinarily difficult to disentangle information generated by U.S. persons and entities
from that generated by foreign persons and entities. This will probably necessitate the
creation of an entirely new national and international institutional framework—that
may include but should not be led by the intelligence community—to task, manage,
oversee, and regulate those aspects of societal mobilization that some countries may
potentially treat as espionage. A great deal of care and expertise would need to be in-
vested in creating such an institutional infrastructure to ensure transparency and inter-
national legitimacy.'"®

DISCLOSURE OF INFORMATION

Depending on the information being collected or analyzed, disclosure of information
could put individuals or groups at risk for their personal safety or cause serious oper-
ational security concerns for facilities. Two examples of information disclosure have
been widely publicized. The first was the development of Facebook’s Beacon software,
which connected users’ online consumer activities with participating websites—such as
making a purchase, signing up for a service, or adding an item to a wish list—to their
Facebook account to notify their friends of the activity."'* When the Beacon software
broadcast information about users’ video rentals to their Facebook friends, concerns
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USING SOCIAL MEDIA IN CHINA FOR SOCIETAL VERIFICATION |

China is a complex case for the application of societal verification. Its political leadership has asserted
that the best way to build confidence and trust between states is to start from the top political level. From
the Chinese cultural perspective, only after political trust at this level is built is it possible to cooperate
at lower operational levels. The implication is that Chinese political leaders are usually skeptical about
the efficacy of efforts that seek to build trust from the bottom. Therefore, the idea of societal verification
may be challenging to general Chinese approaches.

Second, as most China observers have pointed out, China’s decisionmakers pay close attention to do-
mestic stability. Any effort—particularly those by outside players trying to mobilize the general public
and possibly encouraging people to turn against their government—is a serious concern, as the Chinese
domestic political landscape is becoming increasingly divided. Pro-democracy groups frequently chal-
lenge the legitimacy of the government and the Communist Party. In numerous cases, dissidents and
opposition groups fabricated or exaggerated scandals to undermine the government’s reputation and to
instigate public unrest. The effect of such activities is significantly amplified through the use of social
media and other information sharing technologies. Against this background, it is unlikely that Chinese
decisionmakers would welcome the use of new media to mobilize their citizens to help verify their arms
control obligations.

Nevertheless, societal verification could still be useful in China. There have already been both positive
and negative examples in which social media was used to help study China’s practices regarding nuclear
arms control and non-proliferation. The study that concluded China may have as many as 3,000 nuclear
weapons reveals the danger of studying Chinese social media without having someone with the analyt-
ical skills and cultural knowledge to cross-check the analysis.""” There are also successful cases in which
new and reliable information about China’s ballistic missile vehicles was revealed by studying Chinese
social media postings.

Efforts to apply societal verification in China need to pay special attention to the need to develop com-
putational technologies and analytical methods that can pick up important signals from an extremely
high level of background noise and verify their validity. As China has more than 500 million people
online, the quantity of data produced is enormous. The technology must be able to handle not only this
huge amount of data, but also to analyze the data in the context of local language, culture, and other
complex social conditions.

Expert communities in China are less developed and connected than those in some other countries.
Mobilizing the Chinese public may be unrealistic and may actually undermine the bilateral state-to-
state relationship by creating suspicions between the governments. However, many Chinese experts may
be willing to be engaged and get involved. Chinese experts have shown interest in participating in glob-
al policy debates regarding important nuclear arms control and non-proliferation issues, particularly
when they are related to China. They can cross-check and analyze data collected by societal verification
methods, helping to minimize cultural or linguistic misunderstandings.
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arose that this might inadvertently disclose a user’s sexual preferences or other informa-
tion the user was not intentionally disclosing to his or her social media connections.'"®

The other common example is the retailer Target’s use of predictive analytics to forecast
which customers were pregnant. New parents, according to the statistician behind the
analytics, “are a retailer’s holy grail”''® because they tend to shop for convenience, buy-
ing not only diapers at Target, but also groceries or cleaning supplies. Target analyzed
purchasing patterns of customers and directed specific marketing toward individuals
who were likely pregnant, intending to gain customer loyalty before the birth of the
child. An outraged father whose daughter was receiving ads from Target for baby prod-
ucts later found out that his daughter was indeed pregnant.'*

The potential ethical issues surrounding inappropriate disclosure of information are
not always obvious. This may be compounded when handling big data sets such as
those found in social data research, in which “the potential damage of multiple individ-
ually benign pieces of information being combined to infer, or a big dataset being an-
alyzed to reveal, sensitive information (or information which may later be considered
sensitive) is much harder to foresee”'?!

PRIVACY AND PERSONAL DATA

The dynamics related to adopting transformative information and communication
technologies are discussed above. Parallel to the ebb and flow of these technologies,
privacy concerns have waxed and waned, as has the associated governance framework
to address those concerns. This process has been a function of place and time. Google
Street View has touched a raw nerve and is prohibited or severely restricted in parts
of Europe, such as Germany and Switzerland, while it has been widely accepted in the
United States. Police surveillance cameras are controversial in parts of the United States,
but have been largely accepted in parts of Britain. Expectations of privacy in phone
conversations in the United States have changed: As party lines and human operators
vanished, there was an increasing expectation that both the content and metadata as-
sociated with phone conversations would be private. In some ways, the second half of
the 20th century in Western Europe and North America was a golden age of privacy
and anonymity, as people moved from small towns and villages, where everyone knew
everyone else, to the relative anonymity of urban life, and automation reduced direct
human involvement in communications and record keeping. The recent trend toward
globalization and interconnectedness, however, is edging life back toward a more in-
trusive norm. It would be very timely to conduct extensive research to understand past
ebbs and flows of privacy concerns and, very significantly, the legal and institutional
framework created to address evolving norms (see Appendix).

New-media research must comply with national and international data privacy legisla-
tion and relevant requirements for notice, consent, accuracy, security, and access when
personally identifiable data are collected and stored.'”* Simply assuming mirror com-
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pliance with U.S. law—when applied to the data privacy rules of another country—can
lead to problems. These issues touch on areas of access rights, proprietary information,
and the respective roles of private corporations and governments. The Privacy Act of
1974 as amended governs the collection, maintenance, use, and disclosure of U.S. per-
sons personal information—such as name, address, education, or affiliations—by U.S.
government agencies and their contractors. Rules governing the application of Privacy
Act mandates to social media vary among U.S. agencies, depending on the authorities
involved'” and to some extent also on different interpretations of the rules by legal
counsel in various departments and agencies.

There are also legal issues specific to the international transfer of personal data. The
European Union prohibits the transfer of personal data to non-European Union coun-
tries that do not meet its standard for privacy protection. The U.S. Department of
Commerce, in consultation with the European Commission, developed a safe
harbor program that provides a framework for U.S. companies to satisfy this
requirement.'** A reciprocal concern is whether the country to which the data
is transferred from the United States offers a level of protection in accordance New-media research

with U.S. law. must comply

with national and

Online services make it possible in many cases to identify a poster from his or
her username or comments and to link that individual or entity to many other international data
aspects of personally identifiable data, including an address, phone number, privacy legislation and
likely income, and demographic data. Given this, data cannot always be made
completely anonymous by removing the username or the linked uniform re-
source locator (URL) from the comment. Therefore, if researchers wish to )
quote publicly made comments in reports or to pass these on to people not accuracy, security, and
bound by the International Chamber of Commerce/European Society for access when personally
Opinion and Market Research (ICC/ESOMAR) Code—or a contract linked identifiable data are

to it—they must first check whether the user’s identity can be easily discovered
using online search services. According to the ICC/ESOMAR Code, research-
ers must make reasonable efforts to either seek permission from an easily
identified user before quoting them, or mask the comment to such an extent
that the identity of the user cannot be obtained.

relevant requirements
for notice, consent,

collected and stored.

In considering privacy concerns, it is important to keep in mind that even the use of
supposedly anonymous data may prove to be problematic. The New Yorker magazine
has unveiled an anonymous inbox to allow whistleblowers to safely submit informa-
tion.'” Others maintain that it will prove to be exceedingly difficult to truly make posts
anonymous.'?
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A CAUTIONARY TALE: DARPA’S INNOVATION AWARENESS OFFICE AND
THE POLICY ANALYSIS MARKET

Government initiatives that do not adequately and transparently address the public’s privacy concerns
can trigger a serious backlash and create or add to a perception of excessive government surveillance.

One cautionary tale from the past comes from DARPA’s Innovation Awareness Office (IAO) of the early
2000s."” The office supported a project called Total Information Awareness to apply surveillance and
data mining techniques to detect and track security threats posed by terrorists and terror groups. The
project created large databases containing personal information and then mined the data to look for
signatures associated with suspicious activities. When the program became public, a furor erupted and
Congress closed down the office. Another controversial IAO project was a futures market to predict po-
litical instability and other potential threats. The program may have had some value as an early attempt
to explore the utility of crowdsourcing to answer security questions, but the terrible optics associated
with the program became a problem. It was perceived to be an attempt to solicit bets on future terrorist
attacks and was consequently found to be in extremely bad taste. The public’s expectations of privacy
and decorum need to be understood in designing public programs even if they intend to serve import-
ant policy goals.

PERCEPTION PRINCIPLE

The perception principle in social media analytics is a sanity check, because pure mo-
tives combined with the best of intentions do not necessarily result in ethical or moral
research. To ensure compliance with the perception principle, one might ask, hypothet-
ically, how the American Civil Liberties Union or The Washington Post would run with
a story about a verification project, and how readers might respond.

TRUSTING THE DATA

In the process of data vetting and authentication, there is reason for optimism that de-
ception and manipulation of social data are readily detectible, unless they are extremely
sophisticated. A tradecraft has already developed in the open and classified sectors for
dealing with bias when assessing information. Further tradecraft is developing in vet-
ting crowdsourced data collection to defeat attempts at deception and manipulation.
Wikipedia uses trusted editors to provide quality control and prevent the hijacking of
entries. The Amazon Turk crowdsourcing service includes a feedback loop, so that the
inputs from elite solvers (based on past performance) cost extra. Moderator interven-
tion is an important ingredient in the use of public data, and the moderators have a
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favored status.* The associated legal and ethical issues center on the need for checks and
balances to maintain the integrity and credibility of the privileged and trusted moder-
ator community, while leaving it with enough discretionary power to be effective. In
societal verification, the state edits the data; thus governments should study lessons
learned from the private sector in how to vet editors of online data amalgamations,
including unintentional presentation of misinformation.

HUMAN SUBJECTS

Generally speaking, observational or analytical research using social media data ob-
tained from publicly available sources—meaning that the sources are available on the
open Internet and do not require passwords to access—is not considered human sub-
jects research, as long as analysts are not interacting (i.e., communicating) or interven-
ing with the social media users and are not deliberately accessing identifiable private
information (as may be the case in mobilization activities). However, there is a risk of
crossing legal or ethical lines if it is possible, through the technical design of the project,
to access identifiable private information in some manner. This encroachment might
include building an unintentional mosaic of a person or gathering metadata of some

type.

PROTECTION OF THE REPUTATION OF
INDUSTRY

ESOMAR has identified “protection of the reputation of industry” as another import-
ant consideration for restricting social media research.'”® ESOMAR uses the term to
refer to the marketing and opinion research industry. The same could be applied to the
non-proliferation community. Along with the public perception principle described
above, any research on social media analytics for the non-proliferation and arms con-
trol verification community should maintain the scientific and professional integrity of
the organizations involved.

* For example, these moderators are frequently empowered as gatekeepers to ban users, restrict access to
an activity, or enforce rules regarding the sourcing of submitted material. For a recent example of a con-
troversial actions by Wikipedia editors aggressively acting as gatekeepers, see A. Sullivan, “Wikipedia’s
Blog Problem,” The Dish, May 16, 2013, accessed April 1, 2014, dish.andrewsullivan.com/2013/05/16/
wikipedias-blog-problem/.
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EFFECT ON CONFIDENCE SPECIFIC TO
MOBILIZATION

Mobilization could make societal verification into a formal compliance tool, possibly
undermining voluntary confidence-building measures. This possiblity raises questions
about what the move toward verifying or checking a declaration, rather than showing
others for the purpose of bona fides, means for arms control and non-proliferation, as
well as what the normative implications of mobilization are for a world without nuclear
weapons.

With the power afforded by new technologies come many potential downsides and lia-
bilities, including the use of these tools for counterproductive purposes by governments
or other opposition parties and the risk to information providers. These considerations
should be weighed when considering any societal verification program. A subtle, but
potentially significant obstacle to using social media platforms for societal
verification is that the tools themselves do not really create motivation, but
often just augment the perceived size and power of the movement. Online
With the power participation creates the impression that an individual is involved, without
afforded by new  requiring any real action on his part, commonly referred to as “slacktivism.”

technologies come Using social media platforms to mobilize people or requiring that their par-

many potential ticipation be enabled through these types of technology risks reducing polit-

downsides and ical responsibility. By merely signing up, people may feel politically involved
liabilities. These without doing anything.’?” The use of social media may reduce mobilization;
further, repressive governments may also use technological tools to suppress
dissent, insert misinformation, and collect information intelligence for nefar-
ious purposes.'*

considerations should
be weighed when
considering any societal
Other concerns about societal verification include the risk of false positives,
weak motivation to put oneself at risk, and lack of information control. Re-
lying on crowd intelligence for attribution or identification will likely lead to
many more false positives, as demonstrated in the Boston Marathon bombing,
when citizen reporters incorrectly identified several suspects.”” These missteps may
have severe consequences, given the propensity for vigilante justice. The weak ties that
form the basis of social media also may not provide the necessary bonds that people
require to put themselves at risk, such as providing information that may cause negative
government scrutiny.’”> Providing information to online sources forces individuals to
relinquish control of that information, where they no longer determine its dissemina-
tion and content, regardless of the claims of the communication platform.

verification program.
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TREASON AND ESPIONAGE

Verification would be enhanced if citizens of each state party to a treaty recognized an
obligation to report sensitive national security matters that challenge their own nation’s
compliance to treaty partners or international organizations. However, most countries
currently would consider such reporting to be espionage or treason. The U.S. Depart-
ment of Defense defines espionage as “the act of obtaining, delivering, transmitting,
communicating, or receiving information about the national defense with an intent, or
reason to believe, that the information may be used to the injury of the United States or
to the advantage of any foreign nation”'** Espionage is a violation of 18 United States
Code, Sections 792-798 and Article 106 of the Uniform Code of Military Justice.18
USC Sec. 793 reads, in part:

(d) Whoever, lawfully having possession of, access to, control over, or be-
ing entrusted with any document ... or information relating to the national
defense which information the possessor has reason to believe could be
used to the injury of the United States or to the advantage of any foreign
nation, willfully communicates, delivers, transmits, or causes to be com-
municated ... the same to any person not entitled to receive it ... shall be
fined under this title or imprisoned not more than ten years, or both.

Information related to the possible violation of provisions in an arms control or dis-
armament treaty or agreement would necessarily relate to national defense. Reporting
such information to another country or an international body could be expected to
injure the target country or its reputation. Citizen reporting flies in the face of existing
norms of behavior in the United States and in most modern nation-states.

The U.S. standard for treason is relatively constrained. According to Section 3 of Ar-
ticle ITI of the U.S. Constitution, “Treason against the United States, shall consist only
in levying War against them, or in adhering to their Enemies, giving them Aid and
Comfort. No Person shall be convicted of Treason unless on the Testimony of two Wit-
nesses to the same overt Act, or on Confession in open Court.” Other countries are less
restrictive in their definition of treason. Under Russia’s treason law, enacted in Novem-
ber 2012, the definition of treason includes “providing financial, technical, advisory or
other assistance to a foreign state or international organization ... directed at harming
Russia’s security.” In reporting the new law, Rossiyskaya Gazeta stated in a commen-
tary on its website, “citizens recruited by international organisations acting against the
country’s interests will also be considered traitors.”**

According to Chinese law, state secrets are defined as “matters that have a vital bearing
on state security and national interests and, as specified by legal procedure, are entrust-
ed to a limited number of people for a given period of time”'** State secrets include
secrets concerning major policy decisions on state affairs; secrets in the building of
national defense and in the activities of the armed forces; secrets in diplomatic activ-
ities and in activities related to foreign countries, as well as secrets to be maintained
as commitments to foreign countries; secrets in national economic and social devel-

Redefining Societal Verification 63



9. Policy Challenges

opment; secrets concerning science and technology; secrets concerning activities for
safeguarding state security and the investigation of criminal offences; and other matters
that are classified as state secrets by the state secret-guarding department. With regard
to the general public, China’s criminal law has a chapter on “crimes of endangering
the state security” which generally refer to “activities deliberately taken to undermine
the national interests, security, or survival of the People’s Republic of China”"* Article
110 of China’s criminal law defines an act of espionage as, first, joining an espionage
organization or accepting a mission assigned by the organization or its agent, or sec-
ond, directing the enemy to any bombing or shelling target. These legal definitions of
treason and espionage are very broad and general. The lack of specifics implies that
judgment on an act of treason or espionage is very much up to interpretation by those
in the judicial system.

Article VII of the Chemical Weapons Convention (CWC) requires each state party to
enact penal legislation to prohibit its citizens from undertaking activities prohibited
to a state party. Similarly, international agreements could require states parties to pass
laws legalizing, protecting, and incentivizing citizen reporting. However, as with exist-
ing whistleblower laws, many potential participants will remain skeptical of such pro-
tections. Citizens who report on their own country can be expected to encounter strong
negative reactions from their government and fellow citizens. Providing asylum or an
international witness protection program for citizen reporters and their families would
likely be needed, but extremely difficult to implement. The very need for such programs
points to the existing strong disincentive for citizen participation.

Overcoming existing beliefs regarding loyalty and treason, which are ingrained in a
significant portion of almost every country’s citizenry, presents a strong impediment
to constructing an effective societal verification regime. In less democratic countries,
where individual rights may not be highly respected, fear of reprisal rather than a
heightened sense of loyalty may be the greatest impediment to establishing societal
verification. The issue of privacy as an ethical question pales in comparison to fears of
reprisals or law enforcement that may result when anonymity is not possible. Methods
of dealing with issues raised by providing anonymity should be explored.

PROTECTIONS FOR PARTICIPANTS

Institutional frameworks need to include legal protections for those that participate in
traditional and new forms of societal verification. Extending such protections on an
international scale poses substantial challenges. A treaty or convention might define
an individual’s responsibility to report on violations and the legal protections afforded
those who engage in such reporting. Such provisions would then need to be implement-
ed nationally by treaty signatories. The idea of a treaty requiring countries to pass and
enforce enabling legislation governing the behavior of its own nationals is not without
precedent. The CWC requires signatories to pass laws forbidding private entities from
manufacturing and possessing chemical weapons. However, the whistleblower protec-
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tion laws that backers of the model Nuclear Weapons Convention envision would need
to explicitly exclude protections for those that disclose classified information. Govern-
ments have a legitimate interest in keeping some secrets when dealing with national
security or military issues, and an attempt to modify the international order in a way
that undercuts that interest will fail. Viable societal verification models will have to be
consistent with existing rules and procedures regarding individuals that possess or have
possessed security clearances related to the release of classified material.

There would be practical challenges associated with implementing exclusions for clear-
ance holders. One problem can come from the unintended consequences of codifying
such exclusions. In the United States, think tanks and non-governmental organizations
(NGOs) are frequently staffed by knowledgeable people, many of whom hold or once
held U.S. security clearances, and any new societal verification paradigm should do no
harm to these existing activities. A carelessly designed exclusion of current and former
security clearance holders from the business of societal verification might have an un-
intended chilling effect on the participation of think tanks and other NGOs. A second
challenge involves the question of who does or does not hold a security clearance. These
are clearly defined categories in the United States and most Western countries, but that
is not universally the case. For an exclusion of people with security clearances to work,
the concept of security clearances would need to be internationally codified and stan-
dardized, a difficult endeavor with an uncertain outcome.

PUBLIC AND PRIVATE OWNERSHIP OF DATA
AND ACCESS

The rise of social media platforms has led to concern over privacy and how corpora-
tions can and should use the data consumers provide. Despite the impression given by
recent European court cases and op-ed pages'?’ the privacy policies of the major social
media companies are unequivocal. On its support page, Google states, “to put it simply,
Google does not own your data”"*® Facebook is a bit more nuanced, stating that “while
you are allowing us to use the information we receive about you, you always own all
of your information” The company also claims it makes data it shares with companies
outside of Facebook anonymous.'* Twitter’s working assumption is that it is a public
platform and “most of the information you provide us is information you are asking
us to make public” Accordingly, Twitter says that public information is “immediately
delivered via [Simple Message Service] and our [Application Programming Interfaces]
to a wide range of users and services”'*’

It seems clear from the privacy statements that individual users own their data. It ought
to be equally clear that individual data are not worth much. The business models of all
social media corporations rely on the ability to repackage the individual data, perhaps
augmented by some degree of analysis, and resell it to third parties, which is likely to
be the case regardless of the corporation or the country in which it is based.'" In this
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context, the value of a corporation does not lie in its ownership of data, but in its role as
data gatekeeper. As any attempt to combine social media and societal verification relies
on unfettered access to data, the crucial role of the gatekeeper is obvious.

In August 2012, Twitter ushered in a series of changes to its application programming
interfaces (APIs), the rulebook that defines how third-party software developers can
access Twitter’s store of user posts (tweets) and personal information. Most developers
took the changes in stride, and the changes generated little attention outside the pro-
gramming world. But some developers saw the situation differently. One summed up
the power of the gatekeeper this way:

They have a big kill switch—anyone at Twitter can kill me in a second, they
can turn off any of my applications any time they want. They can kill all
my apps and shut off all my paying clients, and they’ve done that. We're all
terrified of them—we won’t say a word.'*?

Researchers and non-profit users have also been disappointed in the change. In a dis-
cussion forum, a lead member of the development team for a free analysis package
popular with academic researchers said the changes render his product “useless for all
but the smallest networks.”'**

Search giant Google is equally powerful, as its decision to cancel several services
demonstrates."** In addition to closing down its popular Google Reader service, the
company is also discontinuing programming support for its shopping search tool. This
has a major effect on providers of product information and the retailers who depend
on them.'” There are no free alternative providers of data, and small retailers will now
be at a competitive disadvantage to larger companies that can afford to invest in private
price intelligence services.

In short, there is no such thing as public data with respect to social media, only publicly
available data. Social media companies make the data available at their discretion and
are free to change the terms of the arrangement whenever and however they see fit.
This control may be for commercial motive or to conform with the laws and practices
of a country where the provider operates.'* The benefits of publicly available data are
numerous, but the limitations of ownership and access will remain a factor as long as
private gatekeepers control distribution. Therefore, platforms or programs built to uti-
lize this type of data, such as societal verification, should be cognizant that reliance on
third-party data is tenuous at best.
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PROTECTING ANONYMITY

To overcome the inherent risk to information providers, methods of keeping citizen
reporters anonymous should be carefully explored. The problem is complicated by the
degree to which data supplied can be directly attributable to an individual. It may be
difficult to obscure sensor data tied to geographic coordinates originating from indi-
viduals’ cell phones while retaining the facility to conduct meaningful data
interpretation and authentication for data integrity. To ensure safety for ver-
ification reporting, new approaches to assuring anonymity may be required,

such as information clearinghouses, wherein a neutral moderator performs There is no such thing
data cleansing for any personally identifiable information. These approaches, as public data with
much like any software, should be extremely well vetted. respect to social media,
Platforms that provide instrumented anonymity must be carefully chosen, only publicly available
however. The program Haystack was created as a tool to circumvent censor- data. Social media

ship in Iran during the 2009 election protests.'"”” Although praised by the U.S.
government and granted an export license, the program still allowed user
identification.'*® Other programs hide a user’s identity, but governments that
closely monitor the Internet can detect that these programs are being run and
then work to disable the communication.

companies make the
data available at their
discretion.

With the global increase of social media and the spread of new ideas and
information, a so-called conservative dilemma has emerged, as a gap grows between
government reports and that of the general populace. Overt censorship or outright
shutdowns of the Internet, however, put the government at risk of alienating pro-
government parties or harming the economy. One commentator contends that, rath-
er than trying to “weaponize social media,” the United States should concentrate on
promoting free speech on a global scale. This effort would allow movements to begin
organically, though at the potentially very high cost of time.'*

Despite the challenges, the potential use of social media for societal verification should
not be dismissed. Whether or not governments design approaches for using socially de-
rived data, the information provides opportunities for others to access and take advan-
tage of this valuable and sensitive information source. Advocacy groups have reported
much success in using these tools to promote civic engagement and collective action,'*
including increased exposure, speed and ease of communication, promotion of organi-
zational growth, lowered cost, and ability to reach new populations.
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orking Group participants identified areas of critical need to

advance the concept of societal verification for nuclear threat

reduction. These recommendations include actions for govern-
ment officials and policymakers, technical specialists inside and outside
government, and other diverse expert communities, which will move soci-
etal verification from promise to practice.

Governments need to build a foundation for societal verification within the current
arms control policy leadership. They should develop policies, diplomatic guidance,
and bureaucratic structures to evaluate and integrate societal verification data in
treaty verification. To take advantage of new tools and techniques, governments
should:

» Map an effective process for societal verification data integration and program
management to support future verification systems. Begin to address questions
such as:

- Which agency has the lead?

— How will the effort intersect with the private sector, the intelligence
community, and other potential contributors?

- How can conclusions be validated using inputs from traditional verification
tools?

» Begin international consultations on how future arms reduction agreements may
acknowledge and develop rules for the use of societal verification data.

« Explore the possibility of experimenting with cooperative societal verification
measures with allies to provide empirical data and lessons for how societal
verification may be implemented in the future.

o Start developing rules related to the legal, ethical, and privacy concerns
surrounding use of citizen-generated information.
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The international technology and policy community should collaborate to develop
a technology needs assessment/research and development roadmap to build capac-
ity within government systems. Areas of exploration might include:

» Natural language processing of foreign languages as well as informal and
unstructured language, such as slang and terms of art.

« Challenges posed by real-time processing of data versus queries of stored
information.

« Identifying key or leading indicators of treaty-proscribed activities around which
appropriate queries can be developed.

o Identifying attempts to censor or spoof data, especially where there is knowledge
that information is being analyzed.

o Aggregating and integrating signals from multiple sources across platforms and
data types to increase confidence.

Governments, in cooperation with outside expert communities, should establish
channels to elicit the input of the outside experts community to help build ap-
proaches for societal verification:

o Assess capacity and fill gaps to enable contributions by outside experts to societal
verification efforts of governments.

o Develop methods and mechanisms to educate expert communities outside the
government on existing national verification efforts.

« Develop ways to identify, connect, organize, guide, assist, and reward experts,
recognizing that validation and anonymity are not always compatible.

 Create paths to solicit input in a timely manner on potential verification
challenges.

» Encourage discussions and cross-checking among external experts, facilitating a
two-way information flow to build valuable capacity outside government.
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Societal Verification Considerations in
the Wake of the U.S. National Security
Agency Revelations

the one codenamed “PRISM,” highlighted growing insecurities of

government access to and use of data generated by individual citi-
zens. While not directly related to societal verification, some key concepts
may cross over when governments or individuals assess the potential for its
implementation in the future.

R evelations of National Security Agency (NSA) programs, including

EXISTING LAW

The Fourth Amendment

According to the Supreme Court of the United States (SCOTUS), the Fourth Amend-
ment gives U.S. citizens, “a reasonable expectation of privacy” Analysts further this
definition: “If you do, say, write or possess something in circumstances suggesting that
you expect it to be private, and if society in general would share your expectation, then
it’s protected”®! In the 1972 case US v. US District Court, SCOTUS ruled that the ex-
ecutive branch has no authority to spy on U.S. citizens on U.S. soil without a warrant.
However, in the 2012 case US v. Jones, SCOTUS failed to reach a decision on whether
technological surveillance without physical interference violates reasonable expecta-
tions of privacy.

70

Innovating Verification: New Tools & New Actors to Reduce Nuclear Risks



1. Appendix
|

The Data Protection Directive

This European Union (EU) directive regulates the processing of personal data within
the EU, including data mining of Internet activity. The rules are applicable when the
controller of the data processing activities is inside the EU or uses equipment within the
EU to process data, thus covering controllers outside the EU processing data coming
from the EU."** Personal data can only be processed if the data subject is informed of
the processing of their personal data, legitimate purposes are specified, or the personal
data is not excessively processed.'*

Other Laws

At least 40 nations have enacted privacy legislation of some sort, protecting internal,
overseas, or both types of data transfers, often similar to those listed above.* However,
there is no overarching international law protecting Internet privacy.

U.S. EXPERT AND PUBLIC OPINION

U.S. legal and security experts have expressed outrage over PRISM and the general
loss of privacy across Internet platforms such as Facebook, Twitter, Skype, and Google.
Many experts who endorsed the NSA’s actions are security experts who have previously
worked in or are currently employed by the army or intelligence services, and lawyers
who are affiliated with the United States. However, some polls indicated that the U.S.
public sees little problem with the government’s monitoring, an important point when
considering the future implementation of a societal verification project.

Voicing Outrage

For many experts, the revelations of PRISM and other NSA programs do not present a
new fight for privacy, rather a new facet of the struggle. The opinions of experts who fo-
cus on privacy issues now overlap with those of lawyers who work to counter the loose
privacy codes of various Internet platforms in their concern over the government’s sur-
veillance. Neither community is shocked by PRISM, but they now have new evidence
to support their positions on privacy rights.'** These ideals will likely carry over into
any discussion of societal verification, which might use similar data mining methods
as those of the NSA.

* For a full list of Internet privacy laws, see Information Shield, “International Privacy Laws,” accessed
April 1, 2014, www.informationshield.com/intprivacylaws.html. Notably absent from this list are Russia
and China.
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Organizations such as Freedom Watch and the American Civil Liberties Union (ACLU)
have filed lawsuits against the Obama Administration and some specific companies for
their participation in PRISM. The ACLU lawsuit solely questions the legality of the
surveillance program, while Freedom Watch’s lawsuit focuses on the possible legal vio-
lations of the corporations involved as well as the government itself.

Supporting the Government

Proponents of the NSA surveillance programs compare NSA activities with corpora-
tions’ data mining. Max Boot, a security expert at the Council on Foreign Relations
asserts that companies such as Google, Facebook, Amazon, and Twitter already use the
same data-mining tools as the government to cater advertisements to users, and there-
fore know as much about online activity as the government does. Former NSA director
Michael Hayden, NSA chief general Keith Alexander, and retired U.S. Army lieutenant
colonel Ralph Peters support this viewpoint and say that there have been far fewer ter-
rorist attacks than expected due to such surveillance methods.'*

Public Perception

In polls, the U.S. public largely endorsed the surveillance actions taken by the NSA,
regardless of the infringement on their privacy. According to a Washington Post-Pew
Research Center poll, 62 percent of U.S. Citizens said it was more important for the
government to investigate terrorism than it was to protect personal privacy; 45 percent
said that the government should be able to monitor everyone’s online activity if doing
so would prevent terrorist attacks; and 56 percent said that the NSA accessing tele-
phone records through secret court orders was “acceptable.”*

Public opinion on the issue of government’s intrusion on privacy for national securi-
ty means is important to a societal verification project, as reducing nuclear risks may
rank as high as terrorism among societal concerns. Furthermore, the trend in numbers
shows that data-mining methods are growing more acceptable in both the governmen-
tal and corporate world. If this trend continues, societal verification methods may be
publicly accceptable, thus increasing its chances of contributing value as a monitoring
method.
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INTERNATIONAL PERSPECTIVE ON PRIVACY

Most known international perspectives on privacy come from the EU because of con-
troversies surrounding the NSA surveillance of EU member states and corporate pri-
vacy policies. The opinions on privacy presented in three specific cases below may shed
light on how EU states and citizens have reacted to unauthorized monitoring, provid-
ing possible lessons for the application of societal verification.

NSA Surveillance of EU Member States

Upon learning through Edward Snowden’s leaks that the United States has been en-
gaged in widespread spying on European Internet users, state offices, and national of-
ficials, the EU threatened to suspend two agreements granting the United States access
to European financial and travel data. Although the United States and EU see these
agreements as vital tools to fight terrorism, the EU home affairs commissioner, Ceci-
la Malmstrom, wrote two senior U.S. officials warning that if the benefits for citizens
could not be verified, the agreements would be in jeopardy.””’

EU governments have expressed outrage at the revelations. French President Francois
Hollande threatened to block negotiations on a transatlantic free trade treaty if the
United States did not clarify its activities. German federal prosecutors sought to bring
charges against British and U.S. intelligence, as a result of the NSAs phone and Inter-
net surveillance operation in Germany."”* However, most of the outrage shown by EU
leaders has focused on the secrecy and betrayal of trust by the NSA’s surveillance, not
the tactics per se, showing that they may be open to collaborative use of the same tools
in societal verification.

Facebook’s Privacy Policy in Europe

Austrian law student Max Schrems has filed multiple complaints in Europe since 2011
regarding Facebook’s data practices, claiming that the company does not understand
the strict data protection laws on the continent. Founder of the activist group Europe
v. Facebook, Schrems asserts that Facebook violates Europeans’ privacy by withholding
information, illegal under the Data Protection Directive.* Schrems’ battle continues
amid the revelation that Apple, Facebook, Google, Microsoft, Skype, and Yahoo coop-
erated with the NSA’s PRISM program in violation of EU privacy law. His organization
filed complaints with the European data protection authority requesting clarification

* Schrems requested his files from Facebook under the Data Protection Directive guarantee that Euro-
peans have the right to access all information a company knows about them. After withholding certain
information, Facebook claimed that it was a trade secret, but many criticized Facebook for claiming that
users’ data was the company’s intellectual property.

Redefining Societal Verification 73



1. Appendix

on whether an EU-based company can forward user data to an intelligence agency."”
This complaint is supported by the ACLU and other activist organizations both within
and outside Europe.'®

Controversy over Google’s Privacy Policy

Privacy watchdogs in the United Kingdom, Germany, and Italy have ordered Google to
rewrite its privacy policy or face legal sanctions. This warning comes after the change
in Google’s privacy policy in March 2012, when the company unified each individu-
al's data across YouTube, Maps, Shopping, Mail, and Search. Google was criticized in
Europe over its collection of wi-fi data and has been questioned by European privacy
authorities and U.S. legislators about the data protection implications of Google Glass,
which allows users to take video and pictures without the subjects’ knowledge.'** While
the effect of these complaints on Google’s privacy policies are so-far unknown, privacy
issues are growing in the EU.
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