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Rapid advances in artificial intelligence (AI) and its convergence with the life sciences offer 
incredible potential societal benefits, including advancing public health through the development 
of new vaccines and treatments, and by strengthening capabilities to rapidly detect new infectious 
disease outbreaks. These advances have the potential to reduce the burden of disease across the 
globe and to drive economic development. At the same time, rapid advances in AI capabilities that 
enable engineering of living systems—referred to here as AIxBio capabilities—also increase the risk 
of deliberate or accidental release of harmful biological agents, including those that could cause a 
global biological catastrophe that affects populations around the world.

As AIxBio capabilities continue to advance, they are likely to lower barriers to malicious actors 
causing harm with biology. Such capabilities could make it easier for a malicious actor to access 
the necessary knowledge and troubleshooting assistance to design, build, and deploy a dangerous 
biological agent. This could allow malicious actors to achieve their objectives significantly faster 
and more effectively than has been possible in the absence of AI tools.
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At the same time, AIxBio capabilities could raise the ceiling on what is possible, potentially increasing 
the level of harm that a malicious actor can cause with biology. AI-enabled biological tools could 
make it possible to design pathogens that are more dangerous than what is found in nature or 
what humans can develop on their own with current scientific knowledge– for example, pathogens 
that are more virulent or more transmissible among humans. Although the timeline is uncertain, 
this misuse scenario could be feasible within the next few years if sufficient guardrails for AIxBio 
capabilities are not developed. 

Recent technological progress includes AI models that can design new individual biological 
molecules, such as toxins, proteins found in pathogens, or proteins that bind to important targets 
in the human body. AIxBio capabilities are advancing rapidly, and future AI models could enable the 
design of more complex biological systems, for example, groups of biomolecules working together 
to perform more complex functions—like cell signaling or enzymatic production of materials—or 
genome sequences that encode entire blueprints of viruses or bacteria. 

These advances could make it easier to design biological agents with novel properties tailored to 
specific goals. Although it is not trivial to build engineered viruses or other biological agents based 
on AI designs, the technological barriers to doing so continue to drop over time.

One key emerging technology that could lower the barriers for malicious actors to cause harm and 
change the landscape of risks is the development of AI agents optimized for scientific discovery 
and engineering. These agents are designed to autonomously perform multiple tasks in a row to 
achieve more complex goals and can be applied to the life sciences. Life science-focused AI agents 
are progressing rapidly in their ability to understand scientific literature, generate hypotheses, 
design experiments, and interpret data, and they are beginning to interface with bioscience 
laboratory equipment and advanced laboratory robotics. Without careful oversight, these AI agents 
may pursue scientific advances in unexpected ways that could unintentionally increase biosafety 
or biosecurity risks, or malicious actors could use them to help develop harmful biological agents.

Another concern is that AIxBio capabilities could reduce the effectiveness of biosecurity and 
biodefense measures, including evading biosurveillance systems for detecting infectious disease 
outbreaks, enabling resistance to medical countermeasures, and circumventing nucleic acid 
synthesis screening. A weakened global biosecurity posture could increase the perceived tactical 
utility of bioweapons, creating a more permissive environment for destabilizing biological attacks.

Future advances in the life sciences and AI capabilities are difficult to predict, but the rapid pace 
of progress in these areas requires us to be forward-thinking to anticipate emerging risks on the 
horizon. Bearing in mind the risks outlined above, an especially damaging scenario could involve 
a sophisticated malicious actor using AI-enabled biological tools to design and subsequently 
produce and release a biological agent with novel properties that make it significantly more 
dangerous than pathogens found in nature. The release of such an engineered agent could cause 
a high-consequence biological event with global implications that is as damaging as the COVID-19 
pandemic or potentially much worse.

The profound benefits of AIxBio capabilities combined with their potential to cause significant 
harm to populations around the world demands urgent attention, international engagement with a 
diverse range of stakeholders, and decisive action. As AIxBio capabilities advance, tracking evolving 
technological developments, understanding associated biosecurity risks, and developing effective 
risk reduction measures will be critical. We call for national governments, industry, academia, 
philanthropy, and civil society to work together to develop governance mechanisms, technical 
guardrails, and other approaches to promote safety and security while supporting the positive 
potential of these powerful capabilities.



Affiliations are listed for identification only, and do not imply institutional endorsement.

If you are interested in adding your name to this statement, please email nti-bio@nti.org. 

This statement was developed in association with the AIxBio Global Forum, which provides a platform for 
international experts, policymakers, and other key stakeholders to collaboratively advance practical solutions 
to safeguard capabilities at the convergence of AI and the life sciences. For more information about the 
AIxBio Global Forum, visit www.nti.org/aixbio-global-forum.
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