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About NTI

The Nuclear Threat Initiative (NTI) is a non-profit, non-partisan
global security organization focused on reducing nuclear and
biological threats imperiling humanity.

The views expressed in this publication do not necessarily reflect
those of the NTI Board of Directors or institutions with which they
are associated.
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About the Dialogue

NTI convened a dialogue among nongovernmental U.S. and
Russian cyber/information security and nuclear weapons policy
experts. Following initial conversations in Moscow in 2019 about
the findings from NTI's Cyber-Nuclear Weapons Study Group,
the Track Il dialogue was established and proceeded virtually

in plenary and small-group sessions in 2020 and 2021. The
participants are listed in Appendix 1.

Expert participants built on a shared understanding that nuclear
weapons systems must be protected from cyber threats, as well as
other threats involving information and communications technologies
(ICT), and that despite the current geopolitical environment,

the unique U.S.-Russian nuclear relationship requires bilateral
cooperation to maintain stability. They addressed topics including
possible crisis scenarios and escalation pathways, opportunities

for building confidence and predictability in the relationship, and
bilateral cyber-nuclear norms that could mitigate the risks. The group
generated ideas for joint and parallel actions to reduce cyber-nuclear
weapons risks for both governments to consider and adopt.

The following recommendations are designed to help avoid or
mitigate the risks of a cyberattack prompting a nuclear crisis. The
recommendations in this paper offer policymakers in Russia and
the United States—and in other countries—options for reducing
the risks of a cyber or information security attack that could lead to
nuclear war.

Expert participants offered feedback on the draft content and
recommendations of this report. Involvement in the dialogue
does not imply agreement with each aspect of the report or its
recommendations, however.
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Foreword

In the modern nuclear age, there is no more urgent task than
understanding and mitigating the potential risks posed by the
interaction of advancing cyber capabilities with nuclear weapons
systems. In 2016, the Nuclear Threat Initiative convened a study
group of distinguished former officials, retired military leaders,

and experts in nuclear systems and policy who assessed that a
successful cyberattack on U.S. nuclear weapons systems could
have catastrophic consequences.! They validated the concern that
the United States—and all states with nuclear weapons—cannot
assume digital components in nuclear weapons, command and
control, and warning systems are not, or will not be, compromised.
Moreover, technical cybersecurity measures, while critically
important, cannot, by themselves, provide sufficient confidence in
the security and reliability of critical nuclear systems. Cyber threats
to nuclear weapons systems increase the risk of use due to false
warning or miscalculation, and could undermine confidence in the
nuclear deterrent and further erode strategic stability.

The 2016 study group recommended that the United States, and
all countries with nuclear weapons, should take independent steps
to reduce cyber-nuclear risks to the greatest extent possible. In
that vein, we have been privately and publicly calling for the U.S.
government to undertake a comprehensive “nuclear fail-safe
review” focused precisely on these issues.2 The review has now
been mandated by law in the Fiscal Year 2022 National Defense
Authorization Act and announced by the Biden administration in
the 2022 Nuclear Posture Review.

Recognizing that unilateral and technical measures are necessary
but insufficient, the 2016 study group also recommended that the
U.S. government pursue a global diplomatic approach, given that
the implications for strategic stability are global and because other
countries with and without nuclear weapons both face and pose
cyber threats. Specifically, the report recommended a bilateral
dialogue with Russia as a first step, given the mutual responsibility
of the world's two largest nuclear powers to avoid the dangerous
scenario of nuclear use. The United States and the Russian
Federation must work together to develop norms, red lines, and
other measures, understanding that a cyberattack could trigger a
catastrophic and unintended conflict. How would either side react if
the other probes nuclear warning or command-and-control systems?
Where is the line between probing and attacking? Could mutual
security be enhanced through better understanding of the risks, and
are agreements possible to exercise restraint in the cyber-nuclear
realm? The tragic Russia-Ukraine conflict makes each of these
important questions more urgent and also more dangerous.

Given the obvious sensitivities, it is challenging to have these
discussions in official channels with a nuclear competitor,

even when relations are less strained than they are currently.
Unofficial dialogue between nongovernmental experts can often
lead the way by informally exploring and developing ideas and
recommendations to governments. That is exactly what we
intended when NTI convened American experts to meet with
Russian counterparts in Moscow in 2019 to explore cooperation
in this area. The effort that ensued through the end of 2021
resulted in deeply substantive discussions and the important
recommendations reflected in this report.

There is no more urgent task than understanding and mitigating
the potential risks posed by the interaction of advancing cyber
capabilities with nuclear weapons systems.

1 The Cyber Nuclear Weapons Study Group’s work is summarized in the 2018 report, Nuclear Weapons in the New Cyber Age: Report of the Cyber-Nuclear Weapons
Study Group, by Page O. Stoutland and Samantha Pitts-Kiefer, Nuclear Threat Initiative (September 2018), https:/media.nti.org/documents/Cyber_report_finalsmall.pdf.

2 Sam Nunn and Ernest J. Moniz, “Biden Should Do More to Prevent the Accidental Launch of Nuclear Weapons. Here’s How,” Washington Post, November 17, 2021,
https://www.washingtonpost.com/opinions/2021/11/17/biden-should-do-more-prevent-accidental-launch-nuclear-weapons-heres-how. The 2022 National Defense
Authorization Act (NDAA) requires the Secretary of Defense to conduct a “fail-safe” review of nuclear weapons, command and control, and the Integrated Tactical

Warning and Attack Assessment (ITW/AA) systems.



Following Russia’s invasion of Ukraine in late February 2022,

we recognize that this is far from a propitious time to introduce
new urgent policy ideas for a bilateral security dialogue, but the
cyber-nuclear challenges pose a grave threat to U.S.-NATO and
Russia. Today, the conflict tragically grinds on, tensions between
the United States and Russia have worsened, and nuclear risks
are growing. Even so, President Biden has said the United States
is prepared to work on new arms control arrangements with
Russia and implementation of New Start continues. Despite the
serious differences and frictions in the bilateral relationship, the
mutual obligation to prevent nuclear disaster remains paramount.
Strategic stability dialogue and arms control negotiations between
our countries must resume, and as they do, the topic of reducing
cyber-nuclear risks should be high on the agenda. In addition,
and particularly when trust between the United States and Russia
is very low, both countries should prioritize unilateral actions to
reduce nuclear risks. We hope the ideas in this report offer some
grist for essential actions and dialogue between the United States
and Russia.

Former U.S. Senator Sam Nunn is co-founder and co-chair
of NTI. During his 24 years in the U.S. Senate, Nunn served
as chairman of the Senate Armed Services Committee and
pioneered the Cooperate Threat Reduction Program, which
secured and disposed of weapons of mass destruction across
the former Soviet republics.
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Former U.S. Secretary of Energy Ernest J. Moniz is co-chair
and CEO of NTI. Dr. Moniz served as U.S. Secretary of Energy
from 2013-2017, during which he was a key negotiator of the
historic Joint Comprehensive Plan of Action nuclear agreement
between the United States and Iran.

)

Page Stoutland is a consultant to NTI and former vice president
for NTI's Scientific and Technical Affairs Program. Stoutland

has held senior positions at Lawrence Livermore National
Laboratory, the U.S. Department of Energy, and Los Alamos
National Laboratory.
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Strategic stability dialogue and arms control negotiations
between our countries must resume, and as they do, the topic of
reducing cyber-nuclear risks should be high on the agenda.




Principles for Cooperation

In their Joint Statement of June 16, 2021, President Biden and

President Putin reaffirmed that a nuclear war cannot be won

and must never be fought, echoing the historic 1985 statement
by President Reagan and Chairman Gorbachev. But vigilance,
creativity, and restraint are required by both countries to ensure
that nuclear war never happens, including one inadvertently
precipitated by a cyber or information incident or attack.

Bilateral cooperation in this area requires a foundation of shared
principles by the United States and Russia, recognizing that:

The cyber threat to nuclear weapons and related systems,
now and into the future, poses a serious risk to strategic stability
and security.

Nuclear weapons systems must be protected from cyber threats,
which will require a combination of unilateral and cooperative

technical and policy measures. The global cyber threat is likely
to grow and worsen in coming years, necessitating an urgency
to act now.

+ In addition to unilateral actions, and despite the currently low levels

of trust, the unique nature of the U.S.-Russian nuclear relationship
and the existential nature of the cyber threat to nuclear weapons
systems require that parties prioritize finding mutual areas of
agreement and cooperation to reduce nuclear risks.

Monitoring and high-confidence verification of any agreed measures
may be very difficult, or even impossible, to achieve. Parties should
consider confidence-building, transparency, information-sharing
measures, and guidelines for responsible state behavior based
on U.S.-Russian best practices, even when technical measures
for strict verification are unavailable or impractical.

The cyber threat to nuclear weapons and related systems, now and
into the future, poses a serious risk to strategic stability and security.
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On January 3, 2022, leaders of the five nuclear weapons states recognized in the Treaty on the Non-Proliferation of Nuclear Weapons (NPT)—the People’s Republic of
China, the French Republic, the Russian Federation, the United Kingdom of Great Britain and Northern Ireland, and the United States of America—affirmed the same:
“that a nuclear war cannot be won and must never be fought.” Joint Statement of the Leaders of the Five Nuclear-Weapon States on Preventing Nuclear War and
Avoiding Arms Races, The White House (January 3, 2022), https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/03/p5-statement-on-preventing-
nuclear-war-and-avoiding-arms-races.



Proposals in Brief

The following six proposals for the United States and Russia are
intended to reduce cyber risks to improve strategic stability and
avoid a catastrophic use of nuclear weapons.

The United States and Russia should:

1. Refrain from interfering with nuclear weapons and related
systems, including nuclear command, control, communications,
delivery, and warning systems;

. Evaluate options to minimize entanglement and/or integration of
conventional and nuclear assets;

. Continue to improve the cybersecurity of their respective
nuclear systems;

. Increase transparency and expand communications during
periods of increased tension;

. Adopt procedures to ensure that any cyber, information, or other
operation involving information and communications technologies
emanating from the United States or Russia with the potential to
disrupt another nation’s nuclear deterrence mission be approved
at the same level as required for nuclear use;

. Eliminate policies that threaten a nuclear weapons response
to cyberattack.

Various mechanisms to implement these recommendations are
available to U.S. and Russian leaders. Some do not require

mutual agreement and can be achieved unilaterally. Others

should be pursued mutually. The United States and Russia should
simultaneously pursue multiple approaches to fully address the range
of necessary risk-reduction measures that will minimize the potential
for cyber or information operations that prompt a nuclear crisis.
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Escalation Risk: From Cyber Operations
to Nuclear War*

For decades during the Cold War, American and Soviet strategists
worried about a “bolt from the blue”—a surprise, large-scale nuclear
attack that would cause devastating damage and precipitate an
equally devastating nuclear response. But in this century, the
primary concern is a miscalculation, misunderstanding, accident, or
escalation that triggers the United States or the Russian Federation
to use one or more nuclear weapons.

Today, the United States and Russia still possess roughly 90
percent of the world’s nuclear weapons and are also among

the most proficient and active developers and users of ICT.
Nuclear weapons policies, however, have not kept up with these
technological advancements. Meanwhile, the ubiquity of advanced
digital ICT tools, as well as their fulsome functional benefits, have
led both countries’ nuclear weapons enterprises to incorporate
digital technologies into their nuclear weapons, warning,
command, control, and communications systems.® With that
modernization come vulnerabilities and openness to cyberattacks
that could prompt dangerous miscalculations or accidents, leading
to nuclear use.

Cyber or ICT attacks heighten the risk of a nuclear weapons
launch as a result of misunderstanding, misattribution of actors,
or even unauthorized use of a weapon by compromising physical
security.® In the worst case, leaders could misattribute the source
of a cyberattack, lose confidence in their ability to control their
nation’s nuclear weapons, incorrectly perceive an initiation of a
large-scale conflict, or lose confidence in the credibility of their
deterrent forces. Any of these situations could prompt a nuclear
crisis. These risks are compounded by the broader strained
relations between Russia and the United States.

What kind of cyberattacks would be so destructive as to undermine
nuclear deterrence? Digital vulnerabilities and offensive cyber
activities pose new risks associated with nuclear weapons, including:

Today, the United States and Russia still possess roughly 90
percent of the world’s nuclear weapons and are also among

the most proficient and active developers and users of ICT.
Nuclear weapons policies, however, have not kept up with these

technological advancements.

4 Within this paper, “cyber” roughly equals “information and communications technology” (ICT).

5  Erin D. Dumbacher and Page O. Stoutland, U.S. Nuclear Weapons Modernization: Security and Policy Implications of Integrating Digital Technology, Nuclear Threat
Initiative (November 2020), htps://media.nti.org/documents/NTI_Modernization2020_FNL-web.pdf; and Hans M. Kristensen and Matt Korda, “Russian Nuclear Weapons,

2021,” Bulletin of the Atomic Scientists 77, no. 2, 90-108.

6 Stoutland and Pitts-Kiefer, Nuclear Weapons in the New Cyber Age.



+ Compromising nuclear weapons, command and control,
or conventional military or intelligence, surveillance, and
reconnaissance systems;

+ Cutting off access to military assets in peacetime and periods of
increased tension; and

+ Corrupting, spoofing, or poisoning decisionmaker information, or
altering automation or machine-learning applications that may
be integrated into nuclear weapons systems or operations and
used in decision-making support systems.

Any of these intrusions or attacks that disrupt the normal (planned)
functioning of the various systems and subsystems for controlling
nuclear weapons and their delivery vehicles,” whether for
espionage or more malicious purposes, could prompt decisions
with potential nuclear consequences. Each could lead to incorrect
judgments among leaders. The following illustrative scenarios
were considered in our bilateral dialogue:

+ Direct cyberattack against nuclear weapons or related
systems. Points of vulnerability in nuclear weapons systems
include, but are not limited to:

+ Early warning systems, including radar and satellites, the
signals from which could be spoofed or otherwise provide
false indications of an attack that could lead to the launch of
a nuclear weapon;?

+ Communication systems, including means by which
presidents and commanders communicate with one another
during times of increased tension, and means by which the
use of nuclear weapons is authorized:;®

+ Components used in nuclear weapons delivery vehicles (on
bombers, submarines, and ballistic missiles) upon which
deterrence policies depend; and

Cyber or ICT attacks
heighten the risk of a
nuclear weapons launch as a
result of misunderstanding,
misattribution of actors, or
even unauthorized use of a
weapon by compromising
physical security.

+ Security systems of stockpiles and military bases housing
nuclear weapons, compromise of which could result in theft
or sabotage of nuclear materials or weapons.

* Supply chain intervention, espionage, data collection,
malware, or malicious code that compromises a nuclear
weapon or other elements of the nuclear enterprise, which
may result in a loss of confidence in nuclear weapons and
related systems operating properly. Both the United States
and Russia rely on varied and diverse suppliers of parts and
services to support and modernize their nuclear weapons and
other elements of the nuclear enterprise. Modernization efforts
underway in both countries will incorporate off-the-shelf or widely
available technology of the 2020s, which is likely to consist of
largely digital tools. The risks are particularly tangible in efforts to
modernize the command, control, and communications systems
of nuclear weapons in both countries. "

7 N.P.Romashkina, A. S. Markov, D. V. Stefanovich, International Security, Strategic Stability and Information Technologies (Moscow: IMEMO, 2020), 98, https://www.
imemo.ru/en/publications/info/romashkina-np-markov-as-stefanovich-dv-mezhdunarodnaya-bezopasnosty-strategicheskaya-stabilynosty-i-informatsionnie-tehnologii-otv-

red-av-zagorskiy-np-romashkina-m-imemo-ran-2020-98-s.

8 Stoutland and Pitts-Kiefer, Nuclear Weapons in the New Cyber Age, 13.

9 P.S.Zo lotarev, Approaches to Ensuring Cybersecurity of the Nuclear Weapons Control Systems, https://www.elibrary.ru/item.asp?id=44185598.

10 V. V. Putin, “Meeting with Heads of Defence Ministry, Federal Agencies and Defence Companies,” http://en.kremlin.ru/events/president/news/64396; U.S. Cyberspace
Solarium Commission Report, 118, https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv/view.



* Communications systems attacks that disrupt or disable
communication channels could result in an accidental or
ill-advised nuclear launch. Misinterpretation of information,
inability to de-escalate in times of increased tension, or loss of
confidence in the ability to issue launch orders to respond to a
nuclear attack could prompt authorities in each country to act
quickly and decisively but perhaps not wisely." Such an event
could be brought on by a remote intrusion or hack, which, for
example, could occur when using a control system designed
to control both conventional and strategic weapons, sending
inaccurate information or false signals via sensors and radars
through military chains of command and to leaders. Similarly,
an espionage action could be uncovered but misunderstood: for
example, what could have been intended as a data-collection
action could be perceived as an insertion of malware or some
sort of time bomb intended to cause damage. The perpetrator
could be a third party (outside of NATO countries or Russia),
yet assumed to be either the United States, Russia, or another
nuclear-weapons state. Such a discovery could prompt
retaliation, potentially escalating to a nuclear response.

Deterrence policies rely on accurate information to be effective
and to guard against the precipitation of unintended nuclear war.
At the same time, deterrence policies are ineffective against

cyber threats."? Contemporary history, however, is full of cases
where potentially dangerous accidents may have happened but
passed without consequence. Some of these were the result of
miscalculations, misinterpretations, or misinformation and could
have led to a nuclear crisis between the United States and Russia.
Greater vulnerability to digital attack and the increased pace of
cyber and information attacks threaten the nuclear weapons of
both countries (and other countries with nuclear weapons, as well).
The United States, Russia, and other nuclear and non-nuclear
weapons states are fielding new capabilities in space and missile
development, which, combined with growing digital vulnerabilities
and a climate of distrust among nuclear-weapon-states, increases
risks. Together these pose a heightened need for restraint,
transparency, communication, and policy commitments between
states with nuclear weapons.

11 Stoutland and Pitts-Kiefer, Nuclear Weapons in the New Cyber Age, 16.

12 Lauren Zabierek, Christie Lawrence, Miles Neumann, and Pavel Sharikov, U.S.-Russian Contention in Cyberspace: Are Rules of the Road Necessary or Possible? Belfer
Center Working Paper (June 10, 2021), https://www.russiamatters.org/sites/default/files/media/files/PDF-CyberRulesoftheRoad-061021-RMPaper.pdf.

10



Proposals for U.S. and Russian Actions

The following describes proposals for U.S. and Russian actions
to help avoid a catastrophic use of a nuclear weapon amid
cyber threats.

Refrain from Interference in Nuclear
Weapons and Related Systems,
including Nuclear Command, Control,
Communications, and Warning
Systems

The United States and Russia should refrain from interfering

with each other’s nuclear weapons and related systems,
including nuclear command, control, communications (NC3),
delivery and warning systems in peacetime and during periods

of increased tension. This would necessitate restraint from
attacks, exploitations, and network intrusions—including those for
intelligence, reconnaissance, and surveillance purposes—within
NC3 and warning systems, thereby avoiding potentially incorrect
and catastrophic assessments upon discovery of a perpetrator,
malware, or other suspicious indicator.™

Attacks, exploitations, or intrusions into the digital elements

of nuclear weapons systems—including delivery vehicles and
supporting infrastructure, and supply chains—could lead to
catastrophic escalation. Periods of increased tension, such as we
are facing today, present greater dangers, necessitating additional
measures to ensure attacks, exploitations, and intrusions are not
misunderstood. Uncertainties about cyber and information security
risks to NC3 may grow over time, eroding confidence and raising
the risks of misinterpretation and miscalculation should one nation
suspect intrusion and risk of attack on NC3 and warning systems. "
This restraint is also not intended to signal that interference in non-
nuclear command, control, communications, and warning assets

is permissible, but that interference in nuclear systems is unique in
potentially prompting catastrophic escalation.

Attacks, exploitations, or
intrusions into the digital
elements of nuclear weapons
systems—including delivery
vehicles and supporting
infrastructure, and supply
chains—could lead to
catastrophic escalation.

To implement this recommendation, we propose the following steps:

+ Clarify relevant systems. Creating concrete definitions of
which assets support nuclear, conventional, or dual missions
could reduce the risk that an action intended to disrupt
or damage conventional military command, control, and
communications systems could spur a nuclear response.

* Refrain from digital intelligence gathering within one
another’s NC3 systems during peacetime. If agreements
could be reached and monitored to assure that certain
systems would be off-limits for espionage purposes, it could
reduce the risk of intelligence gathering being mistakenly
interpreted as a damaging attack. Such a commitment or
even the loss of intelligence would not pose real threats
to the strategic calculations of either U.S. or Russian
decisionmakers." However, such an approach does not solve
the problem of third parties that could attack these networks.
Nevertheless, it would be a significant starting point and would
require additional investment and R&D on possible monitoring
and verification methods. Such commitments can also be
initiated in a unilateral manner as a “non-targeting pledge,” or
perhaps as a “voluntary commitment.”

13 Inclusive of computer network attacks (CNAs), computer network exploitations (CNEs), and other espionage within and across sensitive systems.

14 Richard J. Danzig, Surviving on a Diet of Poisoned Fruit: Reducing the National Security Risks of America’s Cyber Dependencies, Center for a New American Security
(July 2014), 24-25, https://www.cnas.org/publications/reports/surviving-on-a-diet-of-poisoned-fruit-reducing-the-national-security-risks-of-americas-cyber-dependencies.

15 If information were to be gained through espionage of these assets, it would not likely be determinative and therefore of limited utility.
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* Refrain from interference in nuclear weapons. Infiltration or
intrusion into the digital systems of a nuclear weapons delivery
vehicle, a known supplier of nuclear deterrence capabilities,
or a nuclear bomb or warhead—when discovered or even
suspected—could trigger miscalculation. A real or perceived
attack on any infrastructure underpinning nuclear deterrence,
including the industrial base or infrastructure, such as warhead
production and safety processes, could be perceived as the
beginning of the use of a nuclear weapon.

* Do not aid, sponsor, or provide support for another state
or non-state actor to interfere in the nuclear weapons
or supporting systems of a party in compliance with
the Treaty on the Non-Proliferation of Nuclear Weapons
(NPT). Interference in any country’s dual-use or NC3
and warning systems, even if unintentional, could lead to
catastrophic escalation as a result of miscalculation. To avoid
miscalculations, the United States and Russia should commit
not to interfere in the nuclear weapons enterprises—including
the nuclear fuel cycle—of any country in compliance with its
obligations under the NPT.

+ Commit publicly. The United States and Russia should
make formal assurances and political commitments, through
declaratory policy, to refrain from digital intelligence gathering
and interference in nuclear weapons and related systems,
including dual-use systems. In addition, the United States and
Russia should commit not to aid or support such interference
by another state or non-state actor. Such public commitments
would send important signals of policy and intent to domestic
and global audiences.

Evaluate Options to Minimize
Entanglement and/or Integrate
Conventional and Nuclear Assets

Both the United States and Russia are modernizing their nuclear
forces, potentially integrating new digital vulnerabilities into existing
nuclear delivery vehicles and warning, command, control, and
communications systems. Some have suggested that technical
parity may now be more important than a numerical balance.®
These investments present an opportunity to isolate or shield
nuclear systems from both civilian infrastructure and non-nuclear
command and control systems. Integrating conventional military
and nuclear systems, including those in orbit, risks escalation in
periods of increased tension, although defining the dividing line
between conventional and nuclear systems can be difficult."” To
reduce the risk of escalation, the United States and Russia should:

+ Evaluate, to the extent possible, the potential for separation
and isolation of conventional and nuclear command and
control systems. Recognizing that completely separating systems
from NC3 systems would be expensive, modemnization efforts
should proceed with the recognition that integrating nuclear and
conventional military systems might raise escalatory risks. Where
separation is not possible, other arms control, confidence-building,
and transparency measures should be devised to compensate. '

* Reduce nuclear system links to critical national assets. The
United States and Russia should also consider separating and
isolating nuclear weapons, including NC3 systems from critical
national assets, to the extent possible. These separations could
include isolation from satellite networks with significant civilian and
commercial impact (e.g., the U.S. Global Positioning System (GPS)
and the Russian Global Navigation Satellite System (GLONASS)).

* Reduce nuclear system links to civilian critical
infrastructure. Although the United States and Russia have
agreed™ to not attack critical civilian infrastructure, links
between nuclear systems and civilian infrastructure should be
reduced to avoid the potential for unintended consequences in
the event that cyberattacks do occur.

16 S. M. Rogov, “Global and Regional Stability in a Nuclear World,” Bulletin of the Russian Academy of Sciences 91, no. 6 (2021): 571-584.

17 See Alexey Arbatov, Vladimir Dvorkin, and Petr Topychkanov, Entanglement as a New Security Threat: A Russian Perspective, Carnegie Endowment for International
Peace (November 8, 2017), https://carnegieendowment.org/2017/11/08/entanglement-as-new-security-threat-russian-perspective-pub-73163; James M. Acton,
“Escalation through Entanglement: How the Vulnerability of Command-and-Control Systems Raises the Risks of an Inadvertent Nuclear War,” International Security 43,

no. 1 (Summer 2018): 56-9, https://doi.org/10.1162/isec_a_00320.

18 P.S. Zolotarev, Approaches to Ensuring Cybersecurity of the Nuclear Weapons Control Systems, https://www.elibrary.ru/item.asp?id=44185598.

19 Such as the United Nations Groups of Government Experts reports, including “Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security,” United Nations General Assembly, A/70/174 (July 22, 2015), 8, item (f), https:/digitallibrary.un.org/
record/7998537In=en. The recent events in Ukraine, unfortunately, call this commitment into question.
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Continue to Improve Cybersecurity
of Nuclear Systems

Modern nuclear weapons in the United States and Russia include
some digital and automated systems. Adding digital tools carries
potential benefits but also significant risks, including some that are
not fully understood. To reduce these risks, the United States and
Russia should:

* Conduct unilateral fail-safe reviews to understand and
identify steps to reduce vulnerabilities in warning,
command, control, and communications systems for
nuclear weapons, as well as in nuclear weapons and
delivery vehicles that may be introduced or exacerbated
by cyber threats. An internal review to affirm that any nuclear
system problems would be “fail-safe” would strengthen internal
safeguards against cyber threats. Such reviews should be done
at a classified level as needed.

* Prioritize digital security and reliability alongside cost,

schedule, and performance for all operating systems, as
well as in acquiring and procuring nuclear weapons and
related systems in the context of nuclear modernization and
increasing reliance on digitization. Such prioritization may
necessitate compromises to functional technology advantages
in service of security and reliability. In both the United States
and Russia, digital systems should meet clearly established
security and reliability thresholds before being adopted into the
service. Resources should be allocated to test and establish that
leaders and militaries can retain confidence that their nuclear
forces will always be ready if needed, but never used without
proper authorization due to cyber/information attacks.?

20 Dumbacher and Stoutland, U.S. Nuclear Weapons Modernization, 30-2.
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Increase Transparency
and Communication

Improved transparency and communication would improve stability
and reduce risks of miscalculation, particularly during periods

of increased tension. Regular, ongoing, high-level strategic
stability dialogues and other exchanges (e.g., military-to-military
exchanges) help to build a broader environment of understanding
and trust. The approaches described below, if adopted, could help
guard against potentially dangerous miscalculations or blunders.

* Deploy the “cyber hotline” communications channel more
readily, ideally within hours of an incident, suspected
disruption, destruction, or otherwise destabilizing cyber
activity related to nuclear weapons or related systems.
Quicker, collaborative, and more thorough use of emergency
communications channels is necessary to avert both nuclear
miscalculation and cyber confrontation. Engagement via
diplomatic channels can help ascertain and verify the source of
an attack or technical failure and avoid mistaken attribution. The
existing risk-reduction center communications channels are not
survivable links to connect leaders in times of nuclear crises,
however. Secure communication channels to connect U.S. and
Russian leaders should be established.

* Terms of use of the communications channels should
be better established between the United States and
Russia, including the type of content expected to be
shared (e.g., the degree to which tactics, techniques, and
procedures can and should be shared), to avoid unhelpful
or ineffective collaboration. Leaders and their teams should
make better use of the official communications channels by
clarifying the purpose of their use. Existing practices for using
“hotlines” or risk-reduction centers—originally devised to
reduce escalatory and nuclear risks between Russia and the
United States—are valuable, but insufficient.

* To avert miscalculations, enhance communications

between military leaders at different levels and establish
practices of providing notice of cyber trainings and
exercises, or military exercises with cyber components,
modeled on the 1972 Incidents at Sea agreement between
the United States and U.S.S.R., which enables information
sharing to help clarify military activities at sea. The
approach could reduce the possibility of conflict by accident or
miscalculation in the same way the Incidents at Sea agreement
provides clarity about the movement of ships and aircraft. Both
Russia and the United States have previously proposed such an
agreement to alleviate cyber-nuclear risks.?

Increase transparency by sharing data on ballistic missile
launches, to include launches from nation states and
commercial entities. Given the proliferation of global space
and missile launches, gathering a list of all anticipated launches
by drawing on public and private channels is an extensive task.
A shared data source collating only already-public and official,
unclassified information could improve the scope and timeliness
of launch data, against which the military officers could verify
warning signatures. Although physical locations for such data-
exchange centers could be considered, virtual centers may be
viable and more feasible. China could also be invited to join in
such a virtual center.

Engage in consultations with other countries. Dialogue on
cyber-nuclear risks is critical for U.S.-Russian relations, but
cybersecurity is also a global challenge. The United States
and Russia should seek ways to discuss cyber-nuclear risks
with other countries including China, France, India, Pakistan,
and the United Kingdom. Most urgent tracks for cooperation
should include exchanging information about cyber threats and
challenges and best practices on addressing them.

21 American diplomats have proposed such an approach dating to at least 2017; President Putin of Russia recommended the approach in “Statement by President
of Russia Vladimir Putin on a Comprehensive Program of Measures for Restoring the Russia-U.S. Cooperation in the Field of International Information Security,”

September 25, 2020, http://en.kremlin.ru/events/president/news/64086.
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Joint Data Exchange Center

On June 4, 2000, the U.S. and Russian presidents signed a
Memorandum of Agreement establishing a Joint Center for the
Exchange of Data from Early Warning Systems and Notifications
of Missile Launches (JDEC) in Moscow, for the exchange of
information derived from each side’s warning systems on the
launches of ballistic missiles and space-launch vehicles. The
stated purpose of the agreement was to strengthen strategic
stability by further reducing the danger that ballistic missiles
might be launched on the basis of false warning of attack, and
to promote increased mutual confidence in the capabilities of
the ballistic missile early warning systems of both sides. The
agreement was the first time the United States and Russia
agreed to a permanent joint operation involving U.S. and Russian
military personnel.

The JDEC was to be staffed 24 hours a day, seven days a week,
with American and Russian personnel. It would also serve as the
repository for the notifications to be provided as part of an agreed
system for exchanging pre-launch notifications of the launches of
ballistic missiles and space-launch vehicles, negotiated separately.

Although the parties expended considerable effort for more

than a decade, the JDEC failed to produce a tangible result.
Failure to resolve issues associated with taxes and liabilities—
and increasing Russian concerns over U.S. policies on missile
defense—effectively stalled progress. In 2009, the U.S. and
Russian presidents agreed to pursue the long-stalled activation
of the JDEC, for the stated purpose of becoming “the basis for a
multilateral missile-launch notification regime,” but that effort also
failed to produce the intended result.

Since JDEC was first discussed, significant global proliferation of
advanced missile systems, and advances in missile technology
and launch-detection sensors, have dramatically altered the
strategic landscape. The original rationale for the JDEC—to reduce
the danger that ballistic missiles might be launched on the basis

of false warning of an attack and increase mutual confidence—
persists. Moreover, the depth of these concerns has been
amplified by the threat of cyberattacks on NC3 structures and early
warning systems.

These significant changes suggest that the JDEC concept should
be revisited and that a broadened scope may be beneficial.

Consistent with the general intent of the original JDEC agreement,
nations could share information from their respective satellite

and radar sensors on the launch of missiles and space-launch
vehicles. In contrast to the original concept, however, advances in
communication technology enable consideration of a virtual center,
potentially avoiding some of the pitfalls of the original agreement.
In addition, the cyber and space domains, not envisioned in the
original agreement, could be considered for inclusion.

Finally, including other countries could be considered. NATO and/
or China could be brought into the initiative and agreement, either
at the outset or later. Other countries could be added, as agreed by
the parties to the agreement, making it a truly “global” center.




Elevate Approval Authority for
Cyber, Information, or Any Other
Operation Involving ICTs

A cyber or information operation with the potential to disrupt a
nation’s nuclear deterrence mission should be approved at the
same level as required for nuclear use. This policy would ensure
that cyber operations with the potential to impact nuclear systems
of another country would have the explicit knowledge and approval
of the same officials who would authorize use of a nuclear
weapon. Toward this end, the United States and Russia should:

* Ensure cyber, information, or any other operation involving
ICTs with the potential to disrupt another nation’s nuclear
deterrence mission are approved by the same officials with
authority for ordering use of a nuclear weapon. This com-
mitment would ensure that the most sensitive and potentially
escalatory cyber and information operations have the explicit
approval of the same leader responsible for the most significant
of military decisions, use of a nuclear weapon. This change
would not necessarily alter existing policy for cyber or informa-
tion operations that do not have the potential to impact nuclear
deterrence missions.

¢ |n addition, the United States and Russia should commit
to enhance oversight of and take legal action to minimize
or halt any non-state cyber or information operations
emanating from their territory that have the potential to
influence or harm nuclear deterrence and stability. Govern-
ment situational awareness should extend to non-military and
non-state actors’ cyber or information activities that could lead
to catastrophic nuclear risks. This concept builds on the existing
agreement between the United States and Russia that “States
should not knowingly allow their territory to be used for interna-
tionally wrongful acts using ICTs."?

Eliminate Policies That Threaten
Nuclear Response
to Cyberattack

The United States and Russia should narrow the circumstances
under which they would consider a nuclear response and should
not threaten a nuclear response to a cyberattack. Cyberattacks
can be deterred and/or followed by more proportionate responses,
thereby increasing the credibility of cyber as well as nuclear
deterrence. Previously established American and Russian nuclear
policies have not yet fully addressed the risks of cyber insecurity
and may, in their current form, increase the potential for use of a
nuclear weapon.

The United States and Russia should:

* Revise policies, posture, and force-planning documents to
reduce the potential for nuclear response to cyberattacks.
Political commitments are a way of communicating intent and
can help avert misinterpretation and actions that could lead
to inadvertent nuclear war. Policy, force posture, and doctrine
should not signal an intention to wage a nuclear attack against
the perpetrator of a cyber or information attack, even if those
responses are considered to be non-nuclear strategic attacks.
A potentially important exception could be to maintain the
option for nuclear retaliation against a cyberattack that severely
impacts nuclear weapons command, control, communications,
or warning systems.?

22 Report of the UN GGE 2015 (later adopted by the U.N. General Assembly Resolution AIRES/70/237), https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES %2F70

%2F237&Language=E&Device Type=Desktop&LangRequested=False.

23 This recommendation would work in tandem with the recommendations regarding the need for clarification of which systems are critical to the nuclear deterrence
mission and for restraint in conducting cyber or information intrusions, or intelligence probing in them.
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Implementation

Various mechanisms to implement these proposals are available
to U.S. and Russian leaders, ranging from declaratory policy
changes, to mutual political commitments, to changes in internal
acquisitions and management procedures. To fully address the
range of risk-reduction measures that will minimize the potential for
cyber operations to prompt a nuclear crisis, the United States and
Russia should pursue multiple approaches.

New or revised political commitments, strategic stability
dialogues, and unilateral actions can be leveraged to
address cyber issues and reduce risks. Changes in formal
declaratory policy commitments could reduce the risk that
miscalculation could prompt a nuclear crisis. In strategic
stability talks, refraining from interference in nuclear weapons
and NC3 systems could be discussed. The United States and
Russia could also opt to share information that would build
understanding and set expectations in a crisis situation. In
addition, each state should undertake unilateral actions, such
as conducting extensive fail-safe reviews of their respective

»

nuclear systems. In the near term, the two governments
should also consider participating in track 1.5 dialogues to
develop ideas and work through challenges of some of the
more practical considerations in this report, such as the joint
exchange of missile launch data.

In the mid- to long-term, cybersecurity can be improved in the
context of ongoing nuclear weapons systems modernization.

Mutual commitments can be codified through various political

or legal formats. Nuclear force modernization in each country
presents an opportunity to clarify, isolate, and distinguish which
systems are involved in nuclear deterrence missions from civilian
infrastructure, critical national assets, and conventional warfighting
systems. Modernization also provides opportunities to improve
system resiliency and upgrade cybersecurity measures and
practices. Both the United States and Russia should prioritize
cyber-nuclear weapons risk-reduction as they pursue future
bilateral and multilateral arms control, confidence-building, and
transparency initiatives.

i
v
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CHIDKeHMe K1bep-pUCKOB [J15 AIEPHOIO OPYXUS:

IIPEeIJIOXXEeHMSI [0 UTOraM POCCUICKO-aMePMKaAHCKOTO
3KCITePTHOTO JIMajiora

CEHTABPb 2023

NTI

BUILDING A SAFER WORLD L



O NTI

WhnumatvBa no cokpallenmto sgepHoi yrpoasl (Nuclear
Threat Initiative — NTI) — 370 HekoMMmepyeckas, HenapTuitHas
OpraHu3aumsl, 3aHMMaroLLascs Bonpocamu rnobansHom
6e30nacHOCTH 1 HanpaBneHHas Ha CHIKEHNE SAEPHbIX 1
Buonornyeckmx yrpos, yrpoxaroLLmx YenoBeyecTBy.

MHeHus, BblpaxXeHHble B JaHHO MybnvkaLum, He 0bs3aTenbHo
OTpaXxatoT TouKy 3peHust CoseTa anpektopoB NTI nmm
YUYPEXOEHUI, CBA3AHHBIX C HUM.

NTI %

BUILDING A SAFER WORLD

O aunanore

NTI opraHu3oBana guanor Mexay HenpaBUTENbCTBEHHbIMM
aMepUKaHCKUMW 1 POCCUIACKMMM 3KcTiepTamu no kubep/
MH(OPMaLMOHHON Be30MacHOCTM U MOMIUTUKE B 06NacTy SAEPHOro
opyxwsl. Mocne nepsbix 6eceq B Mockse B 2019 rogy o BbiBoAax
Wccneposatensckoit rpynnbl NTI no knbepsigepHoMy opyxuto
6BbIn ycTaHoBneH guanor no Tpeky I, koTopbI npogomkancs
BMPTYanbHO Ha MiIeHapHbIX 3aCeAaHnsX U 3aceaaHnsx Manbix
rpynn B 2020 1 2021 rogax. Cnmcok y4acTHUKOB NPUBEAEH B
MpunoxeHun 1.

AKcnepTbl OCHOBLIBaNNCH Ha 06LLIEM MOHUMAHIM TOTO, YTO
CUCTEMbI SAEPHOTO OPYXIS AOMKHBI BbITh 3aLLMLLEHBI OT
knbepyrpo3, a TaKke ApYrux Yrpo3, CBA3aHHbIX ¢ MHGOPMALOHHO-
KOMMYHYKaLMOHHbIMU TexHonorusimu (UKT), v uto nopaepxaHue
CTabUMbHOCTY YHUKATbHbIX aMepUKaHO-POCCUICKIX SAEPHBIX
OTHOLLEHW TpebYeT BYCTOPOHHETO COTPYAHMYECTBA, fake
HECMOTPS! Ha TEKYLLYIO reonoNUT4YecKyto 06CTaHOBKY. Bbinm
PacCMOTPEHbI Takie TEMbI, kak BO3MOXHbIE CLiEHapuK kpuanca

W MyTI 3ckanauuy, BO3MOXHOCTM ANs YKpenneHus JoBepus

11 NPeACKka3yeMOCTY B OTHOLLEHMSIX, & TaKKe [ABYCTOPOHHME
KnBepsaaepHble HOPMbI, KOTOPbIE MOTYT CHU3UTL PUCKU. Mpynna
BblpaboTarna uaen COBMECTHbIX M MapannenbHbIX AEACTBHUI Mo
CHVDKEHYIO PUCKOB, CBA3AHHBIX C KNOGEPSIEPHBIM OpYXMeM, Ans
PaCCMOTPEHNS U MPUHATIS NPaBUTENBCTBAMU 0BEUX CTPaH.

[NpvBELEHHbIE HIKE PEKOMEHALMM NPKU3BaHbI MOMOYb M30EXaTb
WM CHU3WTL PUCKW KnbepaTaku, KOTopasi MOXET NPUBECTY K
S0epHOMY Kpuancy. PekomeHaaumm, NpuBeaeHHble B JaHHOM
cTaTbe, npeanaratot nonmtukam B Poccun v CLUA, a Takke B
APYruX CTpaHax BapuaHTbl CHUKEHMS pucka knbepaTtaku unm
aTakn Ha MHhOpMaLMOHHYH 6€30MacHOCTb, KOTOPbIE MOTYT
MPUBECTU K SAEPHON BOWHE.

YYaCTHUKI-3KCNEPTbI BbICKA3aNN 3aMeyaHmst Mo NpoekTy
cofiepaHus M pekoMeHAaLmin AaHHoro otyeTa. OfHako ydyacTie
B AMarnore He 03Ha4YaeT COrnacus C KaxasIM acnekToM oT4eTa Unm
€ro pekoMeHaaLMAMM.



OrnaBneHue

L]0 o 1o 00 55 I 6 6600 0000 00 5 0 00 0 66 6 6 6 6 66 6 6 6 66 c o0 oo oo o e s 4
TTPMHLMMBI COTPYIHMUECTBA . .+« o« v e vttt ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e 6
[TPeIOKEHUS (KPATKOE OMUCAHME) . . o o vt v e e ettt et et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 7
Puck ackanauuu: 0T kubeponepaumin 4O SAEPHON BOMHBI . ..« v vttt ettt et et et e e et et e 8
MpeanoxeHus Mo AeNCTBUAM CLUA M POCCUM . . .. oo e e e 11

Bo3nepxuBaThcs OT BMELLATENBCTBA B SAEPHOE OpYXkWE 1 CBA3aHHBIE C HUM CUCTEMbI, BKITHOYAS SAEPHbIE CUCTEMbI
KOMaH40BaHu!s, ynpaBreHnsl, CBsA3u, A0CTaBKM 1 NpeaynpexaeHns OLeHNTb BaphaHTbl MUHUMW3ALMIA NepenneTeHms
WA VHTErpaLn CUCTEM YNpaBNeHUst OAHOBPEMEHHO OObIYHBIMN W SLEPHBIMIA CUTaMU U CPEACTBAMM.. . . . o .o e v evvvav s 11

OLEeHTL BapuaHTbl MUHUM3aLMI NepennieTeHns WK UHTErpaLymn CUCTEM YNPaBeHNs OAHOBPEMEHHO

OBbIYHBIMN W SAEPHBIMA CUMTAMU U CPEACTBAMM. . .« .+ e v e v ettt et e e e e e e e e e e e e e e e e e e e e e e e 12
MpogomkmTb paboTy MO NOBLILLEHNIO KNOEPOE30MACHOCTY FAEPHBIX CUCTEM . . . . v ettt ve e et ettt et et e e e ee e e eee s 13
[MOBbILIEHNE MPO3PAYHOCTM M KOMMYHUKALIMM. . . o o o\t v e et e et e et e e e e et e e e e e e e e e e e e e e e e e e e e e 14

MoBbILIEHWE YPOBHS MOSTHOMOYMIA MO YTBEPXKAEHNIO KNGEP-, MHOPMALIMOHHBIX MIW MIoBbIX SpYriX onepaLiyii

CMCMOMB30BAHNEM VKT . ettt e e e e 17
OTka3 OT MOMNTUKK, YTPOXKAIOLLEN AAEPHBIM OTBETOM HA KMOEPATAKY . . . . v v v v vttt ettt ettt e ettt e e e e e e ae e 17
PeamUaaLMa . ... ..ottt e e e e 18
MpunoxeHne 1. YUaCTHUKN TPEKA Il . . . ettt e e e e e e e 19
YyacTHUKM M3 CLUA M BERMKOOPUTAHUM . . . .o oot e et e et e et e e e e e e e e e e e e e 19
POCCUACKAE YHACTHUIKM . . . . .o e e ettt et et et e e e e e e e et e e e e e e e e e e ettt e e e e e e e 19

BNAMOMAPHOCTH . . o oottt e et e e e e R 20




NpeaucnoBue

B coBpemeHHbIN SAepHbIi BeK HET Bonee akTyanbHOW 3agaun,
4eM NOHUMaHKe 1 CMArYeHre NoTEeHLMarnbHbIX PUCKOB,
BO3HMKAOLLMX MPW UCNONIb30BAHWM KMOEPHETNYECKMX CUCTEM
Ans ynpaeneHus sgepHeiM opyxuem. B 2016 rogy Vnnynatmsa
Mo COKPALLEHMIO SAEPHON Yrpo3bl cO3Bana UcCrnesoBaTenbCkyto
rpynny, B KOTOPYO BOLLMM BUAHbIE ObIBLUME FOCYAAPCTBEHHbIE
cnyxallue, OTCTaBHble BOEHAYanbHIKA 1 9KCMEPTI MO
S0epHbIM CUCTEMAM U NMONUTIKE, KOTOPbIE NPULLIK K BbIBOAY,
4TO ycneluHas kubeparaka Ha CUCTEMbI SAEPHOTO OPYXUS

CLUA moxeT umeTb katacTpodmyeckume nocneacTams.! OHu
NoATBEepAUNM 0BeCrnoKOeHHOCTb TeM, YTo CoeMHEHHbIE
LUTaTbl 1 BCe rocygapcTea, obnagatoLLme SaepHsIM OpyKueM,
He MOTYT paccyMTbIBaTh Ha TO, YTO LGPOBLIE KOMMOHEHTDI
SLEPHOrO OPYXWS, CUCTEM YyNpaBneHus U NpeaynpexaneHus He
CKOMMPOMETUPOBaHbI U He ByayT ckoMNPOMETUPOBaHbI. Bonee
TOr0, TEXHUYECKIE Mepbl knbepbe3onacHoCTH, HECMOTPS Ha X
VCKIHOYMTENBHYIO BaXKHOCTb, camut o cebe He MoryT obecneumTb
[0CTaTO4HY0 YBEPEHHOCTb B 6€30MacHOCTU U HaEXHOCTH
KPUTUYECKM BaXHbIX S4epHbIX cucTeM. Knbepyrposbl cuctemam
SLEPHOr0 OPYXWS MOBLILLAIOT PUCK MPUMEHEHUS U3-3a NOXKHOMO
npeaynpexaeHns umm npocyeTa, MOryT NOAOPBaTh JOBEPUE

K curnam sigepHoro CAepXuBaHus 1 elye bonblue NogopaaTh
CTpaTernyeckyto CTabunbHOCTb.

Wccneposatensckas rpynna 2016 roga pekomeHgoBana
CoeauHeHHbIM LLTaTam 1 Bcem sLepHbIM fepkaBam NPeanprHsTL
CaMOCTOSTENbHbIE Lark No MakcyManbHO BO3MOXHOMY
CHIDKEHII0 KMOEPSAEPHbIX PUCKOB. B CBA3M C 9TUM Mbl YaCTHBIM
0bpasom 1 nybnuyHo npu3biBaem npasutenscTao CLIA
NpOBECTW BCEODBEMIIOLLMIA «0BECTIEUMBAIOLLMIA BbICOKYIO
HapeXHOCTb 0630p SAEpHON 6e30MacHOCTIY, COKYCMPOBaHHBIN
MIMEHHO Ha 3TWX Bompocax.? B HacTosiLyee Bpems NpoBeaeHe
0630pa npean1caHo Ha 3akoHOAATENbLHOM YPOBHE B 3aKOHe O
MOMHOMOYMSIX B 061acT HalmMoHanbHoit 06opoHbl 0T 2022 roaa
1 06bABNEHO aaMuHMcTpaumen baiineHa B O63ope saepHoi
nonutuku 3a 2022 rog,.

Mpu3HaBasi, YTO OOHOCTOPOHHME U TEXHUYECKNE MEpbI
HeoOX0AMMbI, HO HEAOCTATOYHbI, UCCrefoBaTeNbCkas rpynna
2016 ropa TaKkke pekomenaoBana npasutenscTay CLUA

NPUMEHSTb rNobanbHbIiA SUNAOMATUYECKUIA NOLXOL, YUUTLIBaS,
4TO MOCMEACTBUS ANs CTPATEMYECKON CTaBUMBLHOCTW HOCSAT
rnobanbHblil XapakTep 1 4To Apyrue cTpaHbl — Kak ¢ SAepHbIM
OpyXueMm, Tak n 6e3 Hero — CTankuBatoTcs ¢ kubepyrposamm

1 CaMu NPeACTaBNSHoOT UX. B yacTHOCTU, B kKauecTBe NepBoro
Lara B AOKINaae pekoMeHayeTcs NPOBECTM [BYCTOPOHHMI
avanor ¢ Poccrei, yunTbiBas B3aMHYH OTBETCTBEHHOCTb

ABYX KPYMHENLLMX SSAEPHbIX AepXaB M1pa 3a To, 4ToObI
n3bexarb OMacHoOro CLeHapus MPUMEHEHNS AAEPHOTO

opyxwsi. CoeguHeHHble LTaThl n Poccuitckas ®epepaums
BOMXKHbI COBMECTHO pa3paboTaTb HOPMbl, «KPAcHbIE IMHINY

1 Apyrie Mepbl, NOHMMas, YTO kubepaTaka MOXET Bbl3BaTb
KaTacTpodnyecknin 1 HenpeaHamMepeHHbIid KOHMKT. Kak
oTpearupyet nbas 13 CTOPOH, eCIv Apyrasi CTOPOHa peLUmnT
MPOBEPUTb B feNe CBOW SAepHbIe CUCTEMbI NpeaynpexaeHus
unv ynpasnenus? ['Ae rpaHb MeXay NPOBEPKOV U HanafeHnem?
MOXHO nn NOBbICUTL B3aUMHyL GE30MACHOCTb 3a CHET MyyLLEro
MOHUMAHWS PUCKOB, 1 BO3MOXHO N JOCTUKEHWE COTMaLLEHNN

0 NPOSIBNEHNN CAEPXKAHHOCTM B KnbepsioepHoii cepe?
Tparuyeckuin kOH(NUKT Mexay Poccuen u YkpauHoi genaet
Kaabli U3 3TUX BaXKHbIX BOMPOCOB Gonee akTyanbHbIM, a Takke
Bonee onacHbIM.

YuuTbiBas 04eBUOHYIO [ENUKATHOCTb, CIOXHO BECTH

Takve 0bCyxaeHns no ouLnanbHBIM KaHanam ¢

S4ePHbIM KOHKYPEHTOM, AaXe KOoraa OTHOLLEHWS! MeHee
HanpshkeHHble, Yem cenvac. HeoduupanbHblin guanor Mexay
HenpaBUTENbCTBEHHbIMI SKCMEPTAMM YaCTO MOXET ObITh
OCHOBHbIM NMyTEM HEO(MLIMANBHOTO N3yYeHNs U pa3paboTki
“aemn n pekoMeHgauni ansg npaBuTenseTB. AIMEHHO 3TO Mbl U
npegnonaranu, koraa NTI co3Bana aMmepuKaHCKuX 3KCnepToB
Ans BCTpeun ¢ poceuickumu konneramu B Mockse 8 2019 rogy,
4TOGbI U3Y4MTb BOIMOXHOCTI COTPYAHNYECTBA B 3TON 06nacTu.
lMocnegytowme yeunus, Npogomxasiumecs go koHua 2021 roga,
npuBenM K rnybokum CoaepxaTenbHbIM AUCKYCCusiM 1 pa3paboTke
BaXHbIX PEKOMEHLALMIA, OTPAXEHHbIX B JAHHOM OTYETE.

[Mocne BTopxeHus Poccuu B YkpauHy B KoHLE espans 2022
rofja Mbl MPU3HaeM, YTO ceityac Janeko He camoe noaxogsilee
BPEMS! A7 BbIABVKEHNS HOBBIX HEOTMOXHbIX MOMNTUYECKIX

1 Pabora Wccneposatenbckoi rpynnbl No kubepsaepHomy opyxuto 06o6LeHa B otyeTe 2018 roaa «AaepHoe opyxiue B HOBYHO knbepanoxy: 0T4eT 1CCneoBaTEeNbCKo
rpynmbl no kubepsaepHomy opyxuiox, asTopsl Menmk O. Ctaytnena u Camanta Muttc-Kudbep, MHnumatvea no cokpalleHmio saepHoi yrposbl (CeHTsbpb 2018 1),

https://media.nti.org/documents/Cyber_report_finalsmall.pdf.

2 Cam HaHH 1 OpHect . MoHu3, «baiineH pomkeH caenatb 6onblue, 4Tobbl NPEAOTBPATUTL CIyYaiiHbIN 3amyck saepHoro opyxmst. Bot kak» (Biden Should Do More to
Prevent the Accidental Launch of Nuclear Weapons. Here's How), Washington Post, 17 Hosbps 2021 roaa, https://www.washingtonpost.com/opinions/2021/11/17/biden-
should-do-more-prevent-accidental-launch-nuclear-weapons-heres-how. 3akoH 0 nonHomoumsix B 06nacTin HauvmoHanbHoit 06opoHbl (NDAA) ot 2022 roga Tpebyet ot
MUHNCTPa 0BOPOHbI MPOBECTY «0BECTEUMBAIOLLMI BBICOKYIO HAAEXHOCTbY 0030p SAEPHOTO OPYXNS, KOMAHAOBAHWS U YNIPABMNEHVS, @ Takke CUCTEM UHTErpUPOBaHHOTO

OMOBELLIEHNSI 0 BO3MOXHOMN Yrpo3e 1 oLeHky yrposbl (ITW/AA).



uaen ans ABYCTOPOHHEro auanora no 6e30macHoCTH, HO
knbepsioepHbIEe BbI30BbI MPEACTABMSIOT CEPbE3HYH YTpo3y

anst CLUA, HATO un Poccuu. CeroHsi KOHPANKT Tparu4ecku
MPOAOMKAETCS, CUTYaLMs C HanpshkeHHOCTbI0 Mexay CLUA n
Poccueit yxyalmnachb, a siepHble pucki pactyT. HecmoTps

Ha 310, npe3naeHT baiaeH 3assun, 4to CoeanHeHHble LLTaTh
roToBbl paboTath ¢ Poccrei Hag HOBbIMI JOTOBOPEHHOCTSMM
MO KOHTPOIKO Haf BOOPYXEHUSMU, 11 peani3aums nporpaMmbl
«HoBbI cTapT» npogomkaeTcs. HecMoTps Ha cepbesHble
pasHornacys 1 TPEHWs B 4BYCTOPOHHUX OTHOLLEHUSIX, B3aUMHbIe
00s13aTenbCTBA N0 NPeLOTBpPALLEHNO AEPHOI KaTacTpodbl
COXPaHSIIOT NepBOCTENEHHYK BaXHOCTb. [lnanor o CTpaTernyeckoi
CTabMMBHOCTY 1 NEPEroBOPbI MO KOHTPOIKO HaL BOOPYXEHUAMM
MeXay HalMMK CTpaHamy AOKHbI BO30OHOBUTLCS, 1 MO

Mepe VX NpoBeaeHuUst TeMa CHUKEHWS knbepsinepHbIX PUCKOB
[O0MKHA 3aHATb BaKHOE MECTO B NMoBecTke AHst. Kpome Toro,

1 0COOEHHO B YCOBMSIX 04eHb cnaboro aoeepus Mexay CLUA
1 Poccrent, 0be cTpaHbl JOMKHbI YAENSTb NEPBOOYEPEAHOE
BHUMaHWe OLHOCTOPOHHUM AENCTBUSIM NO CHUMKEHWIO AAEPHBIX
prckoB. Mbl HaieeMcs1, UTO MAEU, U3NOXEHHbIe B 3TOM OTYETE,
MOrYT CTaTb OCHOBOW A1151 BaXHbIX AEMCTBUA 1 Ananora Mexay
CoeauHeHHbIMm WTaTtamu 1 Poccweit.

BriBwuii cenatop CLUA Cam HanH sBnsieTcs coyupeantenem u
conpeacenatenem NTI. 3a 24 roga pabotbl B CeHate CLUA HaHH
Obin NpefcefaTenem CEHaTCKOro KOMUTETa NO BOOPYXKEHHBIM
curnam 1 ctan MHULMaTopom nporpammel « COBMECTHOE
YMeHbLUEHWE Yrpo3bly, KoTopast 0becneynBana CoXxpaHHOCTb

W YTUNN3ALMIO OPYXUS MACCOBOTO NOPaXEHUS Ha TEPPUTOPUM
ObIBLUNX COBETCKMX pecnybmnuK.

3 e s

BbiBwwit MuHncTp aHepreTuku CLUA dpHect Ix. MoHu3
SBMIAETCA conpeacesaTeneM u reHepasnbHbIM AUPEKTOPOM
NTI. -p Monwn3 3aHnman noct MuHucTpa aHepretuku CLUA

¢ 2013 no 2017 roa, v B 3TOT NepKoz OH OblN OAHUM 13
KMHOYeBbIX Y4aCTHUKOB NEPEroBOpoB M0 UCTOPUYECKOMY
snepHomy cornatuenmnio mexay CLUA n MpaHom o CoBMeCTHOM
BCeoObEMNOLLIEM NTaHe AeNCTBUIA.

Meimk CTayTneHa — KoH
npeauaeHT nporpammbl NTI Mo Hay4HO-TEXHNYECKM BOMPOCaM.
CrayTneHs 3aHumMan pykoBOAsiLME AOMKHOCTM B [luBepMopcKom
HaLoHanbHow nabopatopun nmenm JloypeHca, MunucTtepcTse
3HepreTuki CLUA v JToc-Anamocckoil HauuoHarnbHoi nabopatopum.

P

bTaHT NTI v ObIBLLIMI BULE-

[nanor o ctpaternyeckon ctabmnnbHOCTU U NEepPeroBopbl MO KOHTPOSO Haa
BOOPY>XEHUAMM MEXAY HallMMKN CTPaHaMM OOMXKHbl BO30OOHOBUTLCS, U NO
Mepe NX NpoBeAEeHNS TeMa CHUXKEHUS KMOepsiAepHbIX PUCKOB A0SMKHA 3aHATb

Ba>XHO€ MeCTO B NOBECTKE OHA.




MprHUMNbLI cOTPyaAHNYeCTBA

rogbl puck rnobanbHomn kmbepyrposbl ¢ BOMbLION BEPOSTHOCTHIO
OyneT pacTut 1 ycyryonsaTbes, UTo TpEBYET MPUHATUS CPOYHBIX
Mep yxe cenyac;

B coBmecTHOM 3asBneHum ot 16 moHsa 2021 roga npesnaeHT
baiaeH n npesugeHT MNyTuH noaTBEPAUNU, YTO B SAEPHON BONHE
Henb3s NobeanTb N HeMb3s €€ HauNHaTb, MOBTOPUB UCTOPUYECKOE
3asaBneHne 1985 roga npesnaeHta PeitraHa u npegceaarens
Fop6ayeBa.® OnHako YTOObI sifepHast BOiHa HUKOTAa He
Npou3oLLa, B TOM YUCIIE 1 BOWHA, CIy4alnHO CNpOBOLMPOBaHHas
KNbepHETNYECKUM NN UHCOPMALIMOHHBIM MHLIMAEHTOM UMK
atakoit, 06enm cTpaHam HeobXoanMbI BANTENBHOCTL, TBOPYECKMIA
NOAX0Z U CLEPXKAHHOCTb.

[ins ABYCTOPOHHErO COTpYAHMYECTBA B 3Toi obnactu CLLUA n Poccun
Heobxoammo paspaboTaTthb 06LLUMe MPUHLNMBI, NPU3HABAS, YTO:

* Knbepyrposa SAEPHOMY OPYXMIO U CBS3aHHBIM C HUM CUCTEMAM
— celyac v B OyaylemM — nNpeacTaBnsieT cepbesHbli pUck ans
CTpaTernyeckon ctabunbHOCTH 1 6e30macHoOCTY;

¢ CUCTEMbI SiEPHOIO OPYXUS LOMKHbI ObITh 3aLLMLLEHbI OT
knbepyrpos, 4to NoTpebyeT coueTaHnst OQHOCTOPOHHMX U
COBMECTHbIX TEXHUYECKMX M NONUTUYECKUX Mep. B Brimxaniuve

B [IONOMNHEHIE K OAHOCTOPOHHIM [GACTBUAM 1 HECMOTPSA Ha
HU3KWIA yPOBEHb AOBEPHS], YHUKATTbHbII XapaKkTep aMepukaHo-
POCCUIACKIX SAEPHBIX OTHOLLEHWIA 11 SK3UCTEHLMANBHBIN XapaKkTep
Kubepyrposbl N CUCTEM SAEPHOTO OPYXXWs TPEBYIOT OT CTOPOH
MPVOPUTETHOTO BHUMAHWS K MOMCKY B3aMHbIX obriacTeil
COrnacusl 1 COTPYAHNYECTBA ANS CHIKEHUS SEPHBIX PUCKOB;

MOHMWTOPUHT M BbICOKOZOCTOBEPHAs MPOBEPKA J0bbIX
COTNAcoBaHHbIX Mep MOXeT BbITb 04EHb CIOKHOM MK Aake
HEBO3MOXHOM 3aaayeit. CTOPOHbI AOIMKHbI PAaCCMOTPETh
Mepbl M0 YKPEMMEHUIO JOBEPHS], MPO3PaYHOCTM, OOMEHY
WHopMaLmeil 1 PyKOBOLSALLME NPUHLMNLI OTBETCTBEHHOTO
NOBELEHNS rOCYAAPCTB, OCHOBaHHbIE Ha NEPEAOBON NPaKTUKe
CLUA n Poccun, faxe ecnm TeXHUYECKe MePbI ANt CTPOToiA
MPOBEPKN HEAOCTYMHbI UM HEMPAKTUYHBI.

Knbepyrposa saepHOMy OpY>XUHO U CBA3@HHbIM C HUM CUCTEMaM — Cenyac 1 B
OyayLem — npeacTaBnsieT Cepbe3Hbli PUCK OS5 CTpaTerMyeckom ctabunbHOCTU

1 6e30nacHOCTH.

3 3 auBaps 2022 rofa nupeps! NSTV rocyaapcTs, 0bnaaaloLyx SAEpHbIM OpyXMEM 1 MPU3HaHHbIX B [loroBope 0 HepacnpocTpaHeHun saepHoro opyxus (QHAO) —
Kuraiickas HapoaHas Pecnybnuka, ®paHuy3ckas Pecnybnuka, Poccuiickas ®epepauns, CoeanHenHoe KoponescTtso BennkobputaHum n CesepHoit VipnaHaum u
CoepuHeHHble LLTaTbl AMepuku, — OHOBPEMEHHO 3asBUMK, «4TO B SAEPHOI BOVHE HeNb3s NobeaunTb 1 HeMnb3s ee HaunHaTby. COBMECTHOE 3asBNeHre N1AEPOB NATH
rocyfapcTs, 0bnafatoLLmx SAepHbIM OpYXUeM, O NMPeaoTBPaLLEHIN SOEePHOI BOMHbI 1 HE[OMYLLEHNM TOHKI BOOPYXeHuit. benbiit fom (3 aHBaps 2022 roga),
https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/03/p5-statement-on-preventing-nuclear-war-and-avoiding-arms-races.



NpepnoxeHus
(KkpaTKoe onucaHue)

Cnepytowwme wectb npeanoxennn ans CLUA n Poccum
HanpaBeHbI Ha CHINKEHWE KNOEPPUCKOB C LieMbio MOBbICUTH
CTpaTernyeckyto cTabunbHOCTbL U M3bexath KaTacTpohniecKkoro
NPUMEHEHNS AAEePHOrO OPYXKS.

CoepaunHeHHble LWTaTbl 1 Poccus QOMmKHbI:

1. BosgepxuBaTtbCs OT BMELLATENBCTBA B SAEPHOE OPYXKME
11 CBS3aHHbIE C HAM CUCTEMbI, BKITKOYAsh CUCTEMBI
npeaynpexaeHns, CBs3u, ynpasneHns SaepHbIM OpyXueM 1
cpeacTBamu ero AOCTaBKMY;

OLEHUTb BapuaHTbl MUHUMU3ALIM COBMELLIEHUS! B paMKax
O[HOV CUCTEMbI YNpaBneHne SAepHbIM 1 06bIYHBIM OpYXXUEM;

I'Ipop,on»(aTb NnoBbILLATb KVI69p6e3OI'IaCHOCTb CBOUX
COOTBETCTBYHOLLUNX AOEPHbIX CUCTEM;

MoBbILWATL NPO3PAYHOCTb U PACLUMPSTL KOMMYHMKALUN B
nepuozb! MOBbILIEHHOI HAMPSKEHHOCTH;

MpuHATL NpoLeaYpbI, rapaHTUpytoLme, YTo MioGas

knbep-, MHhopMaLMoHHas unu nobas apyras onepawust

C MCMOMb30BaH1eM MH(OPMALMOHHO-KOMMYHUKALIMOHHBIX
TexHonorui, ncxopswas us CLUA nnm Poceum n cnocobHas
HapyLINTb MACCUIO SIBEPHOTO CAEPKMBAHMS [PYrOM CTpaHl,
Oynet opobpeHa Ha TOM e YpOBHe, KOTOpLINA TpebyeTcs Ans
MPUMEHEHNA ALEPHOMO OPYXNS.

OTkasaTbCs OT MONUTIKY, YrpOXatoLLel NPUMEHEHNEM
SIEPHOT0 OpYXUs B OTBET Ha kubepaTaky.

B pacnopsikeHn amepykaHCKuX U pOCCUIACKUX NuAepoB
NMeloTCs pasHoobpasHble MexaH3Mbl 4ns peanuaaLum aTnx
pekoMeHAaLui. Hekotopble 13 HUX He TpebyloT B3auMHOro
cornacust U MoryT BbITb 4OCTUTHYTbI B OBHOCTOPOHHEM MOPSAKE.
Hpyrvx Leneii cnegyet nobueatbcs B3auMHo. CoeauHeHHble
LUtaTtbl u Poccust OmMKHBI OGHOBPEMEHHO MCMOMNb30BaTh
HECKOMbKO NOAXOAO0B A5 OCHOBATENBHOMO PAcCMOTPEHMS psaa
HeoBX0AMMbIX MEP MO CHKEHWIO PUCKOB, KOTOPbIE NO3BONST
CBECTU K MUHUMYMY BO3MOXHOCTb KNbep- niv MHOpMaLMOHHbIX
onepauui, NPOBOLMPYIOLLMX SAEPHbIV KPU3NC.
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Puck ackanauuun: ot Knbeponepauum oo

A0epHOU BOUHbI*

Ha npoTsikeHnn [ecaTuneTuin XonoaHoM BOMHbI aMepyKaHekme

1 COBETCKIE CTPaTern onacanuch «HeoXuaaHHoN»
KpynHoMacLLTabHOIt SAEPHOI aTaku, KOTopas HaHeceT
paspyLUMTENbHbIN YiLepd 1 BIZOBET CTOMb e paspyLUNTenbHbIA
S0epHbIi 0TBET. HO B 9TOM CTONETUN OCHOBHYH 03a604EHHOCTb
BbI3bIBAET NPOCYET, HELOMOHUMaHWe, Cry4aiHOCTb UMK ackanauus,
koTtopas nobyaut CoeanHerHble LLTatsl nnmn Poccuiickyio
®efiepaLinio OCYLLECTBUTL OAUH UMW HECKOMBKO SAEPHbIX YOapoB.

CerogHs CLUA n Pocewns no-npexHemy obnagatoT npuMepHo
90 npoLeHTaMn SAEPHOMO OPYXNS B MUPE, a Takke SBRSKTCS
OLHVMU M3 CaMbIX OMbITHbIX 1 aKTUBHBIX pa3paboTyMKOB 1
nonb3oBatenen VKT. OgHako nonutuka B 06nactv saepHoro
OpYXWsl HE YCMIEBAET 3a 3TUM TEXHOMOTMYECKM MPOTrPECCOM.
Mexzay TeM NOBCEMECTHOE PacnpoCTpaHeHne nepesoBbIX
undpoBbix cpeacts UKT, a Takoke 1X BCECTOPOHHWE
(PYHKUMOHAMbHbIE NPeNUMYLLECTBa 3acTaBuv NPEANPUITIS
SIEPHOTO OPYXENHOro Komnekca 06enx CTpaH BHEAPUTb
LMPOBbIE TEXHOMOTMM B CBOW CUCTEMBI SAEPHOTO 0Py,
npeaynpexaeHms, KOMaHA0BaHWs!, ynpaenexus n casan.s C
MOZEepHN3aLen NPUXOLAT YS3BMMOCTM 1 OTKPLITOCTb ANS
knbepatak, KOoTopble MOryT NPUBECTU K OMACHBLIM NpocYeTam unu
aBapysIM, BEAYLLWM K MPUMEHEHNIO SOEPHOTO OPYXMS.

Knbep- unu UKT-aTaku noBbILLAOT PUCK 3anycka SAEPHOro
OpYXUs B pe3ynbTate HeJONOHMMAaHNS, HENPaBUIbHOM
aTpubyLMK BOBMEYEHHbIX ML, UMK Aaxe HECAHKLMOHUPOBAHHOTO
NCNOMb30BaHUS OPYXMS NOCPEACTBOM HapyLLEHUs (hU3NYECKON
BesonacHocTn.® B xypLem cryyae nuaepbl MOryT HEBEPHO
onpenenuTb MCTOYHUK kubepaTaku, noTepsTb YBEPEHHOCTb B
CBOEM CMOCOBHOCTN KOHTPONMPOBATL SAEPHOE OPYKIE CBOEN
CTPaHbl, HEBEPHO BOCTIPUHSATL HAYano kpynHoMacluTabHoro
KOHEIIMKTa UK NOTEPSTb YBEPEHHOCTb B HAAEKHOCTU CBOMX
cun caepkueanus. Jliobas 3 aTux cutyaumii MOXeT NPUBECTH
K SAEPHOMY Kpuancy. ITu puckm ycyrybnatotces elle 6onee
HanpskeHHbIMK OTHOLLEeHUAMU Mexay Poccueit u CLUA.

CerogHs CLUA n Poccusa no-npexHemy obnagatot npumepHo 90 npoueHTamu
SOEPHOro OpyXus B MUpeE, a Takke sIBMASATCS OAHUMN U3 CaMblX OMbITHLIX U
aKTMBHbIX pa3paboTtumkoB u nons3osatenen VKT. OgHako nonutuka B obnactu
SOEPHOro OpyXus He ycrneBaeT 3a 3TUM TEXHOSTOMMYECKUM MPOrpeccomMm.

4 B [aHHOM [OKyMeHTE TepMUH «kuGep» MpubnnanTenbHO paBHO3HAYEH TEPMUHY «MH(DOPMALMOHHO-KOMMYHUKaLMOHHbIE TeXHOMOrM» unm UKT.

5  Opur [. Aymbaxep u Menmx O. Craytnena, «Mopeprusaums saepHoro opyxius CLUA: nocneacTBus MHTerpaLum LindpoBbIx TeXHONOrMA Ans 6esonacHocTn 1
nonutukiy (U.S. Nuclear Weapons Modernization: Security and Policy Implications of Integrating Digital Technology), AHuunaTea no cokpaLyeHuo saepHom yrpossl,
Hos6pb 2020, hitps:/media.nti.org/documents/NTI_Modernization2020_FNL-web.pdf; u XaHc M. KpucteHcen n Matt Kopaa, «Poccuiickoe sigepHoe opyxue B 2021
rogy» (Russian Nuclear Weapons, 2021), Bulletin of the Atomic Scientists 77, Ne 2, ctp. 90-108.

6  CraytneHg v MNMuttc-Kudpep, «AnepHoe opyxue B HOBYto knbepanoxy» (Nuclear Weapons in the New Cyber Age).



Kakve knbepataku MOryT 6bITb HACTONMBKO Pa3pyLLMTENbHbIMM,
4T06bI NOAOPBATL SAAEPHOE CaepxuBanne? Lindposble
YA3BMMOCTM 1 HacCTynaTenbHble KubepaencTBus co3aaoT HoBble
PUCKI BO3HWUKHOBEHWS SiEPHOI OMacHOCTH, BKITOYas:

* HapyLLUeHMs, CBA3aHHbIE C COCTOAHNEM NGO HENOCPEACTBEHHO
SIEPHOTO OpYXKs, NGO cicTeM GOEBOro YNpaBneHs sSnepHbIM
opyxuem, b0 0BbIYHBIX CUCTEM BOBHHOTO YNpaBNeHNs Unu
CUCTEM pa3Beaky, HaBMIOAEHNs 1 LieneykasaHus;

* nepekpbiThe AOCTyNna K BOEHHbIM akTMBaM B MUPHOE BPEMA U B
nepuoabl MOBbILUEHHOW Hanps)xXeHHOCTU; a TaKkxe

* VICKaXXeHue, NOAMEHA UM OTpaBneHue HopMaLMmn Ans N,
MPUHAMAKOLLMX PELLEHNS, NN aNTOPUTMUYECKUE U3MEHEHNS B
aBTOMaTWU3MPOBAHHbIX CUCTEMAX UMM anropuTMax MaLlNHHOrO
00y4eHms, KOTOPbIE MOTYT BbITb MHTETPUPOBAHbI B CUCTEMbI
ynpaBneHus AOepHbIM OPYXUEM 1 UCTIONb30BAaTLCS B CUCTEMAX
CaHKLMOHNPOBAHNS NPUMEHEHNS SOEPHOTO OPYXUS.

NioGoe 13 3TMX BTOPXKEHUI WMk aTaK, HapyLLAKOLLMX HOPMarbHOE
(3annaH1poBaHHOE) (hyHKLIMOHUPOBAHIE PA3NIUYHBIX CUCTEM U
MOACUCTEM YrPaBEHUs iHEpHbIM OPYXVEM W ero Hocutensmu’, Gyab
TO B LIENSIX LUNMOHAXa Wrin B Gonee 3MoHaMepeHHbIX LENsiX, MOXET
MPUBECTU K MPUHSITUO PELLEHNIA C NMOTEHLMATMBHBIMM SiTEpHBIMU
rocrieacTausaMu. Kaxaoe 13 Hiux MOXeT MPUBECTY K HEBEPHBIM
CYXTEHNSIM CO CTOPOHbI PYKOBOACTBA. B X0/1e HalLIero 1ByCTOPOHHETO
Ananora Bblny paccMOTPEHb! CrieAyHoLLMe HarMsSAHbIEe CLEHapUM:

+ MpsAmas kubepaTaka Ha AfAepPHOE OPYXUe UNU CBA3AHHbIE
C HUM cUCTeMbl. TOUKM YA3BUMOCTM B cUCTEMAX SiLIEPHOTO
OPYXWsl BKMIOYAI0T, Cpeam npoyero:

* CUCTEMbI PaHHEro npeaynpexneHnsa, BKnoYas pagapbl 1
CMYTHWKK, CUTHarmbl OT KOTOPbIX MOryT ObITb NoAAeNaHbl U
MHbIM 06pa30M C(bOpMVIpOBaTb JIOXHbIE YKa3aHWA Ha aTaky,
KOTOpasa MOXeT NPUBECTU K NYCKY A0EPHOro 0py>|<|/|ﬂ;8

* CUCTEMbI CBS3M, BKIHOUAst CPELCTBA, C MOMOLLBK KOTOPbIX
MPe3nAEHTbI 1 KOMaHAYIoLLMe OBLLATCS APYT C APYroM
B NEPMOAbI NOBLILLEHHON HAMPSKEHHOCTM, U CPEACTBA, C

Knbep- nnm MKT-ataku noBbILLAT PUCK
3anycka a4epHOro opyXxus B pesyrsraTe
HeONOHUMaHNSA, HernpaBUibHOM
aTpmnbyumnn BOBNEYEHHbIX NINL, UK Jaxe
HEeCaHKLMOHMPOBAHHOIO NUCMOSb30BaHNSA
OPYXMsi NOCPESCTBOM HapyLUEeHNS
domaunyeckon 6e3onacHOCTH.

MOMOLLbKO KOTOPbIX BbIAETCA CAHKLMS Ha NPUMEHEHWE
SLePHOTO opyXust®;

* KnbepHETUYECKMe YCTPOICTBA, UCMONb3yeMble
B CPeACTBaX JOCTaBKM SAEPHOTO OpyXus (Ha
BombapanpoBLLMKaX, NOABOAHLIX NOAKAX U
BannmcTyeckux pakeTax), OT KOTOPbIX 3aBMCUT NONUTMKA
CAEPXMBaHWS; a TaKkxe

* cucTeMbl Be30nacHoCTM CkNafoB U BOeHHbIX 6a3, rae
XpaHUTCS SAEPHOE OpYXXUe, KOMNPOMETaLMS KOTOPbIX
MOXET NPUBECTM K KPAXE UMK AUBEPCUAIM, HANPaBNEHHbIM
Ha siflepHble MaTepmanbl Ui opyxue.

* BMelwwaTenbCcTBO B LieN0OYKy NOCTaBOK, LWNMOHaX, coop
JaHHbIX, BPeJOHOCHbIE NPOrpamMMbl UM BPEAOHOCHbIM
koA, NoABepraLye onacHoOCTM AgepHOe Opyxue UNn
Apyrue anemMeHTbI iBEPHOro apceHana, KoTopble MoryT
NPUBECTU K NoTepe yBepeHHOCTU B TOM, 4YTO AgepHoe
OpyXue 1 CBA3aHHble C HUM CUCTEMbI paboTaroT
npaBunbHo. M CoeanHennble LLTaThl,  Poccust nonaratotes
Ha pa3Ho0Opa3HbIX M pa3HOMaHOBbIX MOCTABLLMKOB AeTarnei
W ycnyr anst NOAAEPKKW N MOLIEPHN3ALM CBOETO SLEPHOr0
OPYXMS U IpYrux SrIEMEHTOB SAEPHOMO apceHana. Ycunus no
MOZAEpPHW3aLMK, NpeanpruHuMaeMble B 06enx cTpaHax, byoyT
BKIKOYATb FOTOBbIE MM LWMPOKOAOCTYMHbIe TexHomorn 2020-x
rofoB, KOTOpble, BEPOSITHO, ByayT COCTOSITL B OCHOBHOM

7 Powmalukura H.MM., Mapkos A.C., CtecbaHosuy [1.B. MexayHapogHas 6e3onacHocTb, cTpaTeriyeckas CTabunbHOCTb v MHOPMaLMOHHbIe TexHonorun / oTB. pea. A.B.
3aropckuit, H.IM. PomawkuHa. — M.: UIMOMO PAH, 2020. - 98 c., https://www.imemo.ru/en/publications/info/romashkina-np-markov-as-stefanovich-dv-mezhdunarodna-
ya-bezopasnosty-strategicheskaya-stabilynosty-i-informatsionnie-tehnologii-otv-red-av-zagorskiy-np-romashkina-m-imemo-ran-2020-98-s.

8  Craytnenp v Muttc-Kudbep, «AnepHoe opysve B HoByto kubepanoxy» (Nuclear Weapons in the New Cyber Age), 13.

9 N.C. 3onotapes O nogxogax k obecneyeHmnto knbepbe3onacHocTH cucTeM ynpaBneHus saepHbiM opyxuem. https://www.elibrary.ru/item.asp?id=44185598.



13 UMPOBbIX MHCTPYMEHTOB. PUCKN 0COGEHHO OLLYTUMbI
B YCUNMSIX MO MOAEPHU3ALIN CUCTEM CBSA3M U GOEBOro
ynpaBneHus siaepHbIM opyxuem B obeunx gepxkasax.

¢ ArTaku Ha cUCTEMbI CBA3U, HapyLLaloLwKe UK BbiBOASALLME
U3 CTPOS KaHasbl CBSA3U, MOTYT NPUBECTY K CIy4aliHOMY
UM ONpoOMETYUBOMY 3anycKy SAePHOro opyxus. HesepHas
WHTepnpeTaLms MHOpMaLK, HECIOCOBHOCTb K JeackanaLum B
MEep1oA NOBbILIEHHON HAMPSHKEHHOCTY UM NMOTEPS YBEPEHHOCTM B
CMocoBHOCTM OTAATL NPMKa3 O 3anycke B OTBET Ha SAEPHYI0 aTaky
MOryT NoBY AT BNACTL KaXKLOM CTpaHb! AeCTBOBATh ObICTPO M
PELLMTENBHO, HO, BO3MOXHO, HepasyMHo. " Takoe CoBbITIE MOXET
ObITb BbI3BaHO YAANEHHBIM BTOPKEHWUEM WK B3IOMOM, KOTOpIIA,
HanpyUMep, MOXET NPOVU3ONTI MPY UCTONB30BAHAN CACTEMbI
yNpaBrneHusi, O{HOBPEMEHHO NMpeaHa3Ha4eHHON Ans ynpaBneHus
0BbIYHBIMM 1 CTPATETUHECKAMI BOOPYKEHISIMM, NOCHINas
HEBEPHYH MHPOPMALIIO UMK NOXHBIE CUTHATbLI Yepe3 AaT4mKi U
paziapbl M0 BOEHHO CETU YMpaBMEHMs W B aapec PyKOBOACTBA.
AHanormyHbIM 06pa3om MoryT ObITb PacKpbITLI, HO HEBEPHO
WMCTONKOBAHbI AEMCTBINS MO LUMMOHAXY: HAaNpUME, 3HaYarbHbIi
cOop [aHHbIX MOXET BbITb BOCTIPUHAT Kak BHEAPEHWE
BpesoHocHoro 10 unm ceoero poaa 60MObI 3amMeaneHHoro
[eiiCTBIS, NpeaHasHaueHHON Ans HaHeCeHns yiepba.
BuHOBHMKOM MOXeET ObITb TPETbS CTOpoHa (BHe cTpaH HATO unm
Poccum), Ho npegnonaraetcs, 4to ato nnbo CLUA, nubo Poccus,
nmbo apyroe saepHoe rocyaapcTBo. Takoe 0GHapyKeH1e MoXeT
Bbl3BaTh OTBETHbIE AEMCTBIS, NOTEHLMANBHO NEpepacTatoLLme B
S0epHbIN OTBET.

Yr00bI BbITb 3GhGHEKTVBHOI 1 3aLLUTUTL OT HENPEeaHaMEPEHHON
SLEPHON BOVHbI, NONUTUKA CAEPXMBAHNS LOMKHA ONMPaThCs Ha
TOYHYH0 MH(popMaLmio. BmecTe ¢ Tem, NONUTUKA CAEPKMBAHNS
HeadhhekTMBHA NPOTHB Knbepyrpoa'2. OaHako CoBpeMeHHas
MCTOPWS MOMHa Cry4aes, Koraa NOTEHLMaNbHO OnacHble
NPOVCLUECTBUS MOTIM CAYYUTLCS, HO NpOLLK Be3 NOCNeACTBUN.

HeKOTOpre 13 HUX Bbinn pesynbTaTtoM NPocHETOB, HerlpaBl/IJ'IbHOVI

WHTepnpeTaLum U HeBEPHON MHGHOPMALIMM U MOTIIU NPUBECTY K
snepHomy kpuancy mexay CoeamHeHHbIMu LTatamu u Poccven.

MoBbILLEHMe YA3BUMOCTY K LMEPOBLIM aTakam W yBennyeHme
TEMMNOB K1bep- 1 MHPOPMALMOHHBIX aTaK YrpoXatoT sLepHOMY
opywto 0benx cTpaH (a Takke Apyrux saepHbix ctpaH). CLUA,
Poccus n fipyrve sipepHble Ui HesiaepHble rocyAapcTea
HapaLLMBatoT HOBble BO3MOXHOCTI B KOCMUYECKON Cihepe 1
pa3paboTke pakeT, YTO B COMETAHWM C pacTyLuel LdpoBoi
YS13BUMOCTbIO M aTMOCEEPOIt HelOBEPHS MEXAY SAEPHBIMM
rocyfapcTBamu noBbILLAET puckit. Bce 3T0 B COBOKYMHOCTM
CO3[aeT MOBbILIEHHYH MOTPEBHOCTL B CAEPXAHHOCTH,
MpO3payHOCTM, KOMMYHMKALMW 1 MONUTUYECKNX 06S3aTENbCTBAX
CO CTOPOHbI FOCYAAPCTB, 061afakoLLmMX SAEPHbIM OPYXUEM.

10 B.B. Mytun: http://en.kremlin.ru/events/president/news/64396; Otyet Kommuccun CLLA no kubepnpoctpatcTsy «Conspuiny (U.S. Cyberspace Solarium Commission), cTp.

118, https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv/view.

11 CraytneHg u Muttc-Kudpep, «AnepHoe opyxvie B Hosyto kubepanoxy» (Nuclear Weapons in the New Cyber Age), 16.

12 INopeH 3abbepek, Kpuctu MopeHc, Maiin3 HetomakH v Masen Lapukos, «ConepHiiecTo mexay CLUA n Poccueit B knbepnpoCTpaHCTBE: HYXHbl M M BO3MOXHbI i
npasuna fopoxHoro asmkerns?» (US-Russian Contention in Cyberspace: Are Rules of the Road Necessary or Possible?), 10 ntoHs 2021 r. Belfer Center Working
Paper https://lwww.russiamatters.org/sites/default/files/media/files/PDF-CyberRulesoftheRoad-061021-RMPaper.pdf.
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NMpeanoxeHus no gencremam CLUA n

Poccuu

Hwxe onucaHbl npegnoxenus no aencreusm CLUA n Poccun,
KOTOpble MOMOryT M3bexaTh KaTacTPOPUIECKOrO NPUMEHEHNS
SLEPHOTO OPYXMsi B YCIOBUSAX KNOEPYrpoa.

Bo3pepxuBaThbCs OT BMeLlaTenbCTBa
B iAepHOe OpYyXue U CBA3aHHble C HUM
CUCTeMbl, BKIOYas saepHbie CUCTEMbI
KOMaHOOBaHUs, ynpaBneHusl, CBA3M,
AOCTaBKU U NpeAynpexaeHus

CoeguHeHHble LTaTbl 1 Poccus JOMmKHbI BO3LEpKMBaTHCA

OT BMeLLaTensCcTBa 8 A0EPHOE OpyXKUe U C8a3aHHbIe C HUM
cucmembi Opye Opyaa, 8Ktoqasi cucmembi c8s3u U 60es020
ynpaeneHus (NC3), cucmembi docmasku u npedynpexoeHus, B
MVPHOE BPEMS 1 B NEPUOZbI NOBLILLEHHOM HANPSPKEHHOCTH. 3TO
notpebyeT caepkuBaHUs atak, AENCTBII C UCNONb30BAHNEM
KOMMbBIOTEPHBIX CETEN N BTOPXEHWUI B CETb, B TOM YICIE B
Liensx passeaky, LeneykasaHus u HabniogeHuns, B pamkax

NC3 v cuctem npeaynpexaeHns, 4to No3BonuT n3bexartb
MOTEHLMANbHO HEBEPHBIX W KaTaCTPO(UIECKNX OLEHOK Npu
0BHapyxeHWK 3noyMbILLNEHHIKa, BpeaoHocHoro MO nnm apyrux
NOAO03PUTENbHBIX NPU3HAKOB. ™

ATakm, LeACTBUS C MPYMEHEHNEM KOMMBIOTEPHBIX CETEN 1NN
BTOPXXEHMS B LMKPOBbIE SNIEMEHTbI CUCTEM YNPaBMEHMS
S4epHbIM OpYXXMeM, BKMKYas CpeacTBa LOCTaBKy,
BCMOMOraTenbHY MHAPACTPYKTYPY U LIEMOYKM NOCTABOK,
MOryT NMPUBECTY K kKaTacTpohuyeckon ackanaumu. Mepuogsl
MOBbILLEHHO HAMPSKEHHOCTH, C KOTOPLIMW Mbl CTamNK1BaEMCS
CErofiHs, NPeACcTaBnAlT OOMbLUYH ONacHOCTb, Tpebys
LONONHUTENbBHBIX Mep NS 0becneyeHmns Toro, 4Tobbl ataky,
[ECTBUS C MPUMEHEHNEM KOMMBIOTEPHBIX CETEN N BTOPXKEHNS
He ObIny HEBEPHO MCTOMNKOBAHLI. HeonpeaeneHHoCTb B
OTHOLLEHWM PUCKOB KnbBep- 1 MHOPMALMOHHON 6e30nacHoCTH
ans NC3 MoxXeT co BpeMeHeM Bo3pacTaTh, NOAPLIBas AOBEpPUE
V1 MOBLILLAS PUCK HEBEPHOI MHTEPMPETALMM 1 NPOCYETOB,

€CIV 0fHa W3 CTPaH 3anof03puT BTOPXKEHWE W PUCK aTakn Ha
cuctembl NC3 1 npeaynpexaeHus.'* 3o orpaHuyeHe Takke He

Mp13BaHO NOKA3aTb, YTO BMELLATENLCTBO B HESEPHbIE CPEACTBa
KOMaHZI0BaHMs, yrpaBneHsi, CBSI3N U OMOBELLEHNS [OMYCTUMO,

a 4To BMELLATENbCTBO B SiAEPHbIE CUCTEMbI YHUKANBHO TEM, YTO
MOXET NPUBECTM K KaTacTPOUYECKO ackanaLm.

[1ns BBINOMHEHUS 3TOM pekomeHaaunn npeanaraeTca
NPeanpuHATL criegyowne waru.

* KOHKpeTHU3upoBaTb COOTBETCTBYHOWME cUCTeMbl. Co3aaHmne
KOHKPETHbIX OnpefeneHuil TOro, kakie akT1BbI NOAAePKMBAIOT
f0epHble, 00bIYHbIE UMW ABOMHbIE MUCCHMN, MOXET CHU3UTb
PUCK TOTO, YTO AEMCTBMSA, HaMpaBNeHHbIE Ha HapyLUEeHWe UM
noBpexaeHne 0BbIYHbIX CUICTEM BOEHHOTO, YNpaBNeHNs U
CBSI311, MOTYT BbI3BaTb SAepHbIil OTBET.

* Bo3pepxusatbcs ot coopa umdpoBoii passeabiBaTeNbHOM
uHchopmaumm B cuctemax NC3 gpyr gpyra B MUpHOe
Bpems. Ecnu 6bl MOXHO BbIN0 3aKMOYMTL Cornallerus
1 06ecneynTb KOHTPOSb 3a TeM, YTODLI OnpeaeneHHble
CUCTEMbI BbInK HEAOCTYMHbI ANS LENe LWNMOHaxa, 3T0
Mormo Gbl CHU3KUTL PUCK TOTO, 4TO CBOP pasBeadaHHbIX
ByneT oWMBOYHO MHTEPNPETUPOBAH Kak BPELOHOCHAs aTaka.
Takue 06s13aTenbCTBA UK Aaxe NoTeps pa3BeblBaTeNbHbIX
AaHHbIX He HECYT pearbHbIX Yrpo3 CTPaTerMyeckiM pacyeTam
aMepUKaHCKMX Ui POCCUMCKIX TNLL, MPUHAMAIOLLMX
pelLeHns." Ho Takoil noaxoa He pellaeT npobrnemy TpeTbux
CTOPOH, KOTOPbIE MOTYT aTakoBaTb 3T CETU. TEM He MeHee,
OH CTaHET BaXHbIM HaYanbHbIM LaroM, a Takxe notpedyet
[ONONHUTENBHBIX MHBECTULMIA 1 UCCTIEA0BAHMI BO3MOXHbIX
MeTOZ0B MOHUTOPMHTa 1 NPoBepKM. Takue obsizaTensCcTBa
TaKke MOryT BbITb MHULMMPOBAHBI B OAHOCTOPOHHEM
nopsiake kak «Helenesble 0653aTenbCTBay UK, BO3MOXHO,
«800poBOIbHbIE 0bs3aTeNbCTBAY.

* Bo3gepxuBaTbCA OT BMELATENbLCTBA B AAEPHOE OPYXKe.
[POHUKHOBEHWE UMW BTOPXEHWE B LNPOBLIE CUCTEMBI
HoCUTEnen SGEePHOT0 OPYXMS, KaK rMaBHOM COCTaBNSIOLLEN
SI0EPHOT0 CAEPXMUBAHUS , UIK SiAepHbIX BoM6 1N 60eronoBok,
MOXET NPUBECTU K MPOCYETY NPK 0BHAPYKEHUM UIn

13 BkmioyaeT ataku Ha komnbloTepHble ceTn (CNA), ucnonbaoBaHue komnbtoTepHbix cetelt (CNE) v gpyrve BUabl LUNMOHaXa B pamMKax YyBCTBUTEMbHBIX CUCTEM W MEXIY

HAMMN.

14 Pwyapg [x. JaHuur, «BbikvBaHne Ha aneTe 13 0TpaBneHHbIX (PPYKTOB: CHIDKEHME PUCKOB HALMOHaNbHO beonacHocTy knbepaaBncumbix cTpaH Amepuku» (Surviving
on a Diet of Poisoned Fruit: Reducing the National Security Risks of America’s Cyber Dependencies), LieHTp HoBoW amepukaHckor 6esonacHocTtu (ntonb 2014 1), CTp.
24-25, https://www.cnas.org/publications/reports/surviving-on-a-diet-of-poisoned-fruit-reducing-the-national-security-risks-of-americas-cyber-dependencies.

15 Ecnu 6b1 uHhopmayus bbina nomydeHa 8 peynbmame WNUOHaxXa 3a IMuMU akmusamu, OHa, ckopee 8ceeo, He bbia bb1 onpedensiowell U, crnedosamerbHO, umena

6b! 02DaHUYEHHYIO NOME3HOCM.
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ATakn, 0encTBus ¢ NPUMEHEHNEM KOMIMbIOTEPHLIX CETEN UNU BTOPXKEHUS B
LUMppoBbIE 3NEMEHTbI CUCTEM YNpaBieHUS SOEPHbLIM OPYXXUEM, BKINOYas
cpencrBa LOCTaBKW, BCNOMOraTerbHY0 MHPPACTPYKTYPY U LIENOYKM NOCTAaBOK,
MOTFYT NMPUBECTU K KaTacTpounyeckomn ackanaumn.

[JaXe NoJ03peHu Ha Takoe BTOpxeHWe. PeanbHas unn
npegnonaraemas ataka Ha nbyo MHAPaCTPYKTYpy, Nexalllyio
B OCHOBE SAEPHOTO CAEPXKMBAHMS, BKIOYASH MPOMbILUTIEHHYO
©a3y unu MHGPaCTPYKTYpY, Takyto Kak NPOM3BOACTBO
60eronoBok 1 npoueccs obecneyeHns 6e30nacHOCTU, MOXeT
ObITb BOCTIPUHSITA Kak Hayano NpUMEHEHUS SAEPHOTO OPYKHS.

He nomoratb, He CNOHCUPOBATL M HE OKa3bIBaTh
noAnepxKy Apyromy rocygapcrasy Mnu
HerocyfapCTBeHHOMY CYyOLEKTY C Liefnbio BMelaTeNbCcTBa
B SifEPHOE OPYXWUe UMK CUCTEMbI NOAAEPKKA CTOPOHbI,
cobniopatowwent [loroBop 0 HepacnpocTpaHeHUM AAEPHOro
opyxua (QHAO). BveLwatensCTao B CUCTEMBI BOHOTO
HasHaueHus1, cuctembl NC3 1 cucTembl npeaynpexaerus
no6oi CTpaHbl, Jaxe HenpeaHaMepeHHOe, MOXET NPUBECTM

K kaTacTpodhrieckoi ackanaum B pesynbtare npocyeTa.
Urobbl n3bexats npocyeTos, CLUA 1 Poccnst fOMmKHbI B3STb Ha
cebs 06513aTenbCTBO He BMELUMBATLCS B paboTy npeanpusTii
SOEPHOrO OPYXENHOro KOMMNIEKCa, BKMKOYas SAEPHbIN
TOMMMBHBIA LWKI, Nt06OI CTpaHbIl, cobriogatoLlein cBou
obsasatenbctaa no AHAO.

MpuHATL Ny6nnyHbIe 0653aTenbeTBa. CoeanHEHHbIE
LUtaTtbl n Pocens [omkHbl 4aTh otuLManbHble rapaHTum

1 B39Tb Ha cebs, NOCPEACTBOM AEKNapaTUBHO! NOMUTUKY,
nonuTuyeckne obs3aTenbCTBa BO3AepXMBaTLCs oT cbopa
LMdPOBLIX pasBeAAaHHbIX U BMeLlaTenbCcTBa B AAepHOe
OpYXME W CBA3AHHBIE C HUM CUCTEMbI, BKMOYAs CUCTEMbI
ABOIHOMO HasHauyeHus. Kpome Toro, CoefiuHeHHble LTaTsl 1
Poccus nonxHbl B3STh Ha cebs 06593aTenbCTBO He Nomorath
W He NOAAEPXUBATb Takoe BMELLATENbCTBO CO CTOPOHI
APYroro rocyaapcTBa Wi HerocyapcTBeHHOro cyobekTa.
Takue nyGnuyHble 0653aTeNbCTBA CTAHYT BaXKHbIM

CMrHanoM O NONMTUKE U HAMEePEHUSIX NS BHYTPEHHEN 1
rnobansHON ayguTopuu.

OueHunTb BapuaHTbl MMHUMU3aAUUN
nepenneTeHus n/vnu UHTerpauum cuctem
ynpaBrieHndA ogqHOBpPeMeHHO OObIYHbIMU U
AAepHbIMU CUnamMmnm m cpeacTteBamMum.

W CLLA, n Poccusi MogepHU3MpyYOT CBOM SiAEpHble Curbl,
NOTEHUMANBHO MHTETPUPYS HOBbIE LIMPOBLIE YS3BUMOCTM

B CYLLECTBYIOLLME HOCUTENN SLEPHOTO OPYXMS, CUCTEMBI
npeaynpexaeHns, 6oesoro ynpaenexus u casau. Ectb

MHEHME, YTO CErofHS Hay4HO-TEXHUYECKUI NapUTET BaxHeE,
YeM KONM4YeCTBEHHOE paBHOBecHe's. ITn nHBeCTULMM AatoT
BO3MOXHOCTb M30/IMPOBaTh UAW OrpaauTb SAEPHbIE CUCTEMBI Kak
OT rPaaaHCKOM MHGPACTPYKTYPbI, TaK U OT CUCTEM YNpaBneHus
HesAepHbIMM cpeacTBaMu. VHTerpaumst 0ObIYHbIX BOEHHbIX 1
SOEPHbIX CUCTEM, BKITHOYas opbuTanbHbie CUCTEMBI, YpeBaTa
PUCKOM 3CKanaLum B NepUOZb! MOBLILLEHHON HAMPSHKEHHOCTMH,
XOTS ONPEAENUTb Pa3genuTENbHYH NMHUK MEXAY 0BbIYHBIMM 1
S0epHbIMU cUCTEMamu MOXET BbiTb HenpocTo.!” YTobbl CHU3UTH
puck ackanauum, CoeamnHerHble LTtaTbl n Poccns 4omkHbI;

* HackoNbKO BO3MOXHO, OLIeHWUTb NOTeHLMan pasgeneHus n
M30NALNM CUCTEM YNPaBNEeHUsi OGHOBPEMEHHO OGbIYHbIMU
U ARepPHbLIMM cunamm cpeacTeamu. [pnsHaas,, YTo NoHoe
pasgeneHue cuctem ot cictem NC3 GymeT oporoCTosimM,
YCUNUSA N0 MOAEPHU3ALIMI AOMKHBI MPOBOANUTLCS C YYETOM TOrO,
YTO MHTErpaLMs SAEPHbIX W OBbIYHBIX BOEHHBIX CUCTEM MOXET
MOBbICUTb SCKANALMOHHBIE PUCKM. B Criyyae HEBO3MOXHOCTH
TaKoro pasaeneHns cneayeT paspabortath Apyrie Mepbi
MO KOHTPOTIO HaZ BOOPYXKEHUSAIMM, YKDEMTIEHWIO JOBEPUS U
MPO3PaYHOCTH, UTOBLI KOMMEHCHPOBATD TaKyk HEBO3MOXHOCTL'S;

12

Poros C.M. InobanbHas 1 pervoHanbHas cTabunbHOCTb B sigepHoM Mupe. BectHuk Poccuiickor akagemum Hayk. 2021. T. 91. Ne 6. C. 571-584.

Cwm. Anekcein ApbatoB, Bnagumup [1BopkuH 1 MeTp TonblukaHoB, «[TepenneTeHune 06bluHbIX U SAEPHBIX BOOPYXEHUIA Kak HOBast yrpo3a e3onacHoCTH: poccuiickas
TOYKa 3peHns», Pona KapHeru 3a mexayHapoaHblit Mup (19 anpens 2018 r.), hitps://carnegieendowment.org/2018/04/19/ru-pub-76126; n Ixeiimc M. AkToH,
«Jckanauws Yepes 3anyTbiBaHue: kak ysI3BUMOCTb CUCTEM KOMaHLOBAHIS W yNpaBreHus NoBbILIAET PUCKW HENpeaHaMePEHHON AepHOI BoHbI» (Escalation through
Entanglement: How the Vulnerability of Command-and-Control Systems Raises the Risks of an Inadvertent Nuclear War), International Security 43, Ne1 (neto 2018 r.):

56-9, https://doi.org/10.1162/isec_a_00320.

M1.C. 3onotapes O noaxoaax k obecneyeHmio knbepbe3onacHoCTU CUCTEM YNpaBneHns saepHbIM opyxuem. https://www.elibrary.ru/item.asp?id=44185598.



* COKPaTUTb CBA3M AAEPHbIX CUCTEM C KPUTUYECKN BaXKHbIMU
HauuoHanbHbIMKM akTuBamu. CLUA v Poccusi Takke LOmKHbI
paccMoTpPeTb BONPOC 06 OTAENEHUM M N30NALMA SAEPHOrO
opyxus, Bkitouasi cuctembl NC3, OT KpUTUYECKM BaXHBIX
HaLMOHaNbHbIX aKTUBOB, HACKONBKO 3TO BO3MOXHO. JTU
pasgeneHns MoryT BKMKYaTh M30MSALMIO OT CrYTHUKOBbIX
CeTel CO 3HAUMTENbHBLIM IPAKAAHCKUM U KOMMEPYECKUM
BNUsIHWEM, HAanpuUMep, amepuKkaHckoi MnobanbHoi cucTembl
nosuumoHnpoBanuns (GPS) u poccuiickoit nobanbHoi
HaBUraLMOHHOM cnyTHIKoBOW cucTembl ((NTOHACC);

* COKPaTUTb CBA3M AAEPHbIX CUCTEM C KPUTUYECKM
BaXXHOW rpaxgaHckon uHdpacTpykTypon. Xots CLUA n
Poccyist foroBopunuch He atakoBaTb '°KpUTUYECKM BaXHYHO
rpaxzaaHCKyto MHPACTPYKTYPY, CBA3N MEXIY SAEPHBIMM
CUCTEMaMM W IPaaaHCKOM MHGPaCTPYKTYpOii HE0OXOAMMO
COKPaTUTh, 4TOObI M36EXKaTh BOIMOXHbIX HENPEABUAEHHbIX
nocneacTBUN B cnyyae kubeparak.

MpopomxuTb paboTy MO NOBbLIEHUIO
Knb6epbe3onacHOCTU AAepPHbIX CUCTEM

CoBpemeHHoe sifepHoe opyxue B CLUA 1 Poccun BkntovaeT
HeKoTOopble LNdpoBbIe 1 aBTOMATU3MPOBAHHbIE CUCTEMBI.
[o6aBnexune LngpoBbIX MHCTPYMEHTOB HECET B cebe
noTeHLMarnbHble MPENMYLLECTBA, HO Takke W 3Ha4NTENbHbIE
PUCKW, B TOM YMCTIe Takue, KOTOpbIE HE A0 KOHLA M3yyeHbl. [Ans
CHWXEHNS 3TUX prckoB CoeanHenHble LLTaTbl n Poccust BOmKHbI:

* NMPOBOAUTL OAHOCTOPOHHME 0630pbI OTKa30yCTOMUUBOCTH,
4TO6bI MOHSATL M ONPEAENMUTL Warkt Mo YMEHbILEHNIO
yA3BUMOCTEH B CUCTEMax npepynpexaeHusi, 60eBoro
ynpaBneHus sifepHbLIM OPYXUEM U CBA3M, a TakKe B
SI0EPHOM OPYXNMN N HOCUTENSIX, KOTOPbIE MOTYT GbITb
CO3AaHbl UNK ycyrybrneHbl Knbepyrpo3amu. BHyTpeHHsist
NMpoBepka, NOATBEPXAALLAS, YTO NMoGble NPOGNEMbI B SHepHOM
cucteme ByayT «OTKA30YCTOMUMBLIMMY, YKOENUT BHYTPEHHIE
rapaHTW NpeaoTBpaLLeHns kubepyrpos. Mpu HeobxoauMocTy
TaKue NPOBEPKY AOMKHbI IPOBOAUTLCS Ha CEKPETHOM YPOBHE;

19 Hanpumep, goknagsl rpynn npaBuTenbCTBeHHbIX akcneptoB OOH, B ToM yncne «I'pynna npaBuUTENbCTBEHHBIX SKCNEPTOB NO [LOCTUXEHWAM B 06nacTn
VH(OPMAaLMK 1 TeNEKOMMYHMKALWIA B KOHTEKCTe MexayHapoaHoi 6esonacHocTuy, MeHepanbHas Accambnes OOH, A/70/174 (22 wions 2015 ropa), 8, nyHk (f),
https://digitallibrary.un.org/record/799853%?In=en. HepgasHne cobbiTis B YkpauHe, K COXaneHuo, CTaBAT Nof COMHeHMe 310 06513aTenbCTBO.
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[lobaBneHne UMdpPoBbIX MHCTPYMEHTOB HECET B cebe noTeHuuarnbHble
NPenMMYyLLIECTBA, HO TaKXXe N 3Ha4YUTENbHbIE PUCKU, B TOM YMCIe Takne, KoTopble

He [0 KOHLIAa U3yYeHbl.

+ obecneynTb npuopuTeT LdpoBon 6e30NacHOCTU U
HaAEXHOCTM Hapsdy CO CTOMMOCTbLHO, Fpadpukom u
3h(heKTMBHOCTLIO ANs BCEX ONepaLMOHHbIX CUCTEM,

a TaKxke Npu NpUodpeTeHUN N 3aKynke SaepHoro

OPYXUS U CBA3aHHbIX C HUM CUCTEM B KOHTEKCTE

AAePHON MOAEPHU3ALMM M pacTylLel 3aBUCUMOCTH

oT undpoBu3aumu. Takas paccTaHOBKa NPUOPUTETOB

MOXeT NoTpeboBaTh yLieMneHus QyHKLMOHAMNbHBIX
TEXHOMOrMYECKMX NPEUMyLLECTB B yrofy 6e3onacHocTu

1 HapexHocTn. Kak B CLUA, Tak n B Poccuu, undposble
CMCTEMbI JOMKHBI COOTBETCTBOBATH YETKO YCTAHOBMEHHBIM
noporam 6e30MacHOCTM M HAAEXHOCTN A0 MX MPUHATUS Ha
BOOpYxeHue. Heobxoanmo BblAeNuUTb pecypehbl Ans NPOBEPKM U
YCTaHOBIEHWS TOO, YTO NAEPLI U BOEHHBIE CMOTYT COXPaHUTb
YBEPEHHOCTb B NOCTOSIHHON FOTOBHOCTM MX SIAEPHbIX CUIT

B Cryyae HeobX0AMMOCTU, HO HUKOTAA He UCMOMb3YHOT X

0e3 Hagnexallero paspeLLeHus B pesynbTarte kubep- nim
MHA(OPMALMOHHBIX aTak.?

MoBbIWweHMe NpPo3pavyHOCTU U
KOMMYHUKaLUun

YnyyweHune npo3payHoCTM U KOMMYHUKALMW NOBLICUT
CTabMMBHOCTb 1 CHU3UT PUCKM NPOCYETOB, OCOOEHHO B NEPUOAbI
NOBbILEHHON Hanps)XXeHHOCTU. Perynﬂprle, NOCTOAHHbIE
AVanoru Ha BbICOKOM YPOBHE MO BOMpOCaM CTpaTernyeckon
CTabunbHOCTY 1 Apyrue B3auMOZencTBIs (Hanpumep,
B3aMMO/ENCTBIE MEX/Y BOEHHbIMM) NOMOratoT co3fath bonee
LUMPOKYHO Cpeay B3aUMOMOHUMaHMS 1 foBepusi. OnncaHHble
HW)XE NOAX0Zbl, eCrN OHM ByayT NPUHATBI, MOMOryT y6epeybcs T
NoTeHUMaInbHO OnacHbIX NPOCYETOB NN OLLNOOK.

* Bonee onepaTMBHO pa3BepHYTL KaHan CBA3W «ropsavas
KuGepnuHus», B uaeare B Te4eHWe HECKONbKMX YacoB noce
MHUMAEHTA, NpeaAnornaraeMoro HapyLweHus, yHUUTOXeHUs
UNK MHOI AecTabUNU3upyLoLLiel KNGepaAeATENBHOCTH,
CBA3aHHON C AAEPHLIM OPYXUEM UIM COMYTCTBYHOLWMMM
cuctemamu. Heobxoanmo Gonee GbiCTpoe, COBMECTHOE,

TLATENBHOE UCMONb30BaHNE KaHanoB 3KCTPEHHOM CBS3M

ANs NpeaoTBPaLLEHMS Kak SOepHOro NpocyeTa, Tak u
knbepkoHdpOHTaLMKW. B3aumogeincTame no AMNmIoMaTieckum
kaHaram MOXeT NMOMOYb YCTaHOBMTb 1 NMPOBEPUTL UCTOYHUK aTaku
N TeXHUYECKOro cBost 1 n3bexatb oLwmnbouHom atpubyLmn. Tem
He MeHee, CyLLEeCTBYIOLLIME KaHarTbl CBA3W LIEHTPOB CHUKEHMS
pucka Henb3s HasBaTb HEYS3BUMbIMI KaHanamu 1S CBA3K
nuaepoB BO BpeMs AepHBbIX kpuancos. Heobxoanmo obecneumts
3aLLMLLEHHbIe KaHambl cBsi3n Mexay nuaepamu CLUA n Poccun.

Bo n3bexaHue 6ecnonesHoro unm Heah(peKTUBHOrO
coTpyaHuyectsa mexay CLUA n Poccuent cnegyet nyvie
onpeaenuTb YCNoBUs MCNONb30BaHUA KaHanoB CBA3MN,
BKIIOYas TUN KOHTEHTa, KOTOPbIM NpeAnonaraeTcs
o6MeHMBaTbCA (Hanpumep, CTeneHb, B KOTOPOU MOXHO U
HYXHO OOMEHMBATLCS TaKTUKOW, TEXHUKOMN U npoLieaypamu).
PykoBOAMTENN 1 X KOMaHAbI JOMKHbI 6onee 3 deKTUBHO
MCMoNb30BaTh OhMLManbHbIE KaHarbl CBSI3W, YTOYHMB Liemni

VX 1cnonb3osaHms. CyllecTBytoLas MPaKTUKa UCMONb30BaHKS
«FOPSYNX JTMHUAY UMK LIEHTPOB CHIKEHMS PUCKOB, M3HAYarbHO
CO3[aHHbIX ANst CHUKEHIS 3CKaNALMOHHBIX 1 AAEPHBIX PUCKOB
mexay Poccuen u CLUA, ueHHa, HO HegocTaTouHa.

MpepoTBpalaTh NPoOCYeTLI, yCMNUBATL CBA3b MEXAY
BOEHHbLIM PYKOBOACTBOM Ha Pa3finyHbIX YPOBHSX

M yCTaHaBNMBaTb NPaKTUKX yBeAOMNEHUs 0 knbep-
TPEHNPOBKAX U YYEHUSAIX UNTU BOEHHBIX YYEHUSAX C
Knbep-komMnoHeHTamu, no oopasuy Cornawenus 1972
roga o NpegaoTBPaLLEHNN MHLUAEHTOB B OTKPLITOM MOpe
mexay CLUA n CCCP, koTopoe no3sonsieT 06MeHUBaThCA
uHdopmaLment Ans YyTOYHEHWUS! BOEHHbIX JEUCTBUA Ha
mope. 3TOT NOAX04 MOXET CHU3UTb BEPOSTHOCTb KOHGMKTA
13-3a CMy4aliHOCTW UNK NpocyeTa, NofobHO TOMY, Kak
cornalueHre 0 NpeaoTBPALLEHNN MHLMOEHTOB B OTKPLITOM
Mope 06ecrneYmnBaeT SCHOCTb B OTHOLLEHNW NEPEeaBINKEHNS
cynos u camonetoB. U Poccus, n CoeanHenHble LTaThl paHee
npeanarani 3aknioynTb Takoe CornalleHue 4s CHKEHNS
knbepsaepHbIX puckos.?!

20 [Jdymbaxep n CtaytneHg, «MogepHusaums sgepHoro opyxus CLUA» (U.S. Nuclear Weapons Modernization), 30-2.

21 AwmepukaHckue gunnomaTsl npeanaranv Takon Noaxog kak MuHumym ¢ 2017 ropa; npeauaeHT Poccun MyTuH pekomeHgoBan Takoi Noaxop B «3asiBNeHun npesnaeHTa
Poccum Bnagumupa MyTuHa o KOMINEKCHOM NporpaMme Mep Mo BOCCTAHOBMEHMIO POCCUICKO-aMEPUKAHCKOro COTpYAHNYECTBa B 0611acTV MeXayHapOoLHO
MHEOpMaLMOHHOM 6e3onacHocTUy, 25 ceHTabps 2020 roga, http://en.kremlin.ru/events/president/news/64086.
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* MoBbICUTb NPO3pPAYHOCTL NyTEM OOMEHA JAaHHbIMU O
3anyckax 6annMcTMYeCcKMX pakeT, BKIoYas 3amycku,
OCyLiecTBMAEeMbIe HaLMOHaNbHbIMU FOCyAapcTBamMm

1 KOMMEPYECKUMU OpraHu3aLuaMu. YuuTbias
pacnpocTpaHeHne rmobanbHbIX KOCMUYECKNX 1 PaKeTHbIX
3anyckoB, cobpaTb CMMCOK BCEX OXMAAEMbIX 3aMyCKOB,
NCNOMb3ys roCyAapCTBEHHbIE 1 YACTHbIE KaHanbl — 3afava
He 13 nerkux. OB MCTOUHVK JaHHBIX, 00 bEANHSIOLLMIA
WUCKMKOYMTENBHO Y)KE ONYBIMKOBaHHYIO 1 OhULMANBHYHO,
HeCeKpEeTHYH MHAoPMAaL, MOT MOCMoco6CTBOBaTHL
YNyyLIEHNI0 0BbeMa 1 CBOEBPEMEHHOCTM aHHbIX O 3amycKe,
MO KOTOPbIM BOEHHbIE OhULIEPLIFMOTTIM bl MPOTrHO3MPOBaThL
(hOpMMPOBAHIE CUTHAOB NPEaYNPEXAEHNS. XOTS MOXHO
pacCcMOTPETb BO3MOXHOCTb (h3MHECKOTO pa3MeLLiEHNs! TaKknx
LieHTPOB 0OMeEHa aHHbIMU, BUPTYanbHbIE LIEHTPbI MOTYT
0Ka3aTbCs XM3HecnocobHeIMM 1 Gonee LenecoobpasHbimMu.
Tarcke K y4acTuio B TaKOM BUPTYanbHOM LIEHTPE MOXET ObITb
npueneyeH Kutai.

MpoBoANTL KOHCYNbTaUMK C APYTUMU CTpaHamu. [Juanor
no knubepsiaepHbIM prUcKam KpailHe BaxeH Anst POCCUIACKO-
amMepuKaHCKMX OTHOLLIEHUH, HO knbepbe3onacHOCTb Takke
sBnseTca rnobansHoi npobnemon. CLUA 1 Pocenst BomxHbl
uckatb nyTu obeykaeHus kKnbepsigepHbIX PUCKOB C ApYrMM
cTpaHamu, Bkitouast Kutai, @panuwto, MHauio, MakuctaH

1 Bennkobputanuto. Haubonee akTyanbHble HanpaBneHust
COTPYAHWNYECTBA JOMKHbI BKIOYaTh 06MeH MHdopmaLment o
knbepyrpo3ax v BbI30Bax, a Takke NePeLoBbIM OMbITOM MO
NPOTUBOAENCTBUIO UM.

YrnydweHne npo3payvyHoCcTum

N KOMMYHMKaLMN NOBbICUT
CTabunNbHOCTb N CHU3UT PUCKU
npocyeToB, 0OCOBEHHO B nepunoabl
NOBbILLEHHOW HaMnpsXKEHHOCTH.
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CoBMeCTHbIN LeHTp OOMeHa AaHHbIMU

4 nioHsa 2000 ropa npe3upeHTbl CLLA u Poccumn nognucanu
MemopaHaym 0 AOCTUXEHUM COrALLEHNS O CO3LaHUN

B Mockse LieHTpa obMeHa faHHbIMM OT CUCTEM paHHero
NpeaynpexaeHns 1 yBeooMieHus o myckax paket, LIO[ (Joint
Center for the Exchange of Data from Early Warning Systems
and Notifications of Missile Launches, JDEC) ans obmeHa
VHEOpMaLmel, Nomy4aemoil OT CUCTEM MPEAYNPEXAEHNS O
nyckax 6annnCTMYEcKX PakeT 1 KOCMUYECKUX HOCUTENEN KaKaom
113 CTOPOH. 3asiBNIEHHOW LIeNbIo CornaLLeHuns Bbino ykpenneHue
CTpaTernyeckon CTabunbHOCTY MyTEM JafbHENLLETO CHIKEHUS
OMacHOCTM 3anycka 6annMCTUYECKINX PAKET Ha OCHOBE JTOXHOTO
npegynpexaenns ob atake, a Takke COAENCTBIE MOBbILIEHMIO
B3a/IMHOW YBEPEHHOCTH B BO3MOXHOCTSIX CUCTEM PaHHETO
npeaynpexaeHus 0 pakeTHOM HanageHun 0benx CTOpoH. ATo
cornalleHue crano nepebiM cnyyaem, korga CLUA n Poceus
[OrOBOPUITMCH O MOCTOSIHHOW COBMECTHO OMepaLym € y4acTem
aMepUKaHCKUX 1 POCCUACKUX BOEHHOCHYXALLMX.

LIOL pormkeH 6bin ObITb YKOMMNEKTOBAH aMePUKAHCKIM 1
POCCUIACKMM NepcoHarnom, paboTarowym 24 yaca B CyTKuM, CEMb
AHei B Hegenio. OH Takke A0IKeH Bbif CRYXUTb XpaHUMULLEM
ANs yBeLOMMEHWH, KoTopble byayT NpeaocTaBnsTLCs B

pamKax CornacoBaHHOi cuCTEMbI 0OMEHa NPeLCTapTOBLIMM
YBEOOMMEHNAMI O Nyckax 6annmncTUYECcKX pakeT 1 KOCMUYECKNX
pakeT-HocUTENEN, MEPEroBOPbI MO KOTOPOIA BEAYTCS OTAENBHO.

HecmoTps Ha TO, YTO CTOPOHBI NpUnaranit 3HauuTenbHbIE YCUUs
B TeyeHue 6onee gecatn net, LIO[ He npuHec oLyTUMbIx
pe3ynbTaToB. HecnocoGHOCTb PELNTb BOMPOCHI, CBA3aHHbIE C
Hanoramu 1 06s13aTeNbLCTBaMM, @ Takke pacTyLlas 03ab04eHHOCTb
Poccum nonutukoit CLUA B 06:iacTv npoTBOpPaKeTHOM 060POHSI,
thakTnyeckm octaHoBunu nporpecc. B 2009 roay npe3naeHTbl
CLUA 1 Poccuu goroBopunncs NpOAoKUTL 3aTSHYBLUMIACS BBOZ

B pevicteue IO ¢ 3asBNEHHO LIeNb CTaTh «OCHOBOW ANt

MHOTFOCTOPOHHETO peXxnmMa yBeAoOMITEHUA O NyCKax pakeT», HO 3TN
YCUIunA Takxe He NPUBeru K Xernaemomy pesynbrary.

Co BpemeHu nepsoro obcyxaenus LIOJ] sHaunTensHoe
rnobanbHoe pacnpocTpaHeHne NepenoBbIX PAKETHbIX CUCTEM,

a Takke Nporpecc B pakeTHbIX TEXHOMNOMMSIX M AaTymKax
0bHapyxeHUs nycka pesko M3MEHNAN CTpaTernyeckuin naHaLwadT.
CoxpaHsieTcs neppoHavanbHoe 06ocHoBaHWe co3narus L0

— YMeHbLLUEHe onacHocTH 3anycka BannmcTuyeckux paket

Ha OCHOBE JTOXXHOTO NPEeAYNPEXAEHNS O HanageHuu, a Takke
MoBbILLEHWE B3aMMHOr0 JoBepus. bonee Toro, rmybuHa aTnx
OnaceHnn yeununach u3-3a yrposbl kubeparak Ha ctpyktypbsl NC3
W CUCTEMbI PAHHETO NpeaynpexaeHus.

OTI 3HAYNTENbHbIE N3MEHEHMS TOBOPSIT O TOM, YTO KOHLIEMLMIO
LIOL Heobxoanmo nepecmMoTpeThb M YTO paclumMpeHune cdepbl
MPYMEHEHWS MOXET MPUHECTM NONb3Y.

B cootBeTCTBUM C 06LLMM 3aMbICIIOM NEPBOHAYASTBHOTO
cornawenns LLOJ, ctpaHbl Mornm 6b1 06MeHNBATHCS
MHEopMaLWMEN CO CBOVX COOTBETCTBYHLLMX CMYTHUKOBBIX 11
PaAMOIIOKaLMOHHbIX 4ATYMKOB O 3amyCKe PaKeT U KOCMUYECKIX
pakeT-Hocuteneir. OHako, B OTINYME OT NEPBOHAYASBHON
KOHLienLym, LOCTVKEHUS B 06NacTV KOMMYHWKALMOHHBIX
TEXHONOM NO3BOSIAKOT PACCMOTPETH BOMPOC O BAPTYanbHOM
LieHTpe, MOTEHLManbHO n3berast HEKOTOPbIX MOABOAHBIX KAMHEN
nepBOHaYanbHOro cornatueHusi. Kpome Toro, MOXHO paccMoTpeTb
BO3MOXHOCTb BKIIOYEHUS KNOEPHETNYECKON 1 KOCMUYECKON
obnacreif, He MPeLyCMOTPEHHBIX B MEPBOHAYANTBHOM COrMaLLEHMM.

HakoHeL, MOXHO paccMOTPETb BO3MOXHOCTb BKIHOYEHUS [PY X
ctpaH. HATO wn/unu Kutait MoryT GbITb MpUBIEYEHbI K MHALMATVBE
W cornallerno nbo B camom Havare, n1bo noaxe. K Hemy moryT
ObITb A0OABNEHDI ApYrve CTPaHbl MO COTNacoBaHMi0 CTOPOH
COraLLeHms, 4TO CAENaeT ero NOUCTUHE «robasnbHbIMY LIEHTPOM.
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MNMoBbIWweHMe YPOBHA NOSIHOMOYUN NO
yTBEpPXAEeHU0 Kubep-, MH(hopMaLNOHHbIX
unm NobbIX APYrMx onepauumn c
ncnonb3oBaHnem UKT

Kubep- nnn nHdopmaLlmoHHas onepawys, cnocobHas HapyLuuTb
MWCCII0 SIAEPHOTO COEPKNBAHNS CTPaHbI, JOMMKHA MPOXOAUTh
npoLecc oaoOpeHust Ha TOM Xe YPoBHe, KOTOpkIN TpebyeTcs Ans
NPUMEHEHNS AAEPHOTO OpYXUst. Takas nonuThKa rapaHTupyer,
yTo Knbep-onepaumm, cnocobHble okasaTb BO3OENCTBUE Ha
siflepHbIe CUCTEMbI APYroii CTpaHbl, ByayT NPOBOANTLCS C IBHOIO
BeJoOMa W 0f0BpeHUst TeX e AOMKHOCTHbIX L, KOTOpble
CaHKLMOHMPYHOT NPUMEHEHME SAEPHOMO opyxms. [ns atoro
CoepnunHeHHble LWTaTbl 1 Poccust QOMmKHbI:

* obecneynTb, 4ToObI KUGEp-, MHGHOPMALIMOHHBIE UMK
niobble ppyrue onepauun ¢ ucnonb3oBaluem UKT,
CMOCOGHbIE HAPYLIUTL MUCCHIO ABEPHOTO CAEPXUBAHUA
ZpPYroi CTpaHbl, NPOXOAUIYM NpoLecc 0f400peHNUs TeMu
e AOMKHOCTHBLIMMU NIMLIAMK, KOTOPbIE YNONHOMOYEHbI
OTAaBaTb NPUKa3 O NPUMEHEHNUN SAEPHOTO OpyXUs. 310
0653aTenbCTBO 06ecneumT, YTobbl Hanbonee YyBCTBUTENbHbIE
W NOTEHLMArbHO 3cKanauuoHHble kubep- 1 MHOPMaLMOHHbIe
onepawuu nomyyanu seHoe oaobpeHue Toro e nuaepa,
KOTOPbIN OTBEYAET 3a CamMoe CepPbe3HOE U3 BOEHHbIX PELLEHNN —
NpUMeEHeHIe SOEepHOTro opyxus. ITO M3MEHEHMe He 00s3aTenbHO
MOBMUSIET Ha CyLLECTBYIOLLYIO MOMUTIKY B OTHOLLEHWUM KUbEP- Unu
MHEOPMALIMOHHBIX OMepaLiyin, KOTOPbIE HE UMEKOT NoTeHLWana
BO3[ENCTBUS HA MUCCN SAEPHOTO COEPXMBaHNS;

* Kpome Toro, CoeguHeHHble LUTatbl u Poccnst QOMKHDI
B3ATb Ha cebs 0653aTeNnbCTBO YCUNUTL HAag30p U
NPUHATbL NPaBoBble Mepbl AN MUHUMU3AL N UNn
npekpaLieHns NobIX HerocyJapCcTBEeHHbIX Kubep-

UNM MHOPMaLMOHHBIX onepauyii, UICXOASALLNX C UX
TepPpPUTOpPUN, KOTOPbIe MOTYT NOBNUATL Ha AAepHoe
caepXuBaHue U CTabUNBbHOCTb MM HAHECTU UM YLLepo.
MpaBuUTENbCTBEHHASA CUTYaALMOHHAs OCBEAOMIIEHHOCTb
[OMKHA PacnpoCTPaHATLCA Ha KMbep- Mnn MHPOPMALIMOHHYHO
[eATeNbHOCTb HEBOEHHBIX M HETOCYAAPCTBEHHBIX CYOBEKTOB,
KoTOpast MOXET NPUBECTM K KaTacTPOUIECKUM SAEPHBIM
puckam. ATa KOHLEMNLMs OCHOBaHa Ha CyLeCTBYHOLLEM
cornaweHuy mexay CLUA n Poccueit OTHOCHUTENBHO TOrO,
4YTO «TOCYZAPCTBA He [JOMKHbI CO3HATENBHO [onycKaT,
4TOBbI UX TEPPUTOPUS UCNONB30BANACH A1 MEXOYHAPOAHO-

MpOTMBONPABHbIX LENCTBMIA C MpUMeHeHnem UKT».2

OTKa3 oT NOMIUTUKMU, yrpoxatoLluen
AAepHbIM OTBETOM Ha Kubeparaky

CLUA n Poccust pomxkHbl CyanTb Kpyr 06CTOSTENBCTB, MPK KOTOPBIX
OHM ByZyT paccmaTpnBaTh BO3MOXHOCTb SAEPHOTO OTBETA,

1 He JJOMXKHbI yrpoxaTh SAEPHLIM OTBETOM Ha knbepataky.
KnbepaTtaku MOXHO coepkuBaTh W/unm conpoBoxgatb 6onee
MPONOPLMOHANBHBIMU OTBETHBIMU MEPaMM, TEM CaMbIM

noBbILLas JOBEPUE K Knbep-, a Takke SLepHOMY COEPKUBAHMIO.
PaHee cchopmnpoBaBLLascs amepukaHckas U poccuiickas
SLepHas NonuTHKa eLLE He B MOMHOW MEepe yYMThIBAET PUCKU
knbepbe30nacHOCTM M B CBOEM HbIHELLIHEM BUAE MOXET
YBENNYUTb NOTEHLMAN NPUMEHEHIS SAEPHOTO OPYXUS.

CLLA v Poccuns gomkHbl:

* NepecMOTPETb NOMUTUKY, NO3ULMIO U [OKYMEHTbI N0
NNaHUPOBAHMIO CUI, YTOObI CHU3NTL BEPOSITHOCTb
sifepHoro otTBeTa Ha kubeparaku. [Nonutndyeckne
obs3aTensCTBa ABNATCA CNocobom nepegayn MHopmaLm
0 HaMepeHMsIX U MOTYT MOMOYb 3bexaTb HENPaBUIBHOO
TONKOBAHUS 1 AEACTBUIA, KOTOPbIE MOTYT NPUBECTU K
HenpeaHamMepeHHoi saepHoON BoiHe. MonuTuka, nosuums cui u
BOKTPUHA He JOMMKHbI CUTHANM3MPOBaTh O HAMEPEHNW HAHECTH
S0EpHbIA yaap N0 BUHOBHUKY Knbep- nnu MHGOPMaLMOHHO
ataku, [Jaxe eCnu 3TV OTBETHbIE AENCTBUS CYNTAIOTCA
HesioepHbIMM CTpaTErMYeckUMn atakamu. [oTeHumansHo
BaXHbIM MCKITIOYEHNEM MOXET ObITb COXPaHEHWE BO3MOXHOCTH
S0epHOro 0TBETA B Cryyae kubeparaki, KOTopas Cepbe3HO
MOBNNSIET Ha SOEPHOE OPYXUE, CUCTEMbI KOMaHLOBaHNS,
ynpaBneHusl, CBA3N Ui NpeaynpexaeHus.

22 [loknap M3 OOH 2015 ropa (no3pHee npuHaT pesontoument 'enepansHoi Accambnen OOH A/RES/70/237), https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES

%2F70%2F237&Language=E&DeviceType=Desktop&LangRequested=False.

23 [laHHas pekomeHaauus Gynet pabotaTb COBMECTHO C PEKOMEHAALMAMM, KacaloLUMNUCS HEOBXOAMMOCTI YTOYHEHWS TOTO, Kakue CUCTEMbI SBRISIKOTCS KpUTUHECKUMU NS
MUCCUN SIBEPHOTO COEPKUBAHMS, U COEPKAHHOCTY B MPOBEAEHUN KNGEP- UM MHEOPMALIMOHHBIX BTOPKEHII UMK pa3BebIBaTENbHOTO 30HAMPOBAHWS X pamKaX.
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Peanusauus

B pacnopsikeHuM amepuKaHCKMX 1 POCCUIACKNX NMLEPOB UMETCS
pasniyHble MexaHW3Mbl peanuaaLni STUX NPeanoxeHui,
HauMHas OT AeKnapaTUBHbIX 3MEHEHUIA B MONUTIKE, B3AUMHbIX
nonmuTUYeckux 0653aTeNbCTB M 3aKaHYMBast MBMEHEHUSMI BO
BHYTPEHHUX 3aKynkax v npoueaypax ynpasnerus. CLUA n Poccus
[OMKHbI MCNONb30BaTh HECKOMBKO NMOAXOAOB, YTODbI B MOMHOM
Mepe 0XBaTUTb BECb CMIEKTP Mep MO CHUKEHMIO PUCKOB, KOTOPbIE
MO3BONSAT CBECTU K MUHUMYMY BO3MOXHOCTb HACTYNIEHNS
S0EepHOro Kpu3nca B pesynbTaTe knbeponepawmu.

[ns peweHus knbepnpobnem N CHKEHNS PUCKOB MOXKHO
Mecnonb3oBaTb HOBbIE U NEPECMOTPEHHbIE NONUTUYECKNE
00s13aTenbCTBA, AKanory no cTpaTernyeckon CTabunbHOCTH
11 OHOCTOPOHHME [eACTBUS. M3MeHeHUs B 0hnLManbHbIX
AeKnapaTUBHbIX NOJNINTUYECKUX obsi3aTenbCTBax MOTYT CHU3NTb
PY1CK TOrO, 4TO MPOCYET NPUBELET K SOEpHOMY Kpuaucy. Ha
neperoBopax Mo CTpaTernyeckoit CTabunbHOCT MOXHO Bblno
Obl OGCy,ELI/ITb O0TKa3 OT BMeLLaTeNnbCTea B CUCTEMbI AAEPHOI0
opyxusi u NC3. CoeanHenHble LUTaTtbl n Poccusi Takke mornm
bl 06MeHMBaTLCS UHGDOPMALWMER, KoTopas cnocobcTBoBana
Obl B3aUMONOHUMaHMIO 11 (HOPMMPOBAHMIO OXWAAHWNA B
KpuaucHor cutyauun. Kpome Toro, kaxgoe rocyaapcTso
BOITKHO NPEeLNPUHATL OLHOCTOPOHHME AEACTBUS, HANPUMEP,
NPOBECTW OBLLMPHBIE MPOBEPKM CBOWX SAEPHBIX CUCTEM Ha

0TKa30yCTONUMBOCTb. B BrivikaiiLuei nepcnekTuee NpaBuTENLCTBA
[BYX CTPaH Taloke [JOMKHbI PaCCMOTPETb BO3MOXHOCTb y4acTus

B guanorax no Tpeky 1.5 ans pa3paboTkv naen u peLeHns
npobrnem, CBA3aHHbIX C HEKOTOPbIMI Bolee NpaKTUYECKUMM
CO0bpaxeHNsMM, N3NOXEHHBIMY B 9TOM [OKNaze, TakiuMM Kak
COBMECTHbIN 0OMEH JaHHbIMM O PaKeTHbIX 3anyckax.

B cpepaHeit n fonrocpoyHoit nepcnekTuse knbepbesonacHoCTb
MOXHO YNyYLUMTb B KOHTEKCTE NPOLOMKAIOLLENCs MOgepHU3aLmmn
c1CcTEM SAEPHOTO opyus. B3aumHble 06s3aTenscTea MoryT
ObITb KOANNLMPOBAHBI Yepe3 pa3nuyHble NORUTNYECKNE

unw topugnydeckue opmatsl. MogepHu3auns SaepHbIX

CUN B KaXAOW CTpaHe AaeT BO3MOXHOCTb YTOUHUTD,
“30MMpOBaTh U OTAENUTb CUCTEMBI, Y4ACTBYHOLNE B MUCCUAX
SOEPHOTO CLEPXKMBAHUS, OT rPaXaaHCcKon MHGPACTPYKTYPbI,
KPUTNYECKM BaXHBIX HALMOHAMbHbIX aKTUBOB 1 0BbIYHbIX
BoeBbIx cucTem. MogepHu3aLus Takke NpesocTaBnseT
BO3MOXHOCTM [/151 MOBbILLEHNS 0TKa30yCTONYMBOCTY CUCTEMB

11 COBEPLLEHCTBOBAHNA Mep 1 METOA0B 0becneyeHus
knbepbesonacHocTu. V1 CLUA, 1 Poccust omkHbl yaensiTs
nepBOOYEePEHOE BHUMAHNE CHXKEHWUIO pUCKa NMPUMEHEHUS
knubepsiaepHoOro opyxus npu peanusayuy ByAyLLMX ABYCTOPOHHNX
' MHOTOCTOPOHHMX MHULMATUB B 0611acTi KOHTPONS Hag
BOOPYXXEHUSMM, YKPENNEHNs JOBEPUS U NPO3PAYHOCTH.




NMpunoxeHune 1. YyacTtHuku Tpeka Il

YyacTtHuku us CLLUA n Bennko6putaHum

CtuB AHgpeaceH | KoHcynbTaHT no HaumoHanbHo 6e30macHoCTH
NTI

MapenuH KpuaoH | BbiBLKiA TNaBHbI 3aMECTUTENb
aAMUHUCTPaTopa YnpaBneHMs HaLnoHanbHoM SaepHoOm
6e3onacHoCTY 1 ObIBLUMIA MOMOLLHUK MUHUCTPA 0BOPOHBI MO
rnobanbHbIM CTpaTErMYECKMM BONpocam

puH [dymbaxep | CTapLumii COTPYAHWK NPOrpamMMbl MO Hay4HbIM
1 TexHnyeckum sonpocam NTI

Mavikn 3nnuoT | BeIBLKIA 3aMecTUTENb AMPeEKTOpa Mo
cTpaTernyeckoi ctabunsHocT MuHUCTEPCTBO 0BOPOHSI,
Ob6beanHeHHbIN WTab

AHppio datrep | Mpodeccop MexayHapOAHON NOAUTHKM
TNecTepckoro yHuBepeuTeTa

Xép6 Iun | CTapLumii Hay4HbIn cOTpyaHUK LieHTpa
MexayHapoaHoi 6e30MacHoCTU 1 COTPYAHMYECTBA
CTaHdopackoro yHuBepcnTeTa

Kpuc Newntep | MpeauaeHT MMobansHoro dopyma no
kmbepakcnepTnae CTIH(OPACKOrO yHUBEPCUTETA, KOMUCCAP
mobanbHOM KoMMccun Mo cTabunbHOCTY KnbepnpocTpaHcTBa

InHH PacteH | Buue-npesugeHT nporpammbl o rnobansHom
snepHon nonmtuke NTI

Menmx CraytneHp | KoHCynbTaHT v ObIBLUMIA BULE-NPE3UAEHT MO
Hay4HbIM 1 TeXHUYeckuM Bonpocam, NTI

Poccunckmne y4yactHuku

Buktop EcuH | Beaywmit HayuHbIi COTPYAHUK OTAENa BOEHHO-
nonuTudeckux nccnenoBanuint ICKPAH, ObiBLINIA HaYanbHUK
wraba PakeTHbIX BOCK CTPATEM4YECKOr0 HasHauYeHusl, reHepan-
MOMKOBHWK (B OTCTaBKe)

Bagum KostonuH | [upektop npoekta «HoBble TexHONornm v
rnobanbHas 6esonacHocTby MAP-LeHTpa

Oner Kpueonanos | HayuHblit cOTpyaHuK [lenaptameHTa BOEHHO-
nonuTuyeckux nccnegosannin MCKPAH

Cepreit Poros | Akagemnyecknin aupektop CKPAH,
AelcTBUTENBHBIN YneH Poccuiickorn Akagemun Hayk

HOpui Peiknx | Cneumanuct komnannm «Poccuiickue
KOCMUYECKIE CUCTEMbI», MOMNKOBHUK (B OTCTaBKE)

Magen (Mawa) LWapukor | Begywymin HayyHbIA COTPYAHVK
WncTutyTa EBponkl Poceuitckon Akagemuu Hayk

[Omutpuin CtechaHoBMY | HayuHbI COTPYAHMK OTAENA
1ccnefoBaHni BOBHHOW 1 9KOHOMUYECKON Be30nacHoCTH,
IMBMO

Hatanus CtenavoBa | HayuHbi coTpyaHuk [lenaptamerTa
BOEHHO-NonmTYecknx nccneposanuin MICKPAH

Enena 3nHoBbeBa | [loueHT kadeapbl MUPOBOM NOMNTUKA,
3amecTuTesnb aupekTopa LieHTpa MexayHapoaHon
MHKHOPMALMOHHON BEe30MacHOCTH, HayKN 1 TEXHOMOTMYECKOM
nonuTukm Yuueepcuteta MIrAMO

MaBen 3onotapes | Begywumit HayYHbIN COTPYAHMK, 3aBEAYHOLLMIA
OTAENoM BOeHHO-NonuTuYecknx uccneaosanun MCKPAH,
reHepan-marop (B OTCTaBke)
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bnaropapHocTu

OB6cyxaeHne Takoi OeN1KaTHOM TeMbI, kak KMbepyrposbl Ans
SLEPHOrO OPYXWS 1 CBA3AHHBIX C HUM CUCTEM, — 3TO CrIOXKHAs
3aava fjaxe 3a pamkamu npasuTenscTea. Mol GnarogapHbl BCeM
y4acTHMKaM, a TaKkKe UX MPUHUMAIOLLM OpraHn3aLmsM 3a To, YTO
OHY B3SINNCH 3a TaKy0 BaXHYH, HO CIOXHYIO TEMY.

[laHHbIV NPOEKT ANUNCS HECKOMBKO NET U BKMtoyan B cebs
BcTpeun B Mockse 1 yepes Zoom, 4o 6bino HeobXoanMo B CBA3N
¢ naHgemmeit. Mbl 6narogapHsl BCeM, KTO MPUHAN y4acThe B 3TOM
paboTe. 3TO — OfHM 13 CaMbIX YBaXXaeMbIX 3KCIEPTOB CO BCETO
MWpa, ¥ OHW HE Xanenu CBOEro BpEMEHH!.

NTI 6narogaput bbiBLIero ceHatopa Cama HaHHa, BbiBLLero
MWHWUCTPa 3HepreTukn ApHecta [x. MoHu3a v npesuaeHTa

NTI JxxoaH PondmHr 3a ux BuaeHue n nuaepcTeo B BOMpoOcax
CHKEHIS SAepHbIX yrpo3 B rnobanbHoM MacluTtabe. Mbl Takke
BnarogapHbl cotpyaHukam NTI 3a 1x MpOLLnyHo U TEKyLLYto

pabory, Bknioyast puH lymbaxep, JIunH PacTeH, CTuBa
AnppeaceHa v komaHgy NTI no kommyHukauusm. Mbl B ocobom
Jonry nepez HawiM UCTONHUTENbHBIM MOMOLLHKOM KaTpuH
Kpapu 3a ee otnnynyto paboTy.

MbI BbipaxaeM MCKPEHHIOK 6rarofapHOCTb BCEM, KTO COXpaHsieT
INYHYI0 MPUBEPKEHHOCTb [Ny CHUKEHUS rnobanbHbIX
knbepsaepHbIX PUCKOB, HECMOTPS Ha TPYAHOCTH TekyLUei
reonoNNTUYECKON CUTyaLuu.

Menmx CtayTneHa




