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About NTI

The Nuclear Threat Initiative (NTI) is a non-profit, non-partisan
global security organization focused on reducing nuclear and
biological threats imperiling humanity.

The views expressed in this publication do not necessarily reflect
those of the NTI Board of Directors or institutions with which they
are associated.
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About the Dialogue

NTI convened a dialogue among nongovernmental U.S. and
Russian cyber/information security and nuclear weapons policy
experts. Following initial conversations in Moscow in 2019 about
the findings from NTI's Cyber-Nuclear Weapons Study Group,
the Track Il dialogue was established and proceeded virtually

in plenary and small-group sessions in 2020 and 2021. The
participants are listed in Appendix 1.

Expert participants built on a shared understanding that nuclear
weapons systems must be protected from cyber threats, as well as
other threats involving information and communications technologies
(ICT), and that despite the current geopolitical environment,

the unique U.S.-Russian nuclear relationship requires bilateral
cooperation to maintain stability. They addressed topics including
possible crisis scenarios and escalation pathways, opportunities

for building confidence and predictability in the relationship, and
bilateral cyber-nuclear norms that could mitigate the risks. The group
generated ideas for joint and parallel actions to reduce cyber-nuclear
weapons risks for both governments to consider and adopt.

The following recommendations are designed to help avoid or
mitigate the risks of a cyberattack prompting a nuclear crisis. The
recommendations in this paper offer policymakers in Russia and
the United States—and in other countries—options for reducing
the risks of a cyber or information security attack that could lead to
nuclear war.

Expert participants offered feedback on the draft content and
recommendations of this report. Involvement in the dialogue
does not imply agreement with each aspect of the report or its
recommendations, however.
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Foreword

In the modern nuclear age, there is no more urgent task than
understanding and mitigating the potential risks posed by the
interaction of advancing cyber capabilities with nuclear weapons
systems. In 2016, the Nuclear Threat Initiative convened a study
group of distinguished former officials, retired military leaders,

and experts in nuclear systems and policy who assessed that a
successful cyberattack on U.S. nuclear weapons systems could
have catastrophic consequences.' They validated the concern that
the United States—and all states with nuclear weapons—cannot
assume digital components in nuclear weapons, command and
control, and warning systems are not, or will not be, compromised.
Moreover, technical cybersecurity measures, while critically
important, cannot, by themselves, provide sufficient confidence in
the security and reliability of critical nuclear systems. Cyber threats
to nuclear weapons systems increase the risk of use due to false
warning or miscalculation, and could undermine confidence in the
nuclear deterrent and further erode strategic stability.

The 2016 study group recommended that the United States, and
all countries with nuclear weapons, should take independent steps
to reduce cyber-nuclear risks to the greatest extent possible. In
that vein, we have been privately and publicly calling for the U.S.
government to undertake a comprehensive “nuclear fail-safe
review” focused precisely on these issues.? The review has now
been mandated by law in the Fiscal Year 2022 National Defense
Authorization Act and announced by the Biden administration in
the 2022 Nuclear Posture Review.

Recognizing that unilateral and technical measures are necessary
but insufficient, the 2016 study group also recommended that the
U.S. government pursue a global diplomatic approach, given that
the implications for strategic stability are global and because other
countries with and without nuclear weapons both face and pose
cyber threats. Specifically, the report recommended a bilateral
dialogue with Russia as a first step, given the mutual responsibility
of the world's two largest nuclear powers to avoid the dangerous
scenario of nuclear use. The United States and the Russian
Federation must work together to develop norms, red lines, and
other measures, understanding that a cyberattack could trigger a
catastrophic and unintended conflict. How would either side react if
the other probes nuclear warning or command-and-control systems?
Where is the line between probing and attacking? Could mutual
security be enhanced through better understanding of the risks, and
are agreements possible to exercise restraint in the cyber-nuclear
realm? The tragic Russia-Ukraine conflict makes each of these
important questions more urgent and also more dangerous.

Given the obvious sensitivities, it is challenging to have these
discussions in official channels with a nuclear competitor,

even when relations are less strained than they are currently.
Unofficial dialogue between nongovernmental experts can often
lead the way by informally exploring and developing ideas and
recommendations to governments. That is exactly what we
intended when NTI convened American experts to meet with
Russian counterparts in Moscow in 2019 to explore cooperation
in this area. The effort that ensued through the end of 2021
resulted in deeply substantive discussions and the important
recommendations reflected in this report.

There is no more urgent task than understanding and mitigating
the potential risks posed by the interaction of advancing cyber
capabilities with nuclear weapons systems.

1 The Cyber Nuclear Weapons Study Group’s work is summarized in the 2018 report, Nuclear Weapons in the New Cyber Age: Report of the Cyber-Nuclear Weapons
Study Group, by Page O. Stoutland and Samantha Pitts-Kiefer, Nuclear Threat Initiative (September 2018), https://media.nti.org/documents/Cyber_report_finalsmall.pdf.

2 Sam Nunn and Ernest J. Moniz, “Biden Should Do More to Prevent the Accidental Launch of Nuclear Weapons. Here’s How,” Washington Post, November 17, 2021,
https://www.washingtonpost.com/opinions/2021/11/17/biden-should-do-more-prevent-accidental-launch-nuclear-weapons-heres-how. The 2022 National Defense
Authorization Act (NDAA) requires the Secretary of Defense to conduct a “fail-safe” review of nuclear weapons, command and control, and the Integrated Tactical

Warning and Attack Assessment (ITW/AA) systems.



In light of the conflict in Ukraine, we recognize that this is far from
a propitious time to introduce new urgent policy ideas for a bilateral
security dialogue, but the cyber-nuclear challenges pose a grave
threat to U.S.-NATO and Russia. Today, the conflict tragically
grinds on, tensions between the United States and Russia have
worsened, and nuclear risks are growing. Even so, President
Biden has said the United States is prepared to work on new arms
control arrangements with Russia and implementation of New
Start continues. Despite the serious differences and frictions in
the bilateral relationship, the mutual obligation to prevent nuclear
disaster remains paramount. Strategic stability dialogue and arms
control negotiations between our countries must resume, and as
they do, the topic of reducing cyber-nuclear risks should be high
on the agenda. In addition, and particularly when trust between
the United States and Russia is very low, both countries should
prioritize unilateral actions to reduce nuclear risks. We hope

the ideas in this report offer some grist for essential actions and
dialogue between the United States and Russia.

Former U.S. Senator Sam Nunn is co-founder and co-chair
of NTI. During his 24 years in the U.S. Senate, Nunn served
as chairman of the Senate Armed Services Committee and
pioneered the Cooperate Threat Reduction Program, which
secured and disposed of weapons of mass destruction across
the former Soviet republics.

Former U.S. Secretary of Energy Ernest J. Moniz is co-chair
and CEO of NTI. Dr. Moniz served as U.S. Secretary of Energy
from 2013-2017, during which he was a key negotiator of the

historic Joint Comprehensive Plan of Action nuclear agreement
between the United States and Iran.

)

Page Stoutland is a consultant to NTI and former vice president
for NTI's Scientific and Technical Affairs Program. Stoutland

has held senior positions at Lawrence Livermore National
Laboratory, the U.S. Department of Energy, and Los Alamos
National Laboratory.
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Strategic stability dialogue and arms control negotiations
between our countries must resume, and as they do, the topic of
reducing cyber-nuclear risks should be high on the agenda.




Principles for Cooperation

In their Joint Statement of June 16, 2021, President Biden and
President Putin reaffirmed that a nuclear war cannot be won
and must never be fought, echoing the historic 1985 statement
by President Reagan and Chairman Gorbachev.? But vigilance,
creativity, and restraint are required by both countries to ensure
that nuclear war never happens, including one inadvertently
precipitated by a cyber or information incident or attack.

Bilateral cooperation in this area requires a foundation of shared
principles by the United States and Russia, recognizing that:

The cyber threat to nuclear weapons and related systems,
now and into the future, poses a serious risk to strategic stability
and security.

Nuclear weapons systems must be protected from cyber threats,
which will require a combination of unilateral and cooperative

technical and policy measures. The global cyber threat is likely
to grow and worsen in coming years, necessitating an urgency
to act now.

+ In addition to unilateral actions, and despite the currently low levels

of trust, the unique nature of the U.S.-Russian nuclear relationship
and the existential nature of the cyber threat to nuclear weapons
systems require that parties prioritize finding mutual areas of
agreement and cooperation to reduce nuclear risks.

Monitoring and high-confidence verification of any agreed measures
may be very difficult, or even impossible, to achieve. Parties should
consider confidence-building, transparency, information-sharing
measures, and guidelines for responsible state behavior based
on U.S.-Russian best practices, even when technical measures
for strict verification are unavailable or impractical.

The cyber threat to nuclear weapons and related systems, now and
into the future, poses a serious risk to strategic stability and security.
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On January 3, 2022, leaders of the five nuclear weapons states recognized in the Treaty on the Non-Proliferation of Nuclear Weapons (NPT)—the People’s Republic of

China, the French Republic, the Russian Federation, the United Kingdom of Great Britain and Northern Ireland, and the United States of America—affirmed the same:
“that a nuclear war cannot be won and must never be fought.” Joint Statement of the Leaders of the Five Nuclear-Weapon States on Preventing Nuclear War and
Avoiding Arms Races, The White House (January 3, 2022), https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/03/p5-statement-on-preventing-

nuclear-war-and-avoiding-arms-races.



Proposals in Brief

The following six proposals for the United States and Russia are
intended to reduce cyber risks to improve strategic stability and
avoid a catastrophic use of nuclear weapons.

The United States and Russia should:

1. Refrain from interfering with nuclear weapons and related
systems, including nuclear command, control, communications,
delivery, and warning systems;

. Evaluate options to minimize entanglement and/or integration of
conventional and nuclear assets;

. Continue to improve the cybersecurity of their respective
nuclear systems;

. Increase transparency and expand communications during
periods of increased tension;

. Adopt procedures to ensure that any cyber, information, or other
operation involving information and communications technologies
emanating from the United States or Russia with the potential to
disrupt another nation’s nuclear deterrence mission be approved
at the same level as required for nuclear use;

. Eliminate policies that threaten a nuclear weapons response
to cyberattack.

Various mechanisms to implement these recommendations are
available to U.S. and Russian leaders. Some do not require

mutual agreement and can be achieved unilaterally. Others

should be pursued mutually. The United States and Russia should
simultaneously pursue multiple approaches to fully address the range
of necessary risk-reduction measures that will minimize the potential
for cyber or information operations that prompt a nuclear crisis.
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Escalation Risk: From Cyber Operations
to Nuclear War*

For decades during the Cold War, American and Soviet strategists
worried about a “bolt from the blue”—a surprise, large-scale nuclear
attack that would cause devastating damage and precipitate an
equally devastating nuclear response. But in this century, the
primary concern is a miscalculation, misunderstanding, accident, or
escalation that triggers the United States or the Russian Federation
to use one or more nuclear weapons.

Today, the United States and Russia still possess roughly 90
percent of the world’s nuclear weapons and are also among

the most proficient and active developers and users of ICT.
Nuclear weapons policies, however, have not kept up with these
technological advancements. Meanwhile, the ubiquity of advanced
digital ICT tools, as well as their fulsome functional benefits, have
led both countries’ nuclear weapons enterprises to incorporate
digital technologies into their nuclear weapons, warning,
command, control, and communications systems.® With that
modernization come vulnerabilities and openness to cyberattacks
that could prompt dangerous miscalculations or accidents, leading
to nuclear use.

Cyber or ICT attacks heighten the risk of a nuclear weapons
launch as a result of misunderstanding, misattribution of actors,
or even unauthorized use of a weapon by compromising physical
security.® In the worst case, leaders could misattribute the source
of a cyberattack, lose confidence in their ability to control their
nation’s nuclear weapons, incorrectly perceive an initiation of a
large-scale conflict, or lose confidence in the credibility of their
deterrent forces. Any of these situations could prompt a nuclear
crisis. These risks are compounded by the broader strained
relations between Russia and the United States.

What kind of cyberattacks would be so destructive as to undermine
nuclear deterrence? Digital vulnerabilities and offensive cyber
activities pose new risks associated with nuclear weapons, including:

Today, the United States and Russia still possess roughly 90
percent of the world’s nuclear weapons and are also among

the most proficient and active developers and users of ICT.
Nuclear weapons policies, however, have not kept up with these

technological advancements.

4 Within this paper, “cyber” roughly equals “information and communications technology” (ICT).

5 Erin D. Dumbacher and Page O. Stoutland, U.S. Nuclear Weapons Modernization: Security and Policy Implications of Integrating Digital Technology, Nuclear Threat
Initiative (November 2020), https:/media.nti.org/documents/NTI_Modernization2020_FNL-web.pdf; and Hans M. Kristensen and Matt Korda, “Russian Nuclear Weapons,

2021,” Bulletin of the Atomic Scientists 77, no. 2, 90-108.

Stoutland and Pitts-Kiefer, Nuclear Weapons in the New Cyber Age.



+ Compromising nuclear weapons, command and control,
or conventional military or intelligence, surveillance, and
reconnaissance systems;

+ Cutting off access to military assets in peacetime and periods of
increased tension; and

+ Corrupting, spoofing, or poisoning decisionmaker information, or
altering automation or machine-learning applications that may
be integrated into nuclear weapons systems or operations and
used in decision-making support systems.

Any of these intrusions or attacks that disrupt the normal (planned)
functioning of the various systems and subsystems for controlling
nuclear weapons and their delivery vehicles,” whether for
espionage or more malicious purposes, could prompt decisions
with potential nuclear consequences. Each could lead to incorrect
judgments among leaders. The following illustrative scenarios
were considered in our bilateral dialogue:

* Direct cyberattack against nuclear weapons or related
systems. Points of vulnerability in nuclear weapons systems
include, but are not limited to:

+ Early warning systems, including radar and satellites, the
signals from which could be spoofed or otherwise provide
false indications of an attack that could lead to the launch of
a nuclear weapon;®

+ Communication systems, including means by which
presidents and commanders communicate with one another
during times of increased tension, and means by which the
use of nuclear weapons is authorized;’

+ Components used in nuclear weapons delivery vehicles (on
bombers, submarines, and ballistic missiles) upon which
deterrence policies depend; and

Cyber or ICT attacks
heighten the risk of a
nuclear weapons launch as a
result of misunderstanding,
misattribution of actors, or
even unauthorized use of a
weapon by compromising
physical security.

+ Security systems of stockpiles and military bases housing
nuclear weapons, compromise of which could result in theft
or sabotage of nuclear materials or weapons.

* Supply chain intervention, espionage, data collection,
malware, or malicious code that compromises a nuclear
weapon or other elements of the nuclear enterprise, which
may result in a loss of confidence in nuclear weapons and
related systems operating properly. Both the United States
and Russia rely on varied and diverse suppliers of parts and
services to support and modernize their nuclear weapons and
other elements of the nuclear enterprise. Modernization efforts
underway in both countries will incorporate off-the-shelf or widely
available technology of the 2020s, which is likely to consist of
largely digital tools. The risks are particularly tangible in efforts to
modernize the command, control, and communications systems
of nuclear weapons in both countries. ™

7 N.P.Romashkina, A. S. Markov, D. V. Stefanovich, International Security, Strategic Stability and Information Technologies (Moscow: IMEMO, 2020), 98, https://www.
imemo.ru/en/publications/info/romashkina-np-markov-as-stefanovich-dv-mezhdunarodnaya-bezopasnosty-strategicheskaya-stabilynosty-i-informatsionnie-tehnologii-otv-

red-av-zagorskiy-np-romashkina-m-imemo-ran-2020-98-s.

8 Stoutland and Pitts-Kiefer, Nuclear Weapons in the New Cyber Age, 13.

9 P.S.Zo lotarev, Approaches to Ensuring Cybersecurity of the Nuclear Weapons Control Systems, https://www.elibrary.ru/item.asp?id=44185598.

10 V. V. Putin, “Meeting with Heads of Defence Ministry, Federal Agencies and Defence Companies,” http://en.kremlin.ru/events/president/news/64396; U.S. Cyberspace
Solarium Commission Report, 118, https://drive.google.com/file/d/1ryMCIL_dZ30Qy]FqFkkf10MxIXJGT4yv/view.



* Communications systems attacks that disrupt or disable
communication channels could result in an accidental or
ill-advised nuclear launch. Misinterpretation of information,
inability to de-escalate in times of increased tension, or loss of
confidence in the ability to issue launch orders to respond to a
nuclear attack could prompt authorities in each country to act
quickly and decisively but perhaps not wisely." Such an event
could be brought on by a remote intrusion or hack, which, for
example, could occur when using a control system designed
to control both conventional and strategic weapons, sending
inaccurate information or false signals via sensors and radars
through military chains of command and to leaders. Similarly,
an espionage action could be uncovered but misunderstood: for
example, what could have been intended as a data-collection
action could be perceived as an insertion of malware or some
sort of time bomb intended to cause damage. The perpetrator
could be a third party (outside of NATO countries or Russia),
yet assumed to be either the United States, Russia, or another
nuclear-weapons state. Such a discovery could prompt
retaliation, potentially escalating to a nuclear response.

Deterrence policies rely on accurate information to be effective
and to guard against the precipitation of unintended nuclear war.
At the same time, deterrence policies are ineffective against

cyber threats.'? Contemporary history, however, is full of cases
where potentially dangerous accidents may have happened but
passed without consequence. Some of these were the result of
miscalculations, misinterpretations, or misinformation and could
have led to a nuclear crisis between the United States and Russia.
Greater vulnerability to digital attack and the increased pace of
cyber and information attacks threaten the nuclear weapons of
both countries (and other countries with nuclear weapons, as well).
The United States, Russia, and other nuclear and non-nuclear
weapons states are fielding new capabilities in space and missile
development, which, combined with growing digital vulnerabilities
and a climate of distrust among nuclear-weapon-states, increases
risks. Together these pose a heightened need for restraint,
transparency, communication, and policy commitments between
states with nuclear weapons.

11 Stoutland and Pitts-Kiefer, Nuclear Weapons in the New Cyber Age, 16.

12 Lauren Zabierek, Christie Lawrence, Miles Neumann, and Pavel Sharikov, U.S.-Russian Contention in Cyberspace: Are Rules of the Road Necessary or Possible? Belfer
Center Working Paper (June 10, 2021), https://www.russiamatters.org/sites/default/files/media/files/PDF-CyberRulesoftheRoad-061021-RMPaper.pdf.
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Proposals for U.S. and Russian Actions

The following describes proposals for U.S. and Russian actions
to help avoid a catastrophic use of a nuclear weapon amid
cyber threats.

Refrain from Interference in Nuclear
Weapons and Related Systems,
including Nuclear Command, Control,
Communications, and Warning
Systems

The United States and Russia should refrain from interfering

with each other’s nuclear weapons and related systems,
including nuclear command, control, communications (NC3),
delivery and warning systems in peacetime and during periods

of increased tension. This would necessitate restraint from
attacks, exploitations, and network intrusions—including those for
intelligence, reconnaissance, and surveillance purposes—within
NC3 and warning systems, thereby avoiding potentially incorrect
and catastrophic assessments upon discovery of a perpetrator,
malware, or other suspicious indicator.™

Attacks, exploitations, or intrusions into the digital elements

of nuclear weapons systems—including delivery vehicles and
supporting infrastructure, and supply chains—could lead to
catastrophic escalation. Periods of increased tension, such as we
are facing today, present greater dangers, necessitating additional
measures to ensure attacks, exploitations, and intrusions are not
misunderstood. Uncertainties about cyber and information security
risks to NC3 may grow over time, eroding confidence and raising
the risks of misinterpretation and miscalculation should one nation
suspect intrusion and risk of attack on NC3 and warning systems."
This restraint is also not intended to signal that interference in non-
nuclear command, control, communications, and warning assets

is permissible, but that interference in nuclear systems is unique in
potentially prompting catastrophic escalation.

Attacks, exploitations, or
intrusions into the digital
elements of nuclear weapons
systems—including delivery
vehicles and supporting
infrastructure, and supply
chains—could lead to
catastrophic escalation.

To implement this recommendation, we propose the following steps:

* Clarify relevant systems. Creating concrete definitions of
which assets support nuclear, conventional, or dual missions
could reduce the risk that an action intended to disrupt
or damage conventional military command, control, and
communications systems could spur a nuclear response.

* Refrain from digital intelligence gathering within one
another’s NC3 systems during peacetime. If agreements
could be reached and monitored to assure that certain
systems would be off-limits for espionage purposes, it could
reduce the risk of intelligence gathering being mistakenly
interpreted as a damaging attack. Such a commitment or
even the loss of intelligence would not pose real threats
to the strategic calculations of either U.S. or Russian
decisionmakers."® However, such an approach does not solve
the problem of third parties that could attack these networks.
Nevertheless, it would be a significant starting point and would
require additional investment and R&D on possible monitoring
and verification methods. Such commitments can also be
initiated in a unilateral manner as a “non-targeting pledge,” or
perhaps as a “voluntary commitment.”

13 Inclusive of computer network attacks (CNAs), computer network exploitations (CNEs), and other espionage within and across sensitive systems.

14 Richard J. Danzig, Surviving on a Diet of Poisoned Fruit: Reducing the National Security Risks of America’s Cyber Dependencies, Center for a New American Security
(July 2014), 24-25, https://www.cnas.org/publications/reports/surviving-on-a-diet-of-poisoned-fruit-reducing-the-national-security-risks-of-americas-cyber-dependencies.

15 If information were to be gained through espionage of these assets, it would not likely be determinative and therefore of limited utility.
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¢ Refrain from interference in nuclear weapons. Infiltration or
intrusion into the digital systems of a nuclear weapons delivery
vehicle, a known supplier of nuclear deterrence capabilities,
or a nuclear bomb or warhead—when discovered or even
suspected—could trigger miscalculation. A real or perceived
attack on any infrastructure underpinning nuclear deterrence,
including the industrial base or infrastructure, such as warhead
production and safety processes, could be perceived as the
beginning of the use of a nuclear weapon.

* Do not aid, sponsor, or provide support for another state
or non-state actor to interfere in the nuclear weapons
or supporting systems of a party in compliance with
the Treaty on the Non-Proliferation of Nuclear Weapons
(NPT). Interference in any country’s dual-use or NC3
and warning systems, even if unintentional, could lead to
catastrophic escalation as a result of miscalculation. To avoid
miscalculations, the United States and Russia should commit
not to interfere in the nuclear weapons enterprises—including
the nuclear fuel cycle—of any country in compliance with its
obligations under the NPT.

» Commit publicly. The United States and Russia should
make formal assurances and political commitments, through
declaratory policy, to refrain from digital intelligence gathering
and interference in nuclear weapons and related systems,
including dual-use systems. In addition, the United States and
Russia should commit not to aid or support such interference
by another state or non-state actor. Such public commitments
would send important signals of policy and intent to domestic
and global audiences.

Evaluate Options to Minimize
Entanglement and/or Integrate
Conventional and Nuclear Assets

Both the United States and Russia are modernizing their nuclear
forces, potentially integrating new digital vulnerabilities into existing
nuclear delivery vehicles and warning, command, control, and
communications systems. Some have suggested that technical
parity may now be more important than a numerical balance.'
These investments present an opportunity to isolate or shield
nuclear systems from both civilian infrastructure and non-nuclear
command and control systems. Integrating conventional military
and nuclear systems, including those in orbit, risks escalation in
periods of increased tension, although defining the dividing line
between conventional and nuclear systems can be difficult."” To
reduce the risk of escalation, the United States and Russia should:

* Evaluate, to the extent possible, the potential for separation
and isolation of conventional and nuclear command and
control systems. Recognizing that completely separating systems
from NC3 systems would be expensive, modemnization efforts
should proceed with the recognition that integrating nuclear and
conventional military systems might raise escalatory risks. Where
separation is not possible, other arms control, confidence-building,
and transparency measures should be devised to compensate.

* Reduce nuclear system links to critical national assets. The
United States and Russia should also consider separating and
isolating nuclear weapons, including NC3 systems from critical
national assets, to the extent possible. These separations could
include isolation from satellite networks with significant civilian and
commercial impact (e.g., the U.S. Global Positioning System (GPS)
and the Russian Global Navigation Satellite System (GLONASS)).

* Reduce nuclear system links to civilian critical
infrastructure. Although the United States and Russia have
agreed™ to not attack critical civilian infrastructure, links
between nuclear systems and civilian infrastructure should be
reduced to avoid the potential for unintended consequences in
the event that cyberattacks do occur.

16 S. M. Rogov, “Global and Regional Stability in a Nuclear World,” Bulletin of the Russian Academy of Sciences 91, no. 6 (2021): 571-584.

17 See Alexey Arbatov, Vladimir Dvorkin, and Petr Topychkanov, Entanglement as a New Security Threat: A Russian Perspective, Carnegie Endowment for International
Peace (November 8, 2017), https://carnegieendowment.org/2017/11/08/entanglement-as-new-security-threat-russian-perspective-pub-73163; James M. Acton,
“Escalation through Entanglement: How the Vulnerability of Command-and-Control Systems Raises the Risks of an Inadvertent Nuclear War,” International Security 43,

no. 1 (Summer 2018): 56-9, https://doi.org/10.1162/isec_a_00320.

18 P.S. Zolotarev, Approaches to Ensuring Cybersecurity of the Nuclear Weapons Control Systems, https://www.elibrary.ru/item.asp?id=44185598.

19 Such as the United Nations Groups of Government Experts reports, including “Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security,” United Nations General Assembly, A/70/174 (July 22, 2015), 8, item (f), https:/digitallibrary.un.org/
record/799853?In=en. The recent events in Ukraine, unfortunately, call this commitment into question.
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Continue to Improve Cybersecurity
of Nuclear Systems

Modern nuclear weapons in the United States and Russia include
some digital and automated systems. Adding digital tools carries
potential benefits but also significant risks, including some that are
not fully understood. To reduce these risks, the United States and
Russia should:

* Conduct unilateral fail-safe reviews to understand and
identify steps to reduce vulnerabilities in warning,
command, control, and communications systems for
nuclear weapons, as well as in nuclear weapons and
delivery vehicles that may be introduced or exacerbated
by cyber threats. An internal review to affirm that any nuclear
system problems would be “fail-safe” would strengthen internal
safeguards against cyber threats. Such reviews should be done
at a classified level as needed.

* Prioritize digital security and reliability alongside cost,

schedule, and performance for all operating systems, as
well as in acquiring and procuring nuclear weapons and
related systems in the context of nuclear modernization and
increasing reliance on digitization. Such prioritization may
necessitate compromises to functional technology advantages

in service of security and reliability. In both the United States
and Russia, digital systems should meet clearly established
security and reliability thresholds before being adopted into the
service. Resources should be allocated to test and establish that
leaders and militaries can retain confidence that their nuclear
forces will always be ready if needed, but never used without
proper authorization due to cyber/information attacks.?

20 Dumbacher and Stoutland, U.S. Nuclear Weapons Modernization, 30-2.
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Increase Transparency
and Communication

Improved transparency and communication would improve stability
and reduce risks of miscalculation, particularly during periods

of increased tension. Regular, ongoing, high-level strategic
stability dialogues and other exchanges (e.g., military-to-military
exchanges) help to build a broader environment of understanding
and trust. The approaches described below, if adopted, could help
guard against potentially dangerous miscalculations or blunders.

* Deploy the “cyber hotline” communications channel more
readily, ideally within hours of an incident, suspected
disruption, destruction, or otherwise destabilizing cyber
activity related to nuclear weapons or related systems.
Quicker, collaborative, and more thorough use of emergency
communications channels is necessary to avert both nuclear
miscalculation and cyber confrontation. Engagement via
diplomatic channels can help ascertain and verify the source of
an attack or technical failure and avoid mistaken attribution. The
existing risk-reduction center communications channels are not
survivable links to connect leaders in times of nuclear crises,
however. Secure communication channels to connect U.S. and
Russian leaders should be established.

+ Terms of use of the communications channels should
be better established between the United States and
Russia, including the type of content expected to be
shared (e.g., the degree to which tactics, techniques, and
procedures can and should be shared), to avoid unhelpful
or ineffective collaboration. Leaders and their teams should
make better use of the official communications channels by
clarifying the purpose of their use. Existing practices for using
“hotlines” or risk-reduction centers—originally devised to
reduce escalatory and nuclear risks between Russia and the
United States—are valuable, but insufficient.

* To avert miscalculations, enhance communications

between military leaders at different levels and establish
practices of providing notice of cyber trainings and
exercises, or military exercises with cyber components,
modeled on the 1972 Incidents at Sea agreement between
the United States and U.S.S.R., which enables information
sharing to help clarify military activities at sea. The
approach could reduce the possibility of conflict by accident or
miscalculation in the same way the Incidents at Sea agreement
provides clarity about the movement of ships and aircraft. Both
Russia and the United States have previously proposed such an
agreement to alleviate cyber-nuclear risks.?"

Increase transparency by sharing data on ballistic missile
launches, to include launches from nation states and
commercial entities. Given the proliferation of global space
and missile launches, gathering a list of all anticipated launches
by drawing on public and private channels is an extensive task.
A shared data source collating only already-public and official,
unclassified information could improve the scope and timeliness
of launch data, against which the military officers could verify
warning signatures. Although physical locations for such data-
exchange centers could be considered, virtual centers may be
viable and more feasible. China could also be invited to join in
such a virtual center.

Engage in consultations with other countries. Dialogue on
cyber-nuclear risks is critical for U.S.-Russian relations, but
cybersecurity is also a global challenge. The United States
and Russia should seek ways to discuss cyber-nuclear risks
with other countries including China, France, India, Pakistan,
and the United Kingdom. Most urgent tracks for cooperation
should include exchanging information about cyber threats and
challenges and best practices on addressing them.

21 American diplomats have proposed such an approach dating to at least 2017; President Putin of Russia recommended the approach in “Statement by President
of Russia Vladimir Putin on a Comprehensive Program of Measures for Restoring the Russia-U.S. Cooperation in the Field of International Information Security,”

September 25, 2020, http://en.kremlin.ru/events/president/news/64086.
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Joint Data Exchange Center

On June 4, 2000, the U.S. and Russian presidents signed a
Memorandum of Agreement establishing a Joint Center for the
Exchange of Data from Early Warning Systems and Notifications
of Missile Launches (JDEC) in Moscow, for the exchange of
information derived from each side’s warning systems on the
launches of ballistic missiles and space-launch vehicles. The
stated purpose of the agreement was to strengthen strategic
stability by further reducing the danger that ballistic missiles
might be launched on the basis of false warning of attack, and
to promote increased mutual confidence in the capabilities of
the ballistic missile early warning systems of both sides. The
agreement was the first time the United States and Russia
agreed to a permanent joint operation involving U.S. and Russian
military personnel.

The JDEC was to be staffed 24 hours a day, seven days a week,
with American and Russian personnel. It would also serve as the
repository for the notifications to be provided as part of an agreed
system for exchanging pre-launch notifications of the launches of
ballistic missiles and space-launch vehicles, negotiated separately.

Although the parties expended considerable effort for more

than a decade, the JDEC failed to produce a tangible result.
Failure to resolve issues associated with taxes and liabilities—
and increasing Russian concerns over U.S. policies on missile
defense—effectively stalled progress. In 2009, the U.S. and
Russian presidents agreed to pursue the long-stalled activation
of the JDEC, for the stated purpose of becoming “the basis for a
multilateral missile-launch notification regime,” but that effort also
failed to produce the intended result.

Since JDEC was first discussed, significant global proliferation of
advanced missile systems, and advances in missile technology
and launch-detection sensors, have dramatically altered the
strategic landscape. The original rationale for the JDEC—to reduce
the danger that ballistic missiles might be launched on the basis

of false warning of an attack and increase mutual confidence—
persists. Moreover, the depth of these concerns has been
amplified by the threat of cyberattacks on NC3 structures and early
warning systems.

These significant changes suggest that the JDEC concept should
be revisited and that a broadened scope may be beneficial.

Consistent with the general intent of the original JDEC agreement,
nations could share information from their respective satellite

and radar sensors on the launch of missiles and space-launch
vehicles. In contrast to the original concept, however, advances in
communication technology enable consideration of a virtual center,
potentially avoiding some of the pitfalls of the original agreement.
In addition, the cyber and space domains, not envisioned in the
original agreement, could be considered for inclusion.

Finally, including other countries could be considered. NATO and/
or China could be brought into the initiative and agreement, either
at the outset or later. Other countries could be added, as agreed by
the parties to the agreement, making it a truly “global” center.




Elevate Approval Authority for
Cyber, Information, or Any Other
Operation Involving ICTs

A cyber or information operation with the potential to disrupt a
nation’s nuclear deterrence mission should be approved at the
same level as required for nuclear use. This policy would ensure
that cyber operations with the potential to impact nuclear systems
of another country would have the explicit knowledge and approval
of the same officials who would authorize use of a nuclear
weapon. Toward this end, the United States and Russia should:

* Ensure cyber, information, or any other operation involving
ICTs with the potential to disrupt another nation’s nuclear
deterrence mission are approved by the same officials with
authority for ordering use of a nuclear weapon. This com-
mitment would ensure that the most sensitive and potentially
escalatory cyber and information operations have the explicit
approval of the same leader responsible for the most significant
of military decisions, use of a nuclear weapon. This change
would not necessarily alter existing policy for cyber or informa-
tion operations that do not have the potential to impact nuclear
deterrence missions.

+ In addition, the United States and Russia should commit
to enhance oversight of and take legal action to minimize
or halt any non-state cyber or information operations
emanating from their territory that have the potential to
influence or harm nuclear deterrence and stability. Govern-
ment situational awareness should extend to non-military and
non-state actors’ cyber or information activities that could lead
to catastrophic nuclear risks. This concept builds on the existing
agreement between the United States and Russia that “States
should not knowingly allow their territory to be used for interna-
tionally wrongful acts using ICTs."%

Eliminate Policies That Threaten
Nuclear Response
to Cyberattack

The United States and Russia should narrow the circumstances
under which they would consider a nuclear response and should
not threaten a nuclear response to a cyberattack. Cyberattacks
can be deterred and/or followed by more proportionate responses,
thereby increasing the credibility of cyber as well as nuclear
deterrence. Previously established American and Russian nuclear
policies have not yet fully addressed the risks of cyber insecurity
and may, in their current form, increase the potential for use of a
nuclear weapon.

The United States and Russia should:

* Revise policies, posture, and force-planning documents to
reduce the potential for nuclear response to cyberattacks.
Political commitments are a way of communicating intent and
can help avert misinterpretation and actions that could lead
to inadvertent nuclear war. Policy, force posture, and doctrine
should not signal an intention to wage a nuclear attack against
the perpetrator of a cyber or information attack, even if those
responses are considered to be non-nuclear strategic attacks.
A potentially important exception could be to maintain the
option for nuclear retaliation against a cyberattack that severely
impacts nuclear weapons command, control, communications,
or warning systems.?

22 Report of the UN GGE 2015 (later adopted by the U.N. General Assembly Resolution AIRES/70/237), https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F70

%2F237&Language=E&Device Type=Desktop&LangRequested=False.

23 This recommendation would work in tandem with the recommendations regarding the need for clarification of which systems are critical to the nuclear deterrence
mission and for restraint in conducting cyber or information intrusions, or intelligence probing in them.
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Implementation

Various mechanisms to implement these proposals are available
to U.S. and Russian leaders, ranging from declaratory policy
changes, to mutual political commitments, to changes in internal
acquisitions and management procedures. To fully address the
range of risk-reduction measures that will minimize the potential for
cyber operations to prompt a nuclear crisis, the United States and
Russia should pursue multiple approaches.

New or revised political commitments, strategic stability
dialogues, and unilateral actions can be leveraged to
address cyber issues and reduce risks. Changes in formal
declaratory policy commitments could reduce the risk that
miscalculation could prompt a nuclear crisis. In strategic
stability talks, refraining from interference in nuclear weapons
and NC3 systems could be discussed. The United States and
Russia could also opt to share information that would build
understanding and set expectations in a crisis situation. In
addition, each state should undertake unilateral actions, such
as conducting extensive fail-safe reviews of their respective

s
(D

nuclear systems. In the near term, the two governments
should also consider participating in track 1.5 dialogues to
develop ideas and work through challenges of some of the
more practical considerations in this report, such as the joint
exchange of missile launch data.

In the mid- to long-term, cybersecurity can be improved in the
context of ongoing nuclear weapons systems modernization.
Mutual commitments can be codified through various political

or legal formats. Nuclear force modernization in each country
presents an opportunity to clarify, isolate, and distinguish which
systems are involved in nuclear deterrence missions from civilian
infrastructure, critical national assets, and conventional warfighting
systems. Modernization also provides opportunities to improve
system resiliency and upgrade cybersecurity measures and
practices. Both the United States and Russia should prioritize
cyber-nuclear weapons risk-reduction as they pursue future
bilateral and multilateral arms control, confidence-building, and
transparency initiatives.
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O NTI

VHuuymaTmBa no cokpalleHnto saepHoit yrposbl (Nuclear
Threat Initiative — NTI) — aT0 HekoMMepyeckasi, HenapTUitHas
OpraHu3aLmsi, 3aH1MatoLLasicss Bonpocamy rrobansHom
Be3onacHoOCTV 1 HanpaBneHHas Ha CHKEHNE SAEPHbIX 1
B1onormyeckmx yrpos, yrpoKatoLLmx YEIoBEYECTBY.

MHeHws, BbipaXeHHble B AaHHON nybnukawum, He 0bs3aTensHo
oTpaxatoT TouKy 3peHust CoseTa anpektopoB NTI nmm
YUYPEXAEHNN, CBA3AHHBIX C HIAM.

Z/\ N
NTI %

BUILDING A SAFER WORLD

O auanore

NTI opraHusoBana auanor Mexay HenpaBuUTeNbCTBEHHLIMM
aMepUKaHCKUMM 1 POCCUICKMM 3KcriepTamu no kubep/
MHEOPMALMOHHOV 6€30MacHOCTH U NONUTUKE B 06NacTu SAepHOro
opyxus.. Mocne nepebix 6ecen B Mockse B 2019 rogy o BbiBoAax
Viccneposatensckoi rpynnbl NTI no kubepsigepHomy opyxuto
BbIn ycTaHoBneH guanor no Tpeky I, koTopsIi npogomkancs
BMPTyanbHO Ha MieHapHbIX 3acefaHunsX U 3acefaHnsax Manbix
rpynn B 2020 1 2021 rogax. Cu1COK y4aCTHUKOB NPUBEEH B
[Mpunoxerum 1.

OKCnepTbl OCHOBBIBANMCH Ha 0BLLEM NOHUMAaHUK TOTO, YTO
CUCTEMbI IAEPHOTO OPYXXUS LOMKHbI ObITh 3aLLMLLEHbI OT
knbepyrpos, a Taike Apyrix yrpos, CBS3aHHbIX ¢ MHDOPMALMOHHO-
KOMMYHMKaLMOHHbIMM TexHonorvamu (UKT), u yTo nognepxaxne
CTabMUNBbHOCTY YHWKaMNbHBIX aMEPUKAHO-POCCUACKNX SOEPHbIX
OTHOLLEeHMI TpebyeT ABYCTOPOHHErO COTPYAHMYECTBA, AaXe
HECMOTPS Ha TEKYLLY reononuTYeckyto 06cTaHoBKy. bbinm
paccMOTPeHbI Takme TeMbI, Kak BO3MOXHbIE CLieHapuu Kpuaica

¥ NyTW 3ckanawuu, BO3MOXHOCTM ANS YKPenneHns 4oBepus

1 NpefckasyemMocTy B OTHOLLEHUSX, @ TaKKe BYCTOPOHHUE
KnbepsaepHble HOPMbI, KOTOPbIE MOTYT CHIU3WTL prcku. pynna
BblpaboTana ngen COBMECTHbIX 1 NapansenbHbIX AENCTBUA NO
CHWKEHWHO PUCKOB, CBA3aHHBIX C K1bepsiaepHbIM OpyXuem, ans
PacCMOTPEHNS W NPUHSATIS NPaBUTENCTBAMMU 00EUX CTPaH.

[MprBeLeHHbIE HIPKe peKOMEeHAALMN NpU3BaHbl NOMOYb N36exaTh
VNN CHN3UTb PUCKM KnbepaTaku, KOTopasi MOXET MPUBECTY K
SLepHOMY Kpuancy. PekomeHpaLm, npuBeseHHble B JaHHOM
cTatbe, npeanaratoT nonutukam B Poccun n CLUA, a Takke B
APYIMX CTpaHax BapuaHTbl CHUKEHMS pucka knbepaTtaku unm
aTaku Ha MHGhOPMAaLMOHHY0 6e30MaCHOCTb, KOTOPbIE MOTYT
NPUBECTU K SOEPHON BOWHE.

YYacTHWKM-3KCNEPTbI BbICKA3anu 3ameyaHisi Mo NpoekTy
COZIEpXaHs N pekoMeHaaLnin aaHHoro otyeta. OgHako yyactne
B AMasore He 03HauaeT COrnacus ¢ KaxabIM acnekTom oT4eTa uim
€ro pekoMeHaaLUsMM.
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lNpeaucnoBue

B coBpeMeHHbIN SigepHbIi Bek HET Boree akTyanbHo 3afaym,
4eM MOHUMaHWE W CMSATYEHNE NOTEHLManbHbIX PUCKOB,
BO3HMKAIOLLMX MPU UCNONb30BaHUN KNOEPHETUYECKMX CUCTEM
Ans ynpaeneHus saepHeiv opyxuem. B 2016 rogy MHuumaTtuea
MO COKpALLEHMIO iBEPHON Yrpo3bl CO3Bana UCCNef0BaTemNbCkyio
rpynmny, B KOTOPYHO BOLLM BUAHbIE ObIBLUNE rOCYnapCTBEHHbIE
cnyxaluue, OTCTaBHble BOEHaYanbHWKA 1 KCMEPTbI MO
Si0epHbIM CrCTEMaM M NONMMUTUKE, KOTOPbIE MPULLNN K BbIBOAY,
4TO yCneLlHas knbepaTtaka Ha CUCTEMbI SAEPHOTO OPYXNS

CLUA moxeT umeTb katacTpoduyeckue nocnenctaus.! OHu
NOATBEpAUNM 0BeCMOKOEHHOCTb TeM, YTO CoeaMHEHHbIE
LLiTaTbl 1 BCe rocymapcTsa, 0bnaparoLye SaepHbIM OpYXUEM,
He MOryT paccyMTbIBaTh Ha TO, YTO LMKPOBbIE KOMMOHEHTHI
SLEPHOT0 OPYXMSI, CUCTEM YNPaBIEHUs 1 NMPEAYNPEXAEHNS He
CKOMMPOMETMPOBaHbI U He ByayT ckoMnpoMeTupoBaHbl. bonee
TOro, TEXHMYeCcKne Mepbl knbepbe3onacHoCcTH, HECMOTPS Ha X
VCKIKOYMTENBHYIO BaXKHOCTb, camit o cebe He MoryT obecneymnThb
BOCTaTO4HYI0 YBEPEHHOCTb B 6@30MacHOCTN 1 HAAEKHOCTH
KPUTUYECKM BaXKHBIX AEPHbIX cucTem. Knbepyrposel cuctemam
S0ePHOT0 OPYXMS MOBbILLAIOT PUCK MPUMEHEHNS M3-3a NIOXHOTO
NpeLynpexaeHnst uniu NpocyeTa, MoryT NOLOPBaTh AOBEpUE

K curnam sigepHoro caoepxuBaHus v ewye bonblue nogopaaTh
CTpaTernyeckyto cTabunbHOCTb.

Wcenegosatensckas rpynna 2016 roga pekomeHaoBana
CoeanHeHHbIM LLITaTam 1 BCcem siaepHbIM LepxaBam NpeanpuHsTh
CaMOCTOSATENbHbIE LIArK N0 MakCUManbHO BO3MOXHOMY
CHIKEHMO KnbepsiiepHbIX PUCKOB. B CBA3M C 3TUM Mbl YaCTHbIM
obpa3om 1 ny6nmyHo npusbiBaem npasntenbcTeo CLUA
NPOBECTN BCEODBEMIIOLLMIA «0BECNEUMBALOLLMIA BbICOKYHO
HapexHoCTb 0630p SAepHON 6e30MacHOCTIY, CPOKYCMPOBaHHBIN
MMEHHO Ha 3TuX Bompocax.? B HacTosiLyee BpeMs NpoBeaeHne
0b3opa Npean1caHo Ha 3akoHOAATENbLHOM YPOBHE B 3aKOHe 0
MOMHOMOuMsIX B 061acTu HalmoHanbHoi 06opoHsl 0T 2022 ropa
1 0ObsBNEeHo agMuHMcTpaumen baiinera B O63ope saepHoil
nonutukn 3a 2022 rop.

Mpu3HaBas, YTo OJHOCTOPOHHME U TEXHNYECKIE MEpbI
HeobX0aMMbI, HO HELOCTATOuHbI, UCCeaoBaTeNbCkast rpynna
2016 ropa Takxe pekomeHgosana npasutenscTay CLUA

NPUMEHSITb rNobanbHbIA QUNNOMATUYECKUIA NOAX0M, YYUTbIBaS,
4TO MOCMELCTBUS ANs CTPATEMMYECKON CTaBUMBLHOCTM HOCAT
rnoGarbHbli xapakTep 1 4To ApYrue CTpaHbl — Kak C AAepHbIM
OpyXX1em, Tak 1 6e3 Hero — CTanKnBaoTCst € knbepyrposamm

1 camy NPEACTaBnAKT UX. B YacTHOCTH, B Ka4ecTBe NepBoro
Lara B fokrnage pekoMeHAyeTCs NpoBeCTU ABYCTOPOHHUN
puanor ¢ Poccven, yuuTbiBas B3ayMHYH OTBETCTBEHHOCTb

ABYX KPYMHENLLMX SAEPHBIX AepkaB Mupa 3a T0, YToOb
n36exaTb ONACHOr0 CLieHapusi NPUMEHEHUS AEPHOTO

opyxusi. CoegnHeHHble LUTtaTbl n Poccuiickas ®epepaums
BOITKHbI COBMECTHO pa3paboTaTb HOPMbI, «KPACHbIE JIMHUMY

W [ipyrie Mepbl, MOHUMas, YTO kKnbepaTtaka MOXET Bbl3BaTb
KaTacTpoUyeCcKnin 1 HenpeaHamMepeHHbI KOHGMKT. Kak
oTpearupyet ntobas 13 CTOPOH, eCIv Apyras CTOPOHa peLumT
NpOBEPUTH B Ai€NE CBOW SiAEpHbIE CUCTEMbI NPELYNPEXAeHNs!
Unn ynpasnenus? ['Ae rpaHb MeX4y NPOBEPKOV U HanaaeHnem?
MOXHO nn NOBbICUTL B3aUMHyH BE30MaCcHOCTb 3a CHET MNyuLLero
MOHUMAaHWUS PUCKOB, N BO3MOXHO I AOCTIKEHUE COTNaLLeHuil

0 NPOSIBMEHNN COEPXKAHHOCTY B KnubepsaepHoi cdepe?
Tparudeckuit KOHNUKT Mexay Poccuei v YkpauHoi fenaet
KaXKabIN U3 3TUX BaxHbIX BOMPOCOB G0ree akTyanbHbIM, a Takke
Bonee onacHbIM.

YuuTbiBast 04EBUAHYI0 AENUKATHOCTb, CIIOXHO BECTM

Takue o6CyxaeHus no ouLmManbHbIM KaHanam ¢

S0EPHbIM KOHKYPEHTOM, AaXe KOrAa OTHOLLEHWS MeHee
HanpsbkeHHble, YeM cervac. HeouumanbHbIn Auanor Mexay
HenpaBNUTENbCTBEHHBIMI SKCEPTaMM YacTo MOXET ObiTb
OCHOBHbIM MyTEM HEO(MLMANBHOIO N3y4YeHNs 1 pa3paboTku
uaen v pekoMeHaaLmin Ans npaBUTenbCTB. IMEHHO 3TO Mbl 1
npeanonaranu, korga NTI co3Bana amepukaHCKuX SKCnepToB
ANs BCTpeun ¢ poccuiickumm konneramm B Mockse B 2019 rogy,
4TOObI M3Y4MTH BOMOXHOCTI COTPYAHNYECTBA B 3TON 06nacTu.
[MocnepytoLme yeunus, npogomkasLLnecs 4o koHua 2021 roga,
npuBenu K rnybokum Coaepx)aTenbHbIM ANUCKyCCUsiM 1 paspaboTke
BaXHbIX peKOMeHAaLMIA, OTPaXEHHbIX B JAHHOM OTYETE.

YunTblBas KOHPANKT Ha YKpauHe, Mbl NPpU3HaeM, 4To cenyac
[areko He CaMoe NOAX0AsLLEee BPeMS ANst BbIABMKEHNS HOBbIX
HEOTNTOXHbIX NOJIUTUHECKUX I/Iﬂel7l Ona ABYCTOPOHHEro aunanora

1 Pabota Wccnegosatenbckoi rpynnbl no kubepsiaepHomy opyxiuto 0bobiuera B otyete 2018 roga «AaepHoe opyxue B HOBYH KMBEP3NOXy: OTYET UCCHELOBATENbCKO
rpynnbl no knbepsiaepHomy opyxutoy, asTopsl Meimk O. CtaytneHa n Camanta Muttc-Kudep, VHuumatvea no cokpalleHnto saepHolt yrpossl (ceHTsbps 2018 1),

https://media.nti.org/documents/Cyber_report_finalsmall.pdf.

2 Coawm HanH 1 OpHect [Ix. Monus, «baipeH fomken caenatb bonblue, 4To6bl NpeAoTBPaTUTL CRyYalHbI 3anyck saepHoro opyxius. Bot kak» (Biden Should Do More to
Prevent the Accidental Launch of Nuclear Weapons. Here’s How), Washington Post, 17 Hos6psi 2021 ropa, https://www.washingtonpost.com/opinions/2021/11/17/biden-
should-do-more-prevent-accidental-launch-nuclear-weapons-heres-how. 3akoH o nonHomoumsix B 0bnacTi HaumoHanbHoit 06opoHsl (NDAA) ot 2022 roga tpebyet ot
MUHUCTPa 06OPOHBI MPOBECTM «0BECTIEUMBAIOLLMIA BBICOKYHO HAEKHOCTbY 0630p SAEPHOTO OPYXsi, KOMAHAOBAHNS W YNPABNEHMS, @ TAKKe CUCTEM MHTErPUPOBAHHOTO

OMOBELLIEHS O BO3MOXHOI Yrpo3e 1 oLieHky yrpoabl (ITW/AA).



no 6e3onacHoCTy, HO kKnbepsaepHble BbI30BbI NPeACTaBNAT
cepbesHyto yrpody anst CLUA, HATO v Poccum. CeroaHst KOHGnMKT
Tparnyecky NPOAOIKAETCS, CUTYaLMs C HANPSHKEHHOCTbIO

mexay CLUA n Poccven yxyawmnach, a saepHsle pucki

pacTyT. HecMoTps Ha 310, npesnaeHT baiaeH 3assun, 4to
CoenuHeHHble LWTaThl roToBbl paboTath ¢ Poccuei Hag

HOBbLIMI JOTOBOPEHHOCTSIMM MO KOHTPOITIO Hafi BOOPYXEHNUSMU,

1 peanu3aums nporpamMmbl «HOBBbIA CTapT» NPOLOMKAETCA.
HecmoTpsl Ha CepbesHble pa3HOrnacust 1 TPEHUS B ABYCTOPOHHNX
OTHOLLIEHUSIX, B3auMHble 0Bsi3aTenbCTBa N0 NPefoTBPaLLEHNHO
SAEPHON KaTacTpodhbl COXPaHSOT NEPBOCTENEHHYIO BAXKHOCTD.
[vanor o cTpaTeryeckon cTabunbHOCTU U NeperoBopbl No
KOHTPOKO HaJ BOOPYKEHUSIMW MEXY HALIMMMW CTpaHaMW
[OMKHbI BO30OHOBUTBLCS, 11 O MEPE UX NPOBeAeHNs TeMa
CHUXEHNS KNOepsiAepHbIX PUCKOB JOMKHA 3aHSTb BaXKHOE MECTO
B noBecTke AHsl. Kpome Toro, 1 0COBEHHO B YCMOBUSX O4YEHD
cnaboro goeepust mexay CLUA n Poccueit, 06e CTpaHbl AOMKHbI
YAENSATb NEPBOOYEPEAHOE BHUMAHWE OLHOCTOPOHHUM AEACTBUSAM
MO CHWXEHMIO SifepHbIX pUckoB. Mbl Hageemcst, YTo ugew,
W3NOXEHHbIE B 3TOM OTYETE, MOTYT CTaTb OCHOBOW AMNS BaXHbIX
AeicTBuin  guanora mexay CoegnHeHHbIMM LTatamn n Poccuein.

BriBwnii cenatop CLUA Cam HauH sBnsieTcs coyupeautenem u
conpeacenartenem NTI. 3a 24 roga pabotbl B CeHate CLUA HaHH
Obin NpegcenaTenem CEHaTCKOro KOMUTETA N0 BOOPYKEHHBIM
curnam 1 ctan MHULMaTopom nporpammel « COBMECTHOE
YMeHbLLUEHME Yrpo3bly, koTopas 0becneymBana CoXpaHHOCTb

1 YTUIN3aLMIO OPYXMST MAcCOBOrO MOPaXXEHNs Ha TEPPUTOPNM
ObIBLUMX COBETCKUX pecnybnuk.

BT T,

BuiBlmni MuHUCTp 3HepreTuku CLUA dpHect [x. MoHu3
ABNSETCS CONpeAceaaTenem u reHepanbHbIM AMPEKTOPOM
NTI. [-p Monu3 3aHuman noct MuHucTpa sHepretukn CLLA

¢ 2013 no 2017 roa, 1 B 3TOT NePKoZ OH Obln OfHUM U3
KMHOYEBbIX Y4aCTHUKOB NEPEroBopoB Mo UCTOPUYECKOMY
snepHomy cornatenmto mexgy CLUA n Mpanom o CoBmecTHOM
BCEOOBLEMITIOLLEM MIaHe AeiCTBUA.

)

Menmx CraytneHn — koHcynbTaHT NTI 1 6biBLLMIA BULE-
npesnaeHT nporpamMmbl NTI No Hay4HO-TEXHUYECKUM BOMPOCAM.
CrayTneHg 3aHnman pyKoBOASILLME AOMMKHOCTM B JTUBEpMOpPCKOM
HaLmMoHanbHoM nabopatopuu umeHm JloypeHca, MuHucTepcTae
aHepreTuku CLUA 1 JToc-Anamocckoi HawoHarnbHoi nabopatopum.

P

[dnanor o cTpaTternyeckon ctabunbHOCTU U NePeroBopbl MO KOHTPOIO HaA
BOOPY>XEHUAMM MEXAY HallMMKN CTpaHaMu OOMXKHbl BO30OOHOBUTLCS, 1 NO
Mepe UX NPOBEAEHUsI TEMA CHKEHUS KMOepsaaepHbIX PUCKOB AOMKHA 3aHATb

BaXHO€ MeCTO B NOBECTKE OHA.




[MpuHUMNbLI cOTpyAHMYeCTBa

rofbl pUck rmobanbHon knbepyrposbl ¢ 60MbLIOA BEPOSTHOCTHH

B coBmecTHOM 3asBneHuu ot 16 noHs 2021 roga npesuaeHT
BaiaeH n npesugeHT MNyTuH NoaTBEPAUAN, YTO B SAEPHON BOMHE
Henb3s NobeanTb U HENb3s €€ HauMHaTb, NOBTOPUB NCTOPUYECKOE
3asBneHve 1985 roga npesuaeHTa Peitrana u npegcegatens
Fopbayea.’ OgHako YToObI AAEpHas BOMHA HIUKOTAA HE
npOV30LLINa, B TOM YICIE U BOWHA, CITy4alHO CNPOBOLMPOBaHHas!
KNOEPHETMYECKUM U MHGOPMALIMOHHBIM MHLIMAEHTOM UM
aTakou, 06enm cTpaHam HeobX0aMMbI 6ANTENBHOCTbL, TBOPYECKHN
MOAXOL M COEPXAHHOCTb.

[insi BYCTOPOHHETO COTpyAHNYecTBa B 3Toi obnactu CLUA 1 Poccum
Heobxoammo paspaboTaTts 06LLe NPUHLMMLI, TPU3HABAS, YTO:

knbepyrpo3a sinepHOMY OPYXKHIO 1 CBSI3aHHbBIM C HIM CUCTEMAM
— celyac 1 B byayllem — npeacTaBnseT cepbeaHblit pyUck Ans
CTpaTernyeckoil cTabunbHOCTU 1 6e30nacHoCTH;

CUCTEMBI IBEPHOTO OPYXXUS OMKHbI BbITh 3aLLMLLEHbI OT
knbepyrpos, 4to notTpebyeT coueTaHns OQHOCTOPOHHMX U
COBMECTHBbIX TEXHUYECKMX 1 MORUTUYECKUX Mep. B Bnmxaiiume

Oymet pactu 1 ycyrybnsatses, YTo TpeBYET MPUHATUS CPOYHBIX
MEp YXe ceivac;

B [IOMONHEHWe K OHOCTOPOHHUM IEACTBUSAM 1 HECMOTPS Ha
HW3KWIA YPOBEHb [0BEPUS, YHUKABHbIA XapakTep aMepukaHo-
POCCUICKUX SAEPHBIX OTHOLIEHWI W SK3UCTEHUMANBHBIN XapakTep
knbepyrposbl Ans CUCTEM SLEPHOTO OPYXUs TPEBYIOT OT CTOPOH
MPUOPUTETHOTO BHUMAHUS K NOMCKY B3aMMHbIX 0bracTen
cormacust U COTPYAHUYECTBA 1151 CHUKEHS SLEPHbIX PYUCKOB;

MOHUTOPWHT 1 BbICOKOAOCTOBEPHAS NpOBepka Niobbix
COrNacoBaHHbIX Mep MOXET BbiTb O4EHb CTIOKHON NN Aaxe
HEBO3MOXHOM 3afa4er. CTOPOHbI BOIMKHBI PACCMOTPETb
Mepbl N0 YKPeNnneHnio A0BEpUs, NPO3payHOCTH, 0BMeHy
WHOpMAaLMet 1 pyKOBOAALLME NPUHLMMBI OTBETCTBEHHOTO
noBefeHs rocyAapcTs, OCHOBaHHbIE Ha NePesoBON NPaKTUKE
CLUA v Poccun, faxe ecnm TEXHUYECKUe MepbI 4J1s CTPOroi
NPOBEPKU HEJOCTYMHBI UMW HENPAKTUYHI.

Knbepyrposa saepHOMY OPY>XUHO U CBSI3aHHbIM C HUM CUCTEMaM — cendac 1 B
Oyoywem — npeacTaBnsieT Cepbe3HbI PUCK AN CTpaTernvyeckon ctabunbHoCcTm
1 6e3onacHoOCTW.

3

3 aHBaps 2022 rofa nuaeps! NATY rocyAapcTs, 0bnafaroLLyX SAEPHbIM OPYXUEM W MPU3HaHHBIX B [JOroBOpe 0 HepacnpocTpaHerun saepHoro opyxus (HAO) —
Kuraiickast HapogHast Pecnybnuka, ®paHuysckas Pecnybnuka, Poccuiickas Peaepauns, CoeanHerHoe Koponesctso Benukobputanum u CesepHoit Vipnanaum u
CoeauHeHHble LLiTaTbl AMepykin, — OAHOBPEMEHHO 3asiBUMK, «4TO B SAEPHON BOIHE HEMb3sA NobeanTb W Henb3s ee HaunHaTby. COBMECTHOE 3asBfeHne N1aAepoB NATH
rocyfapcTs, 06nafaLLmMX SAEpHbIM OpYXUeM, O NPeA0TBPALLEHIM SAEPHOI BOMHbI 1 HELOMYLLEHUM TOHKI BOOPYXeHuit. benbiit fom (3 aHBaps 2022 roga),
https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/03/p5-statement-on-preventing-nuclear-war-and-avoiding-arms-races.



NpeanoxeHus
(KkpaTKkoe onucaHue)

Cnepyowme wectb npeanoxenuint ans CLUIA 1 Poccun
HanpaBneHbl Ha CHUXeHWe KMBeppUCKOB C LieNbio NOBLICUTb
CcTpaTernyeckyto cTabunbHOCTb M M3bexaTb katacTpoduieckoro
NPUMEHEHNS SAEPHOTO OPYXUS.

CoeauHeHHble LLTaTbl 1 Poccus JOMKHbI:

1. BosgepxuBaThCs OT BMeELLATENLCTBA B SAEPHOE OpYXMe
11 CBS3aHHbIE C HAM CUCTEMbI, BKITKOYash CUCTEMBI
NpeaynpexaeHusl, CBA3M, yNpaBneHus SAEPHLIM OPYXNEM 1
CpencTBaMm ero JOCTaBKM;

OLleHVITb BapuaHTbl MMHUMK3aL UK COBMELLIEHNSA B paMKaXx
OfHOM CUCTEMbI ynpasneHne aaepHbiM n 00bIYHbIM OpyXnem;

lMpogomkaTb NOBbIWATH kKN6epOe30nacHOCTb CBONX
COOTBETCTBYIOLLMX SEPHbIX CUCTEM;

MoBbILLATL NPO3PAYHOCTb U PACLUMPATL KOMMYHUKALUK B
nepuozbl MOBbILIEHHO HaMPSKEHHOCTY;

MpuHATL NPOLELYPbI, FapaHTUpYLOLne, YTo Ntobast

knbep-, HGopMaLmoHHas unn nbas gpyras onepauus

C MCMOMb30BaHNEM MH(OPMALMOHHO-KOMMYHUKALMOHHBIX
TexHonorui, ucxogaias 3 CLUA unm Poccum 1 cnocobHas
HapyLUMTb MACCUIO SAEPHOTO COEPKUBAHNS APYrON CTpaHbI,
Oynet ofobpeHa Ha TOM e YPOBHE, KOTOpLIN TpebyeTcs Ans
MPUMEHEHIS! SAEPHOTO OPYKMS.

OtkasaTbCst OT NONUTHKK, prO)Ka}OUJ,eVI NMPUMEHEHNEM
SALEPHOro OPYyXuaA B OTBET Ha KVI66paTaKy.

B pacnopsikeHun amepukaHCKNX U pOCCUACKUX NIMAEPOB
MMEKTCS pasHoobpasHble MexaHU3MbI ANS peann3aLny aTux
pekoMeHAaLnin. HekoTopble U3 HUX He TpebyioT B3anMHOro
cornacus 1 MoryT 6biTb JOCTUIHYTbI B OGHOCTOPOHHEM MOPSIAKE.
Hpyrux uenei cnegyeT fobusatbes B3auMHO. CoenHEHHbIe
LUTaTbl 1 Poccus LOMmKHbI OQHOBPEMEHHO 1CNONb30BaTh
HECKObKO NOAXO0Z0B AMsl OCHOBATENBHOMO PAaCcCMOTPEHUS psga
HeoOXOAMMbIX Mep MO CHIMKEHIIO PUCKOB, KOTOpbIE NO3BONAT
CBECTU K MUHUMYMY BO3MOXHOCTb KNBep- 1nm MHPOPMaLMOHHbIX
onepauuii, NPOBOLMPYIOLLMX SAEPHBIN KPU3NC.
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Puck ackanauum: ot Knbeponepauuu oo

AnepHoON BOUHbI

Ha npoTshkeHnm BecaTUneTMin XonoaHoN BOMHLI aMepyKaHCKue

11 COBETCKME CTpaTer onacanicb «HeoXuaaHHoN»
KpynHoOMacLLTabHOI SBEPHOI aTaku, KOTopasi HAHeCeT
paspyLUMTENbHbIN YiLepd 1 BbISOBET CTOMb Xe pa3pyLUMTENbHBbIN
SAepHbIN 0TBET. HO B 3TOM CTONETIM OCHOBHYHK) 03a604EHHOCTb
BbI3bIBAET NPOCYET, HEAOMOHUMAHIE, CITy4aliHOCTb MK ScKanaLus,
koTopas nobyant CoeanHerHble LLTatbl unmn Poccuiickyio
deepaLyio OCyLLECTBIATL OMH UM HECKOMBKO SAEPHBIX YAAPOB.

Cerops CLUA v Poccns no-npexHemy obnagatoT npuMepHo
90 npoueHTaMm SAEPHOMO OPYXXUS B MUPE, @ Takke ABNSOTCS
OOHVUMM 13 CaMbIX OMbITHbIX 1 aKTUBHBIX Pa3paboTUMKOB
nonb3osatenen MKT. OgHako nonuTuka B 06nacti saepHoro
OPYXXUSi HE YCMEBAET 3a 3TUM TEXHOMOTMYECKAM MPOrpeccoM.
Mexgay TeM MOBCEMECTHOE pacnpoCTpaHeHne nepesoBbIX
uncbposbix cpeacts VKT, a Takke Ux BCECTOPOHHWE
(DYHKLMOHaSbHbIE MPEeUMYLLECTBa 3acTaBunM NPEANPUATUS
S0ePHOT0 OPYXENHOro Komnekca 06enx CTpaH BHEAPUTb
LUMchpOBbIEe TEXHONOTAM B CBOU CUCTEMbI IAEPHOTO OPYXUS,
npeLynpexaeHus, KOMaHA0BaHWS, yrpaBneHns u cesan.’ C
MOZEpHW3aLMen NpUXOaAT y3BMMOCTM W OTKPLITOCTb 411
knbepatak, KoTopble MOryT NPUBECTY K OMACHLIM NpocyeTam unm
aBapusM, BEAYLMM K NPUMEHEHMIO SAEPHOTO OPYXKS.

Knbep- nnu MKT-aTaku noBbILLAIOT pUCK 3anycka SAEPHOro
OpYXUs B pe3ynbTaTe HeJONOHUMaHNS, HeNpaBuIbHOM
aTpubyLimM BOBNEYEHHbIX ML, UMK JaKe HeCaHKLMOHMPOBAHHOTO
CMOMNb30BAHNS OPYXWS NOCPEACTBOM HapyLUEHUs (hU3NYECKOM
BesonacHocTn.® B xyALem cryyae nuaepsl MOryT HEBEPHO
onpenenuTb UCTOYHUK knbepaTakm, noTepsTb YBEPEHHOCTb B
CBOEM CMOCOBHOCTW KOHTPONMPOBATL SAEPHOE OPYXiUe CBOEN
CTPaHbI, HEBEPHO BOCTIPUHSATL HAYano kpynHoMacLuTabHoro
KOH(NWKTA UNM NOTEPSITb YBEPEHHOCTb B HALEXHOCTU CBOUX
cun caepxueanms. Jliobas u3 aTux cutyaumin MOXeT NPUBECTY
K simepHoMy Kpuancy. OTu puckn yeyrybnstotes ee bonee
HanpsKeHHbIMW OTHOLEeHUsIMK Mexay Poccueii n CLUA.

CerogHsa CLUA n Poccus no-npexHemy obnagatot npumepHo 90 npoueHTamm
AOEPHOrO OPYXNHA B MUPE, a TakKe ABMSTCA OOQHUMN U3 CaMbIX OMbITHbLIX U
aKTUBHbIX pa3paboTumkoB 1 nonb3oBatenen MKT. OgHako nonuTtuka B obnactu
SALEPHOrO OPYXNSA HE yCNeBAET 3a 3TUM TEXHONOMMYECKMM NPOrpeccom.

4 B [aHHOM [LOKyMeHTE TepMUH «kuGep» NpuBRN3UTENbHO PaBHO3HAYEH TEPMUHY «MHAOPMALMOHHO-KOMMYHUKaLMOHHbIE TexHONOrM» unmn UKT.

5  Opun [. Alymbaxep u Menmpx O. Craytnena, «<Moaeprusaums saepHoro opyxusa CLLA: nocneacTsms uHterpaLum LindpoBbix TEXHONOTWIA Ans 6e30macHoCT 1
nonutukuy (U.S. Nuclear Weapons Modernization: Security and Policy Implications of Integrating Digital Technology), MHuumaTtiea no cokpaLleHmio sinepHoil yrpoabl,
Hos6pb 2020, hitps://media.nti.org/documents/NTI_Modernization2020_FNL-web.pdf; n XaHc M. Kpucrencen n Matt Koppa, «Poccuitckoe sipepHoe opyxue B 2021
rogy» (Russian Nuclear Weapons, 2021), Bulletin of the Atomic Scientists 77, Ne 2, ctp. 90-108.

CraytneHna u Muttc-Kudpep, «AnepHoe opyxue B HoByto kubepanoxy» (Nuclear Weapons in the New Cyber Age).



Kakue knbepatakv MOryT 6biTb HACTOMBKO Pa3pyLUMTENbHBIMY,
yTOGbI NOAOPBATL AAEPHOE caepkmBaHne? Lindposbie
YA3BUMOCTM 1 HacTynaTenbHble KMBepaencTamus co3aaoT HoBble
PUCKV BO3HWUKHOBEHMS! SiIEPHOIA ONACHOCTH, BKITHOYaS:

* HapylLeHWs, CBA3aHHbIE C COCTOSHWUEM NGO HENOCPEACTBEHHO
S0EPHOTO OPYXUS, GO cuctem 6OEBOrO YNpaBneHUs saepHbIM
OpYXueMm, 1B 0BbIYHBIX CHCTEM BOEHHOTO YNpaBNeHNs UK
cuCTeM pasBeKu, HabmomeHns 1 LieneykasaHus;

* MepeKpbITV e JOCTYNA K BOEHHbIM aKTBaM B MUPHOE BPEMS U B
nepyoabl NOBLILLEHHON HANPSKEHHOCTY; @ Takke

* UCKaXeHWe, NoAMEHa UMW OTPaBneHe MHGoPMaLMK ANs Nn,
MPYHUMAIOLLMX PELLEHMS, UNW aNrOPUTMUYECKIE U3MEHEHMS B
aBTOMATM3WPOBaHHbIX CYCTEMAX UMK anropUTMaXx MaLLUHHOTO
06YyyYeHus!, KOTOpble MOTYT BbiTb UHTErPUPOBAHBI B CUCTEMBI
YNPaBMEeHNs SAEPHBIM OPYXUEM U UCMIONb30BATLCA B CUCTEMAX
CaHKLMOHMPOBAHMS MPUMEHEHNS SiLEPHOTO OPYXMS.

TNMio6oe 13 3TIX BTOPMKEHNIA NN aTak, HapyLLAKLLYX HOPMarbHOe
(3annaH1poBaHHoE) (hyHKLMOHUPOBAHIE PA3NIUYHBIX CUCTEM U
MOACUCTEM YrpaBNeHUst SOepHbIM OPYXVEM 1 ero Hocutenamu’, Gyab
TO B LIEMSIX LUNMOHaa Wrin B 6oriee 3rioHaMepeHHbIX LIEsiX, MOXKeT
MPUBECTY K NPUHATUIO PELLIEHNIA C NOTEHLIMAMBHBIMI SAEPHBIMM
rocrieacTeuAMM. Kaaoe v3 Hiux MOXET MPUBECTY K HEBEPHBIM
CYKIEHMSIM CO CTOPOHbI PYKOBOACTBA. B X0fie HalLero JByCTOPOHHEro
[Ananora Oblnv paccMOTPEHb! CrIEAyHOLLME HarMsAHbIE CLIEHAPUM:

+ lpsAmasn knbepaTaka Ha AePHOE OpYXUe UITU CBA3aHHbIE
C HUM cUcTeMbl. TOUKM YA3BUMOCTM B CHCTEMAX SILEPHOTO
OPYXWsl BKMKOYaIoT, Cpeam npoyero:

* CUCTEMbI PaHHEro NpedynpexaeHIs, BKIYas paaaps! 1
CMYTHUKM, CUrHATbI OT KOTOPbIX MOTYT BbITh NOALENaHb! UK
HbIM 06pa3oM ChopMUPOBATL NOXHbIE YKa3aH!s Ha aTaky,
KoTOpast MOXeT NPUBECTY K NYCKy SAEPHOMO OpyXus;?

* CUCTEMbI CBA3M, BKMOYas CPeLCTBa, C NOMOLLBI0 KOTOPbIX
npe3naeHTbl U KOMaHayioLLve 0bLLatoTes Apyr ¢ ApYroM
B Nepuoabl NOBbILLEHHON HaNPSKEHHOCTM, U CPEACTBa, C

Knbep- nnn NKT-atakun nosbIwaoT pUCcK
3arnycka si4epHOro opy>xus B pesyrnsraTe
HEeAONOHNUMaHWS, HEMPaBUIbHON
aTpmnbyunmn BOBNEYEHHbIX JTNL, UK Jaxe
HEeCaHKLWNOHNPOBAHHOIO MCMOSb30BaHUS
OpPYXXns MOCPenCTBOM HapyLLEeHUA
domaunyeckon 6e3onacHOCTH.

MOMOLLbIO KOTOPbIX BbIAAETCS CAHKLMS Ha NPUMEHEHNe
S0EPHOTO OpYXUS®;

* KnbepHEeTUYECKIe YCTPOIACTBA, UCNONb3YeMble
B CpeACTBax JOCTaBKW SAEPHOMO Opyxusi (Ha
BombapanpoBLLMKaX, NOABOAHbIX NOAKAX W
BannucTnyeckux pakeTax), OT KOTOPbIX 3aBUCUT MONNUTUKA
CAEPXMBaHUS; a TaKke

¢ cucTeMbl Be30MacHOCTM CKIaoB U BOeHHbIX 6as, rae
XPaHUTCA A0EepHOE OpYyXne, KOMNpoMeTaLmna KOTOPbIX
MOXET NPUBECTU K Kpaxe Unun ansepcuam, HanpaBneHHbIM
Ha A4epHble MaTepuanbl NN Opyxune.

* BmewatenbcTBO B LIeNOYKy NOCTaBOK, WNWOHaX, cOop
[aHHbIX, BPeAOHOCHbIE NPOrpaMMbl UNK BPEAOHOCHBIN
Koz, noABepraroLue onacHoOCTM AAEPHOE OpyXUe unu
Apyrue anemMeHTbl AAEPHOro apceHana, koTopbie MoryT
NpUBECTYU K NOTepe YBEPEHHOCTH B TOM, YTO AAepHOe
OpYKue U CBA3aHHbIE C HUM CUCTEMbI paboTatoT
npaBunbHo. /1 CoeamHerHble LWTaTbl, u Poccust nonaratotes
Ha pa3Ho0bpasHbIX 1 pasHOMAHOBLIX MOCTABLUMKOB feTanen
W YCNyr ANs NOA4EPKKN 1 MOGEPHNU3aLMM CBOETO SAEPHOro
OPYXUS W OPYruX 3NEeMEHTOB SAEPHO0 apceHana. Ycunus no
MOZepHU3aLMK, NpeanprHuMaemMble B 06enx ctpaHax, 6yayT
BKIOYaTb FOTOBbIE UNK LUIMPOKOZOCTYMHbIE TexHonorn 2020-x
rofoB, KOTOPbIE, BEPOSTHO, ByyT COCTOATb B OCHOBHOM

7 Pomalukuna H.M., Mapkos A.C., Ctecharosuy [1.B. MexayHapoaHas 6e3onacHocTb, cTpateriyeckas CTabunbHOCTb ¥ MH(OPMaLMOHHbIe TexHonorun / oTB. pea. A.B.
3aropckuit, H.M. Pomatwkura. — M.: UM3MO PAH, 2020. - 98 c., https://www.imemo.ru/en/publications/info/romashkina-np-markov-as-stefanovich-dv-mezhdunarodna-
ya-bezopasnosty-strategicheskaya-stabilynosty-i-informatsionnie-tehnologii-otv-red-av-zagorskiy-np-romashkina-m-imemo-ran-2020-98-s.

8  Craytnenp v Muttc-Kudbep, «AnepHoe opysue B HoByto knbepanoxy» (Nuclear Weapons in the New Cyber Age), 13.

9 T1.C. Bonotapes O noaxogax k obecrneyeHmio knbepbe3onacHoCT cUCTeM ynpaBneHust SAepHbIM opyxuem. https://www.elibrary.ru/item.asp?id=44185598.



13 UMCDPOBbLIX MHCTPYMEHTOB. PUCKI 0COBGEHHO OLLYTUMBI
B YCUNUSIX N0 MOAEPHMU3ALMN CUCTEM CBSI3M M 6OEBOTO
ynpaBneHus sinepHbIM opyxuem B 0beunx fepxasax. ™

¢ ATaKM Ha cucTeMbl CBA3W, HapyLualoLwye UK BbIBOASALLME
U3 CTPOA KaHanbl CBA3M, MOTYT NPUBECTY K Cly4YaiHOMY
UNK ONPOMETYUBOMY 3anyCKy siAepHOro opyxus. HesepHas
MHTepRpeTaLus MHGOopMaLm, HECIOCOBHOCTb K [ieackanaLym B
nepu1og, NOBbILIEHHON HANPSHKEHHOCTM UMK MOTepPs YBEPEHHOCT B
CnocoBHOCTM OTAATH NpKKa3 O 3amycKe B OTBET HA SAEPHYI0 aTaky
MOryT noByauTb BNACTM KaKaoi CTpaHb! AeACTBOBATb ObICTPO 1
PELUNTENBLHO, HO, BOIMOXHO, HepasymHO. ' Takoe CoBbITUe MOXET
ObITb BbI3BaHO YareHHbIM BTOPXXEHWEM UMW B3NIOMOM, KOTOPbIIA,
HanpyuMep, MOXET NPOU30IATM NMPU UCNOMb30BAHUN CUCTEMBI
yrpaBneHusi, O{HOBPEMEHHO MpeaHa3HaueHHON ANs yripaBneHus
0BbIYHBIMM 1 CTPATEMMYECKMMM BOOPYKEHWSIMM, NOCHINas
HEBEPHYI0 MHOPMALMIO UMK NOXHbIE CUTHarbI Yepes AaTHMKM 1
pafiapbl N0 BOEHHOM CETM YNpaBIeHist 1 B aapec pyKOBOACTEA.
AHanor4HbIM 06pa3om MoryT BbiTb PaCcKpbITbI, HO HEBEPHO
MCTONKOBAHbI AEACTBMS N0 LUNMOHAXY: HANPUMEP, M3HAYamNbHbIA
c6op [aHHbIX MOXET BbITb BOCTIPUHAT Kak BHEAPEHWE
BpeaoHocHoro MO unm ceoero poaa 6oMbbI 3aMeneHHoro
[eiACTBMS, NpeHa3HAYEHHO 1S HaHeceHUs yiuep6a.
BMHOBHMKOM MOXET ObITb TpeTbs CTOPOHA (BHE cTpaH HATO nnm
Poccum), Ho npegnonaraetcs, yto ato imbo CLUA, nubo Pocems,
nmbo fpyroe sipepHoe rocyAapcTeo. Takoe 0BHApYKeHe MOXeT
BbI3BaTb OTBETHbIE AEMCTBMSA, MOTEHLMANEHO NepepacTatoLye B
S0epHbINA OTBET.

Y100bI BbITb 3GhGHEKTUBHOI 1 3aLLMTUTL OT HEMPEeaHAMEPEHHOM
SLePHON BOVHbI, NONUTUKA CAEPXMBAHNS LOMKHA ONMpaThCs Ha
TOYHYI0 MH(hOpMaLMIo. BMecTe ¢ Tem, NonuTIKa CAEPKUBAHUS
HeadhhekTMBHA NPOTHB Kknbepyrpoa'2. OaHako CoBpeMEHHas
MCTOPWS NOMHA CIy4aes, Koraa NOTeHLManbHO OnacHble
MPOUCLLECTBMS MOITIN Cy4MTBCS, HO NpoLwnu 6e3 nocneacTaui.

HekoTopble 13 HUX Obinv Pe3ynbTaToM NPOCYETOB, HEMPABUILHON

WHTepnpeTaLum Unn HeBEPHON MHGOPMALIMKM U MO NPUBECTM K
snepHomy kpuancy mexay CoeamHeHHbIMu LWtatamu u Poccren.

MoBbILLEHVE YH3BMMOCTY K LiCDPOBLIM aTakam 1 yBenmyeHme
TEMMNOB K1bep- 1 MHPOPMALMOHHBIX aTak YrpoxatoT saepHOMY
OpyXuto 0Benx CTpaH (a Takke apyrux saepHbix cTpaH). CLUA,
Poccws v gpyrvie sipepHble Uk HesimepHble rocyaapcTea
HapaLLuBaloT HOBbIE BO3MOXHOCTM B KOCMUYECKON Cihepe 1
pa3paboTke pakeT, YTO B COYETAHNN C pacTyLLel LmdpoBoN
YSI3BUMOCTBH M aTMOC(EPOI HELLOBEPHS MEXIY SAEPHBLIMM
rocyfapcTBamu NoBbILLAET pUcku. Bee 3T0 B COBOKYNMHOCTY
CO3[aeT MOBbILIEHHYH MOTPEBHOCTL B CAEPXAHHOCTH,
MpO3paYHOCTH, KOMMYHMKaLMK W MONUTUYECKNX 0BS13aTeNbCTBaX
CO CTOPOHbI TOCYAAPCTB, 061afaloLLmX SaepHbIM OPYXUEM.

10 B.B. MyTuH: http://en.kremlin.ru/events/president/news/64396; OtyeT Kommceum CLLA no kubepnpoctpaHctay «Consipuity (U.S. Cyberspace Solarium Commission), cTp.

118, https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv/view.

11 CraytneHg u Muttc-Kndpep, «AnepHoe opyxue B Hosyto kubepanoxy» (Nuclear Weapons in the New Cyber Age), 16.

12 TlopeH 3abbepek, Kpuctu NMopetc, Maiina HotomaH 1 Masen LWapukos, «ConepHudectso mexay CLUA n Poccueit B kubepnpoCTpaHCTBE: HyXHbl 1 1 BO3MOXHbI Jn
npaewna fopoxHoro gaimkeHns?» (US-Russian Contention in Cyberspace: Are Rules of the Road Necessary or Possible?), 10 ntons 2021 r. Belfer Center Working
Paper https://lwww.russiamatters.org/sites/default/files/media/files/PDF-CyberRulesoftheRoad-061021-RMPaper.pdf.
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NMpeanoxeHus no gencremam CLUA u

Poccum

Hwxe onncarbl npeanoxenus no genctausm CLUA n Poccuu,
KOTOpble MOMOryT M3bexaTb KaTacTPOPUIYECKOTO NPUMEHEHUS
SiHePHOT0 OPYXMs B YCIOBUSIX KNOEPYrpoa.

Bo3aepxunBaTtbCcA OT BMelwlaTenbcTBa
B A4epHOe OpyXue U cCBA3aHHble C HUM
CUCTEMbI, BKNO4asi saepHble CUCTEMbI
KOMaHOOBaHUs, ynpaBneHusl, CBA3M,
AOCTaBKU U NpeAynpexaeHus

CoeavHeHHble LLTaTbl 1 Poccust BOmKHbI BO3AEPXKMBATLCS

OT BMeLLATeNLCTBA 8 I0EPHOE OPYXKUE U C8A3aHHbIE C HUM
cucmemsbi Opye Opyaa, 8Ko4asi cucmembi c8a3u U 60e6020
ynpasneHuss (NC3), cucmembi docmasku u npedynpexoeHusi, B
MWPHOE BPEMS 11 B NEPUOZbI NOBLILLEHHOM HANPSHKEHHOCTH. 3TO
notpebyeT caepxuBaHus atak, AENCTBUIA C UCNONb30BAHWEM
KOMMbBIOTEPHbIX CETEN N BTOPXEHWUN B CETb, B TOM YICIE B
Liensx passeaKy, LeneykasaHus 1 HabniogeHus, B pamkax

NC3 v cuctem npegynpexaeHns, 4to no3sonuT u3bexartb
MOTEHLMANbHO HEBEPHBIX W KaTacTPOQUIECKMX OLEHOK Npu
OBHapyXeHUM 3M0yMbILLNEHHNKA, BpegoHocHoro MO unn gpyrx
MOLO3PUTENbHbIX NPU3HAKOB. ™

ATaku, AeiCTBIS C NPUMEHEHNEM KOMMbIOTEPHBIX CETEN UK
BTOPXEHWS B LNpPOBbIE SNEMEHTbI CUCTEM YNpaBNeHMs!
SiHepHbIM OpyXX1eM, BKMoYasi CpescTBa [OCTaBkKy,
BCMOMOTaTembHYH MHAPACTPYKTYPY 1 LIEMOYKN NOCTABOK,
MOTyT MPUBECTY K KaTacTpodmieckon ackanauuu. Mepuogsl
MOBbILUEHHOI HANPSKEHHOCTM, C KOTOPLIMU Mbl CTanK1BaeMCs
CEroAHsi, NPeACTaBnsT BoMbLUYK 0NacHoCTb, Tpebys
LOMOMHUTENbHBLIX Mep Ans obecrneyeHuns Toro, YTobbl atakm,
AEACTBUS C MPUMEHEHNEM KOMMbIOTEPHbIX CETEN N BTOPXKEHNS
He GblnKu HEBEPHO UCTOMKOBaHbI. HeonpeaeneHHoCTL B
OTHOLLEHWM PUCKOB KMBEP- 1 MHOPMALMOHHOI 6e30nacHoCTy
ans NC3 MoXeT co BpeMeHeM Bo3pacTaThb, NOApbLIBas AOBEpUE
11 NOBbILLAs PUCK HEBEPHON MHTEPMPETALIUM W MPOCYETOB,

€CIN OfiHa 13 CTPaH 3anofo3puUT BTOPXKEHUE U PUCK aTakn Ha
cuctembl NC3 1 npegynpexaeHus.'* 3o orpaHuyeHne Takke He

Np13BaHo NokasaTb, YTO BMELLATENLCTBO B HESAEepHbIE CPEACTBa
KOMaHAO0BaHMS, yNpaBeHus, CBA3N 1 ONOBELLEHNS AONYCTUMO,

a YTO BMELLATENBCTBO B AAEPHbIE CUCTEMbI YHUKAMBHO TEM, YTO
MOXET NMPUBECTY K KaTacTPONUECKON ackanaLmm.

[ins BBINOMHEHUS 3TOM pekomeHaauun npeanaraetca
NPEeAnpUHATL cnegywne warn.

* KoHKpeTuU3npoBaTb COOTBETCTBYIOWME cUCTeMbI. Co3aaHue
KOHKPETHbIX ONpeaeneHuit Toro, Kakue akTBbI MOAAEPKMBAIOT
sifepHble, 00bIYHbIE MM ABOMHBIE MUCCHN, MOXET CHU3UTb
pU1CK TOTO, YTO AEHCTBUS, HANPaBMEHHbIE HA HapyLUEHWe UK
noBpexaeHne 00bI4YHbIX CHCTEM BOEHHOTO, YNPABIEHNS U
CBSI3W, MOTYT BbI3BaTb S4EPHbIN OTBET.

* BospepxuBatbcs ot c6opa LunpoBoii pa3BefblBaTeNbHOM
uHchopmaumu B cuctemax NC3 apyr apyra B MUpHoe
Bpems. Ecnin 6b1 MOXHO ObINo 3aKNMOUNTL CornalleHns
1 06ecneymTb KOHTPOMb 3a TeM, YTODbLI ONpeaeneHHble
CUCTEMbI BbINK HEAOCTYMHbI ANS LENei LUNMoHaxa, 310
MOrno Obl CHU3UTL PUCK TOTO, YTO COOP pa3BeaaaHHbIX
OyneT ownbOYHO MHTEPNPETUPOBAH Kak BPEOHOCHAs aTaka.
Takue 06s13aTenbCTBA UK Aaxe NoTeps pa3Be/ibiBaTeNbHbIX
[aHHbIX HE HECYT pearbHbIX Yrpo3 CTPaTernyeckiM pacyeTam
aMepUKaHCKMX U POCCUIACKIX ML, MPUHUMAIOLLNX
pelLeHns.”® Ho Takoil Noaxoa He peliaeT npobnemy TpeTbux
CTOPOH, KOTOPbIE MOTYT aTakoBaTh 3TW CETU. TeM He MeHee,
OH CTaHeT BaXHbIM Ha4arnbHbIM LLAroM, a Takke notpebyert
[ONONHUTENbBHBIX UHBECTULMA U UCCTIEA0BAHMIA BOIMOXHbIX
MeTOZ0B MOHUTOPMHIa 1 NPOBepKM. Takue 0bsi3aTensCcTBa
Takxe MOryT ObITb MHULMMPOBAHBI B OGHOCTOPOHHEM
nopsigKe Kak «HeLenesble 0653aTensCTBay Uin, BO3MOXHO,
«106pOBONbHbIE 0BS3aTENLCTBAY.

* BosgepxuBatbcs OT BMelaTeNnbLCTBA B SAEPHOE OpYXKUe.
POHWNKHOBEHME MW BTOPXKEHWE B LICPOBLIE CUCTEMD
HoCUTENE SAEPHOr0 OPYXUS, KaK rMaBHOA COCTABNSIOLLEN
SLEPHOT0 CAEPKMBAHUS , UK SLepHbIX 6oM6 unm 6oeronoBok,
MOXET MPWUBECTU K MPOCYETY NPK OBHAPYKEHUM UITN

13 BkmioyaeT aTaku Ha kommbioTepHble ceTv (CNA), ncnonb3oBaHme KoMMbioTepHbix cetelt (CNE) 1 Apyrvie BUAbI LUNUOHaXa B pamkax YyBCTBUTENbHbIX CUCTEM U MEXY

HAMMN.

14 Puyapg k. JaHuur, «BbikviBanue Ha aneTe 13 0TpaBneHHbIX (PYKTOB: CHIDKEHME PUCKOB HaLMOHanbHoi 6e3onacHocTu knbepaasncumbix ctpaH Amepuku» (Surviving
on a Diet of Poisoned Fruit: Reducing the National Security Risks of America’s Cyber Dependencies), LieHTp HoBoit amepukaHckoli 6esonacHocT (uonb 2014 1.), cTp.
24-25, https:/lwww.cnas.org/publications/reports/surviving-on-a-diet-of-poisoned-fruit-reducing-the-national-security-risks-of-americas-cyber-dependencies.

15 Ecnu 6b1 uHghopmayust bbina nommydeHa 8 pesynbmame WnuUoHaxa 3a SmumMu akmusamu, OHa, cKopee 8ce20, He bbina bb1 onpedensrowel u, criedosamernbHo, umena

] 02paHU4YeHHYH NoJ1Ie3HOCMb.
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ATakun, 0eNCcTBUS C MPUMEHEHNEM KOMMBIOTEPHbIX CETEN UMK BTOPXKEHUS B
LMPOBbLIE ANIEMEHTbLI CUCTEM YNpaBneHnst SAepPHbIM OpYXXMeM, BKoYas
cpencTBa A0CTaBKM, BCOMOraTenbHY MHADPACTPYKTYPY M LIENOYKM NOCTaBOK,
MOTYT NPUBECTU K KaTacTpodMyeCcKom ackanauuu.

Aaxe NoJo3peHnn Ha Takoe BTOpxeHWe. PeanbHas unm
npegnonaraemas ataka Ha fitobyto MHPPACTPYKTYpy, NexaLlyo
B OCHOBE S1EPHOT0 CAEPXKMBAHMS, BKMHOYAS NPOMbILLIEHHYHO
a3y unm MHGPACTPYKTYpY, Takyio Kak NPOKU3BOACTBO
60eronoBok 1 npoLeccs obecneyeHms 6e30nMacHOCT, MOXET
ObITb BOCTIPUHSATA KaK Ha4arno NpUMEHEHUs SAEPHOO OPYKUS.

CUrHanoM 0 NONMTUKE U HAMEePEHUSX NS BHYTPEHHEN 1
rnobansHoM ayanuTopuu.

OueHUTbL BapuaHTbl MUHMMU3aLUK
nepenneTeHUs U/MnNu MHTErpaLum CUCTEM
ynpaBrieH1si 0AHOBPEMEHHO OObIYHbLIMU U

AAepHbIMU CUnamMmun n cpeacTteBamMum.
* He nomorarb, He CMOHCMPOBaTb U He OKa3biBaTb

NoAJepPXKY ApYromy rocyaapcTBy unu
HerocyaapcTBEeHHOMY CyOLEKTY C LieNbio BMeLaTenLcTBa
B ABEPHOE OPYXME UMK CUCTEMbI NOAAEPKKU CTOPOHbI,
cobniogatowen [loroBop 0 HepacnpoCTPaHEHNN AJEPHOTO
opyxua (QHAO). BmelwatensCTeo B CUCTEMBI 4BOMHOTO
HasHayeHws, cuctembl NC3 v cuctembl npegynpexaeHus
no6oil CTpaHbl, Aaxe HenpegHaMepeHHOe, MOXKET NPUBECTY

K kaTacTpohn4eckon ackanaumm B pesynbTaTe npocyeTa.
Utobbl n3bexats npocyeTos, CLUA 1 Poceus 4omxkHbI B3STb Ha
cebs 0653aTenbCTBO He BMeLLMBaTLCS B paboTy npeanpustii
SLEPHOr0 OPYXENHOro KOMNIeKca, BKIoYas SAEpPHbIN
TOMAMBHBIA LWKI, M0G0 CTpaHbl, cobnoaatoLeir ceou
obssatenbctea no HAO.

W CLUA, n Poccusi MofepHU3MpYOT CBOM SiiepHble CUrbl,
NOTEHLMANbHO UHTErpUpYst HOBbIE LM(POBbIe YS3BMMOCTH

B CYLLECTBYIOLLE HOCUTENN SLEPHOTO OPYXMS, CUCTEMbI
npesynpexaerus, 60eBoro ynpasneHus u cessu. Ectb

MHEHWe, 4TO CerofHsi Hay4HO-TEXHUYECKMIA NapUTET BaxHee,
4eM KonM4ecTBeHHOe paBHoBeCKe'®. Ti MHBECTULMM AaKoT
BO3MOXXHOCTb M30MIMPOBaTh UMK OrpaaunTb SAepHble CUCTEMbI Kak
OT IrpaXzaaHckoi MHPPACTPYKTYPbI, TaK U OT CUCTEM YNpaBIEHMS
HesaepHbIMM cpefcTBaMi. MHTerpaumst 06bIYHbIX BOEHHbIX 1
S0EPHbIX CUCTEM, BKItoYasi opbuTanbHble CUCTEMBI, YpeBaTa
PVCKOM 3CKanaLuy B Nepuozb! NOBbILIEHHON HAMPSKEHHOCTH,
XOTS ONpeseNuTb Pa3aenuTENbHYI0 TMHNK MeXay OBbIYHbIMM 1
SO0epHbIMUA cUCTEMaMN MOXeT ObITb HenpocTo."” YTobbl CHIU3NTBL

puck ackanayum, CoeauHenHble LTtaTbl n Poccus LOmMKHbI:
* MpuHATL Ny6nnyHble 06a3aTenbCcTBa. CoeMHEHHbIE

WraTbl 1 Poccus omkHbI AaTth OQ)MLWIaJ'IbeIe rapaHTimn ¢ HacCKOJIbKO BO3MOXHO, OLleHUTb NOTeHUWan pasgeneHna u

1 B35iTb Ha cebs, NOCpeaCcTBOM AeKnapaTUBHOM NONUTUKY,
nonuTUyeckne 0653aTeNbCTBA BO3AEPXKMBaTLCS OT cbopa
LUMPOBLIX pa3BeadaHHbIX M BMELLATENbCTBA B SiAEPHOE
OpYXWe 1 CBS3aHHble C HUM CUCTEMbI, BKIKOYasi CUCTEMBI
ABOWHOTO HasHaveHus. Kpome Toro, CoeguHeHHble LLTtathl 1
Poccust monmxHbl B3sTb Ha cebs 06593aTeNbCTBO HE NOMOraTh
1 He NOAAEPXMBATL Takoe BMELLATENLCTBO CO CTOPOHbI
APYroro rocyfapcTsa Unu HerocyAapCTBEHHOMO cyObekTa.
Takve ny6nuyHble 06s3aTENLCTBA CTAHYT BaXHbLIM

U30NALMM CUCTEM YNPaBNeHUsi OGHOBPEMEHHO 0BbLIYHbIMMU
U A8epHbLIMKM cunamm cpeacTeamu. MpusHasag, YTo NonHoe
pasfenenme cuctem ot cuctem NC3 ByeT 40porocTosiLiuM,
YCUNUSA 0 MOIEPHI3ALIMI AOMKHBI MPOBOANUTLCS C YYETOM TOrO,
YTO MHTErpaLms SAEPHbIX U 0BbIYHBIX BOBHHBIX CUCTEM MOXET
MOBbICUTb 3CKANALIMOHHBIE PUCKU. B Criyyae HEBOIMOXHOCTM
TaKoro pasaeneHus credyet paspabotarth Apyrie Mepsb

MO KOHTPOIO HaJl BOOPYXEHUAMM, YKPENMEHI0 A0BEpUs 1
MPO3paYHOCTH, YTOBLI KOMMEHCUPOBATL TaKYK HEBO3MOXHOCT';

12

Poros C.M. lmob6anbHas v pervoHanbHas cTabuibHOCTb B sigepHOM Mupe. BecTHuk Poccuiickoii akagemum Hayk. 2021. T. 91. Ne 6. C. 571-584.

Cwm. Anexkcein Apbatos, Bnagumup [IBopkut 1 MeTp TonblukaHos, «[TepenneTeHune 0bbl4HbIX U SAEPHBIX BOOPYXEHUIA Kak HOBas yrpo3a Be3onacHocTy: poccuiickas
To4ka 3peHns», ®oHa KapHeru 3a mexayHapoaHbiin Mup (19 anpens 2018 r.), https://carnegieendowment.org/2018/04/19/ru-pub-76126; n [xeimc M. AKTOH,
«Jckanauys Yepes 3anyTbiBaHMe: Kak ys3BUMOCTb CUCTEM KOMaHA0BaHIS 1 yNpaBneHns MoBbILLIAET PUCKM HeMpeAHaMepeHHO saepHol BorHbl» (Escalation through
Entanglement: How the Vulnerability of Command-and-Control Systems Raises the Risks of an Inadvertent Nuclear War), International Security 43, Ne1 (neto 2018 r.):

56-9, https://doi.org/10.1162/isec_a_00320.

M.C. 3onotapes O noaxoaax k obecneyeHmio knbepbe3onacHoCT cuCTeM ynpaBneHust SiAepHsIM opyxuem. https://www.elibrary.ru/item.asp?id=44185598.



* COKpaTUTb CBA3N AAEPHBLIX CUCTEM C KPUTUYECKU BaXKHbIMU
HauuoHanbHbIMKM akTuBamu. CLUA n Poccus Takke gOmKHbI
paccMOTpeTb BOMPOC 06 OTAENEHUN 1 U30NALMN SAEPHOTO
opyws, Bkioyas cucteMbl NC3, OT KpUTUYECKM BaXHBIX
HaLMOHarbHBIX aKTUBOB, HACKOMbKO 3TO BO3MOXHO. JTH
pasgeneHnst MOryT BKITIOYaTb U30MALMIO OT CMYTHUKOBBIX
CeTen CO 3HAaYUTENbHBIM FPaXAaHCKUM 1 KOMMEPYECKUM
BMUSHUEM, HAMPUMEP, amepuKaHCcKoi [nobanbHo cucTeMbl
nosuymoHupoBaHnus (GPS) 1 poccuiickon nobansHom
HaBWrauuoHHoM cnyTHUKoBom cuctemsl (TJTIOHACC);

* COKPaTUTb CBSAI3U SAEPHbIX CUCTEM C KPUTUYECKM
BaXXHOM rpaxgaHcKoi uHgpacTpyktypon. Xots CLUA u
Poccyst fOroBopunich He atakoBaThb "*KpUTUYECKM BaxHYHO
rpaXaaHCKyto MHAPACTPYKTYpY, CBA3M MEXIY SAepHbIMM
CMCTEMaMM W rpaxaaHCKoN MHPPACTPYKTYPON HeobXxoanmo
COKpaTUTh, Y4TODLI N30EXaTh BO3MOXHBIX HENPEABUAEHHBIX
NOCNeAcTBUN B Cryyae knbeparak.

Mpopnomkutb paboTy No NOBbILEHUIO
Knb6epbe3onacHoOCTH AaepHbIX CUCTEM

CoBpemeHHoe sioepHoe opyxwe B CLUA n Poccun BkmtouaeT
HeKoTOopble LNgpOoBbLIe 1 aBTOMATU3MPOBAHHbIE CUCTEMBI.
[lobasnexue LmdpoBbIX MHCTPYMEHTOB HECeT B cebe
NoTeHLManbHble NPeMMyLLECTBA, HO TaKKE U 3HAYNTENbHbIE
pUCKW, B TOM YMCTIe Takue, KOTOpble HE A0 KOHLA M3yyeHbl. [ns
CHIMKeHus aTx puckos CoepuHeHHble LWTtaTbl n Poccns pomkHbI:

* NPOBOAUTL OAHOCTOPOHHUE 0630PbI OTKA30YCTOYUBOCTH,
4TOObI NOHATL M ONPEAENMTH LWark No yMeHbLIEHNIo
yA3BUMOCTEN B CUCTEMaX NpeaynpexaeHus, 60eBoro
ynpaBneHus SAepHbIM OpPYXUEM U CBA3M, a TaKkKe B
AAEPHOM OPYXWUU N HOCUTENSAX, KOTOPbIe MOTYT ObITb
co3faHbl UMK ycyryoneHbl kubepyrposamu. BHyTpeHHsis
npoBepka, NOATBEPXKAAOLLAs, YTO Nobble NPobriemMbl B SAEPHON
cucTeme ByayT «OTKA30yCTOAYMBLIMUY, YKPEMUT BHYTPEHHNE
rapaHTVM NpegoTBpaLLeHns knbepyrpos. Mpn HeobxomUMocTy
TaKie NPOBEPKM JOIKHbI NPOBOAUTLCS HA CEKPETHOM YPOBHE;

19 Hanpumep, foknagbl rpynn npaBuTenbCTBEHHbIX akcnepToB OOH, B ToM uncne «I'pynna npaBuTenbCTBEHHbIX 3KCMEPTOB MO JOCTMXEHUSM B 06nacTtu
MHGOPMALMKM 1 TENEKOMMYHUKALMIA B KOHTEKCTE MexXayHapoaHom besonacHocTuy, l'eHepanbHas Accambnes OOH, A/70/174 (22 wionsa 2015 roga), 8, nyHkT (f),
https://digitallibrary.un.org/record/799853?In=en. HepasHue cobbiTis B YKpauHe, K CoXaneHuo, CTaBsaT Nog COMHeHue 310 06513aTenbeTBO.
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[obGaBneHne UMpoBbIX MHCTPYMEHTOB HECET B cebe noTeHumanbHble
NPENMYLLECTBA, HO TaKKe N 3HAYUTENbHbLIE PUCKN, B TOM YMCNE Takne, KoTopble

He A0 KOHLa U3y4YeHbi.

* obecneynTb NPUOPUTET LiUcHPOBON 6E30NACHOCTM U
HafeXHOCTU HapAaAy CO CTOUMOCTLIO, FpadMKoM U1
3¢hheKTUBHOCTLIO ANA BCEX ONepauuoHHbIX CUCTEM,

a TaKxe Npu NpMobpeTeHnm U 3aKynke SAEPHOTO

OPYXXMSA U CBA3AHHbIX C HUM CUCTEM B KOHTEKCTe

AAEPHOI MOAEPHM3aLIMMK M PacTYLLEeN 3aBUCUMOCTM

oT uncpoBusauum. Takas paccTaHoBKa NPUOPUTETOB

MOXeT noTpeboBaTh yLieMneHus (hyHKLMOHANbHbIX
TEXHOMOTMYECKMX NPenMyLLEeCTB B yrogy 6e3onacHocT

1 HapgexHocTu. Kak B CLUA, Tak n B Poccuu, undpoBsele
CUCTEMbI JOMKHbI COOTBETCTBOBATL YETKO YCTaHOBMEHHBIM
noporam 6e30MacHOCTV N HAAEKHOCTM 0 WX MPUHATUS Ha
BOOpyeHue. Heobxoanmo BbILENUTL PECYpPChl 151 NPOBEPKN U
YCTaHOBMEHWS TOTO, YTO NUAEPbI M BOEHHLIE CMOTYT COXPaHUTL
YBEPEHHOCTb B NOCTOSIHHON FOTOBHOCTM MX IAEPHbIX CUIT

B Cry4ae HeoOXOMMOCTM, HO HUKOTZA He UCMOMb3YOT X

6e3 Hagnexalyero paspeLleHus B pesynbTate kubep- nim
MH(OPMALIMOHHBIX aTaK.?’

MoBbiweHne npPo3pPavYHOCTU U
KOMMYHUKaL U

YnyJiueHne npo3payHoCTM U KOMMYHIUKaLU NOBBICUT
CTabUNBHOCTb U CHA3UT PUCKW NPOCHETOB, OCOBEHHO B NepUozb
MOBbILLIEHHON HanpsXXeHHOCTH!. Perynﬂprle, NOCTOAHHbIE
[AMarnorv Ha BbICOKOM YPOBHE MO BOMPOCAaM CTpaTeruyeckon
CcTabUnbHOCTY W Apyrie B3auMOZecTBIS (Hanpumep,
B3a/MOZENCTBINE MEXIY BOEHHbIMM) NOMOraloT co3gathb 6onee
LUIMPOKYHO Cpedy B3aMMOMOHUMaHWs 1 foBepns. OnucanHble
HIKe NOAXOZbI, ECIIW OHW BYAYT NPUHSTLI, NOMOTYT Y6epeybest OT
NoTEeHLManbHO ONacHbIX NPOCYETOB NN OLLMBOK.

* Bonee onepaTMBHO pa3BepHYTb KaHan CBA3M «ropavas
KMbepnuHus», B naeane B TeYeHWUe HECKONbKMX YacoB nocre
MHUKWAeHTa, npeanonaraeMoro HapyLweHus, yHU4YTOXeHUA
UNK MHOI AecTabUNU3npytoLLeii KNGepAeATENLHOCTH,
CBSI3aHHOM C iAEPHLIM OPYXUEM UITM COMYTCTBYHLMMM
cucremamu. Heobxognmo Gonee GbiCTpoe, COBMECTHOE,

TLATENBHOE UCTIONb30BaHNE KAHANOB 3KCTPEHHON CBA3N

ANs NPepoTBPaLLEHNS Kak SOepHOro npocyeTa, Tak u
knbepKOH(POHTaLWMN. B3anMoaeicTame no AunmnomMaTuieckum
kaHarnam MOXET MOMOYb YCTAHOBWTb 1 MPOBEPUTL UCTOMHUK aTaku
WUNK TEXHUYECKOro €608t 1 n3bexatb oLwmboyHon atpubyumun. Tem
He MeHee, CyLLECTBYHLLME KaHambl CBSA3W LEHTPOB CHYKEHWS
pucka Hefb3st Ha3BaTb HEYSA3BUMbIMI KaHaamu 151 CBA3Y
n1aepoB BO BpeMs SOepHbIX kpuancos. Heobxoaumo obecneumnts
3alyMLLEHHbIe kaHanbl cBsan Mexay nuaepamu CLUA n Poccum.

Bo usbexaHne 6ecnonesHoro unm HeahHeKTUBHOrO
coTpyaHnyectBa Mexay CLUA u Poccueli cnepyet nyyuwe
onpenenuTb YCNOBUA MCNONb30BaHUS KaHaNoB CBA3M,
BKITHOYas TUM KOHTEHTA, KOTOPbIM NpeAnonaraeTcs
o6MeHMBaTLCA (Hanpumep, CTeNeHb, B KOTOPOW MOXKHO U
HYXXHO OOMEHMBaTLCA TaKTUKOMW, TEXHUKOW M npoLieaypamu).
PykoBogumTenu 1 ux komaHabl LOMMKHbI Bonee adhdheKTBHO
MCMONb30BaTh OMLMaNbHbIE KaHabl CBS3M, YTOYHMB LIENH

X ucnonb3oBaHns. CyLLecTBytoLLas NPaKTUKa UCNONb30BaHNS
«rOPSUMX NMUHUA» UK LIeHTPOB CHUKEHMS PUCKOB, M3HAYaNbHO
CO30aHHbIX NS CHUKEHIUS! 3CKaNaLMOHHbIX 1 SAEPHBIX PUCKOB
mexay Poccvert n CLUA, LeHHa, Ho HeJocTaTouHa.

MpepoTBpawaTh NPocYeTbl, yCUNUBATb CBA3b MeXAy
BOEHHbIM PYKOBOACTBOM Ha Pa3fIMYHbIX YPOBHSX

1 yCTaHaBNMBaTb NPaKTUKM yBeAOMIEHUA O Kubep-
TPEHUPOBKaX U Y4EHUAX UITM BOEHHBIX YYEHUSX C
Knbep-komnoHeHTamu, no oopasuy Cornawenus 1972
roga o NpeaoTBPaLLEeHNN MHLMAEHTOB B OTKPLITOM MOpe
mexay CLUA n CCCP, koTopoe no3BonsieT 06MeHNBaTbLCA
uHdopmaLmen AN YTOUHEHWUA BOEHHbIX AEUCTBUN Ha
Mope. JTOT NOAX0A MOXET CHU3UTb BEPOSITHOCTb KOH(IIUKTA
13-3a CMy4aliHOCTM UNM NpocyeTa, NofobHO ToMY, Kak
cornalleHue o NpefoTBPaLLEHUM MHLMAEHTOB B OTKPLITOM
Mope obecneynBaeT ICHOCTb B OTHOLLEHUW NEPEABIKEHNS
cynos u camonetos. W Poccus, n CoeanHerHble LTtaThl paHee
npeanaranu 3akni4YnTb Takoe COrnalleHne Anst CHKEHUS
KnbepsaepHbIX puckos.?!

20 [Oymbaxep u CtaytneH, «MoaepHusauus spepHoro opyxus CLUA» (U.S. Nuclear Weapons Modernization), 30-2.

21 AvepukaHckvie Aunnomarthl npeanaranv Takoil noaxoa kak MuHuMyM ¢ 2017 roaa; npeanaeHt Poccim IMyTuH pekomeHaoBan Takow noaxof B «3asBnexun NpesnaeHTa
Poccun Brnagummpa lMyTrHa 0 KoMnnekcHor nporpaMme Mep Mo BOCCTAHOBMEHWKO POCCUICKO-aMEPUKAHCKOro COTPYAHMYECTBA B 0BN1acTi MEXAYHapOAHOM
MHchopMaLMoHHo 6e3onacHocTiy, 25 cenTsbps 2020 roga, http://en.kremlin.ru/events/president/news/64086.
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¢ [oBbICUTb NPO3pPaYHOCTL NyTEM 0OMeHa AaHHbIMM O
3anyckax 6annmMcTUYecKmx pakeT, BKNKOYasA 3anycku,
ocyLiecTBNAeMbIe HauMoHaNbHbIMW roCyAapcTBamMm

¥ KOMMEpPYECKUMU OpraHn3aLusaMu. YuuToiBas
pacnpocTpaHeHue rnobarnbHbIX KOCMUYECKUX U PAKETHBIX
3anyckoB, cobpaTb CMINCOK BCEX OXMAAEMbIX 3aMyCKOB,
CMOMb3ys FTOCYAAPCTBEHHbIE M YACTHbIE KaHarbl — 3ajava
He 13 nerkux. OBLLMIA UCTOYHMK AaHHBIX, 0O BEANHSIOLLNN
VICKITOYMTENBHO YKe OMyOnMKOBaHHYH0 1 0douLmarnbHyt,
HeCeKpeTHY0 MHGopMaLMo, MOr MocnocobCcTBOBaTL
yny4LieHnio o6bema 1 CBOEBPEMEHHOCTY aHHbIX O 3amycke,
M0 KOTOPbIM BOEHHble 0dhuLiepbI-MOrTM Obl NPOrHO3MpPOBaTh
(hopMUpOBaHWe CUTHANOB NPEAYNPEXAEHNs. X0Ts MOXHO
PacCMOTPETb BO3MOXHOCTb (DM3NYECKOTO pasMELLEHMS TaKmX
LieHTpoB 0OMeHa [JaHHbIMU, BUPTYasbHbIE LIEHTPbI MOTYT
0Ka3aTbCs KM3HECNOCOOHLIMM 1 Bonee LenecoobpasHbiMu.
TaKke K y4acTuo B TaKOM BUPTYarbHOM LEHTPE MOXET ObITb
npueneyeH Kutait.

MpoBoANTL KOHCYNbTaLMK C APYTMMKU CTPaHamMu. [uanor
no kmbepsiAepHbIM prCkam KpailHe BaxeH Ans POCCUIACKO-
AMEPWKAHCKMX OTHOLLEHWH, HO knbepbe3onacHoOCTb Takke
aBnsieTcs rnobansHoii npobnemon. CLUA 1 Pocenst 4omkHbI
uckatb NyT 00CYyXaEHNs KUBepsLepHbIX PUCKOB C APYTUMNA
cTpaHamu, Bkmtoyas Kutait, @panuuto, MHguio, MakuctaH

1 Benukobputanuio. Hanbonee akTyanbHble HanpaBneHus
COTPYLHWNYECTBA JOMKHbI BKNoYaTh 06MeH MHdhopmaLmen o
knbepyrposax 1 BbI30BaX, a TakKe NepeaoBbLIM OMbITOM MO
NPOTUBOLENACTBUIO UM.

Yny4lueHne npo3pavyHoCTu

N KOMMYHUKaLMN NOBbLICUT
CTabuNbHOCTb U CHU3UT PUCKM
npocyeToB, 0OCOOEHHO B nepunoabl
NOBbILLIEHHOW HaNpPs>KeHHOCTM.
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CoBMeCTHbIN LeHTP OOMeHa AaHHbIMU

4 nions 2000 ropa npesupenTbl CLUA n Poccum nognucanu
MemopaHzyM 0 JOCTUXKEHWN COrMALLEHMUS O CO3AaHNM

B Mockse LieHTpa 0bMeHa AaHHBIMM OT CUCTEM PaHHETo
npeaynpexaeHns 1 yeegomnerns o nyckax paket, LIOJ (Joint
Center for the Exchange of Data from Early Warning Systems
and Notifications of Missile Launches, JDEC) nns obmena
WH(OpMAaLMEN, NOSTy4aeMON OT CUCTEM NPEAYNPEXAEHNS O
nyckax 6annMCTMYECKNX PaKET N KOCMUYECKUX HOCUTENEN Kaxaom
113 CTOPOH. 3asiBNIEHHON LieNbIo CornaLleHuns bbino ykpenneHue
CTpaTernyeckon cTabunbHOCTY NyTeM AanbHENLLETO CHIKEHMS
0MacHOCTM 3anycka 6annMCTMYECKNX PAKET HA OCHOBE JTOXHOTO
npeoynpexaenns 06 atake, a Takke COAENCTBUE MOBBILLIEHNIO
B3aWMHOW YBEPEHHOCTI B BO3MOXHOCTSX CUCTEM PAHHETO
npeaynpexaeHns 0 pakeTHOM HanageHun 06erx CTOPoH. ATo
cornalueHue crarno nepebiM cryvaem, koraa CLUA n Poccus
[0roBOPUANCHL O MOCTOSIHHOW COBMECTHOW OmepaLy ¢ y4acTnem
aMepUKaHCKMX U POCCUIACKMX BOEHHOCTYXXaLLMX.

LIOL] gomxkeH 6bin 6bITb YKOMMIEKTOBAH aMepPUKaHCKM M
POCCUIACKUM NepcoHarnom, paboTaroLym 24 yaca B CyTKM, CEMb
AHeil B Hepento. OH Takke AOIMKeH ObIf CRYXUTb XpaHUIULLEM
QNS YBELLOMMEHWH, koTopble ByayT NpeaocTaBnsTLCS B

pamKax COornacoBaHHO CUCTEMbI 0OMEHa NPeaCcTapTOBLIMM
YBEOMIIEHNAMI O Myckax 6annmcTMYECKX PakeT 1 KOCMUYECKNX
paKeT-HOCUTENeN, NeperoBopbI Mo KOTOPOIl BEAYTCS OTAEMBHO.

HecmoTpsl Ha TO, YTO CTOPOHbI MpUMarani 3Ha4YNTENbHbIE YCUnus
B TeyeHue Gonee gecatun net, LIO[ He npuHec oLwyTUMbIx
pe3ynbTaToB. HeCnocobHOCTb PeLUNTb BOMPOCHI, CBA3aHHbIE C
Hanoramu 1 06s13aTenbLCTBaMM, a Takke pacTyLlas 03ab04EHHOCTb
Poccum nonutukoin CLUA B 0biacTvt npoTBOPaKETHON 0BOPOHSI,
thakTmyeckn octaHoBuu nporpecc. B 2009 roay npesnaeHTbl
CLUA n Poccum £oroBopunmch NPOZOmKIATL 3aTsSHYBLUMIACS BBOS

B feiicteue LIO ¢ 3asBneHHON Lienbto CTaTb «OCHOBOW ANst

MHOTOCTOPOHHETO pexvMa YBeAOMITEHUS O Myckax pakeT», HO 3T
YCUINS TaKKe He NPUBENH K )XenaeMoMy pesynbTary.

Co BpemeHu nepeoro obcyxaeruns L0 sHaumTensHoe
rno6anbHoe pacnpoCTpaHeHne NepenoBbIX PAKETHbIX CUCTEM,

a Takxe Nporpecc B PakeTHbIX TEXHOMOTUAX 1 AaTHMKaX
0BHapyXeHus Mycka Pesko U3MEHWNN CTPaTEMMYECKUA TaHALIAAT.
CoxpaHsieTcs nepsoHavansHoe obocHoBaHne cosnanus LOJ]

— YMeHbLUEHWe OnacHOCTH 3anycka BannucTnieckux paket

Ha OCHOBE JTOXXHOO NPeAyNPEXAEHNs O HaNaAeHNu, a Takke
MoBbILLEHME B3aNMHOr0 JoBepus. boree Toro, rmybuHa aTnx
OnaceHmin yeununack 13-3a yrpoabl knbepatak Ha cTpyktypbl NC3
W CUCTEMbI PaHHETO NPeaynpexaeHus.

3T 3HaUUTENbHbIE U3MEHEHMS FOBOPST O TOM, YTO KOHLIEMLKD
LIOL Heobxoanmo nepecmMoTpeThb M YTO pacLumMpeHue cdepsbl
MPYMEHEHWS MOXET MPUHECTM NOMb3Y.

B cooTBeTCTBUM C 06LLMM 3aMbICIIOM NEpPBOHAYarbHOro
cornawenns LIOM, ctpaHbl mormv Bb1 06MeHMBaTbCS
WHGOpMaLMel CO CBOMX COOTBETCTBYHOLLMX CMYTHWUKOBBIX W
PapMoOKALMOHHBIX AATYMKOB O 3aryCKe PaKeT 1 KOCMUYECKMUX
pakeT-HocuTeneit. OgHako, B OTNMYME OT NepPBOHAYabHOMN
KOHLIENLMM, JOCTWXEHNS B 061aCT KOMMYHMKALMOHHBIX
TEXHOMOT A NO3BONSOT PACCMOTPETH BOMPOC O BUPTYaNIbHOM
LieHTpe, NoTeHLManbHO n3beras HEKOTOPbIX NOABOAHBIX KAMHEN
nepBOHaYanbHoOro cornatueHns. Kpome Toro, MOXHO paccmMoTpeTb
BO3MOXHOCTb BKITOHEHMS KMOEPHETUYECKON 1 KOCMUYECKOM
obracten, He MPeAYCMOTPEHHbIX B NEPBOHAYAbHOM COTTaLLEHNM.

HakoHeLl, MOXHO pacCMOTPETb BO3MOXHOCTb BKITOUEHNS APY X
ctpaH. HATO w/unu Kutait MoryT BbITb NpUBIIEYEHbI K UHALMATIBE
1 cornavleHuno oo B camom Havane, nnbo noaxe. K Hemy moryT
ObITb A0BaBNEHbI APYrve CTPaHbl MO COTNacoBaHMo CTOPOH
COrnaLUeHus,, 4To CAenaeT ero NoUCTUHE «rnobanbHbIMY LIEHTPOM.
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MNoBbIlWweHMe YPOBHSI NOSIHOMOYUM NO
yTBepXAeHU Knbep-, MH(popMaLMOHHbIX
Unu NodbLIX ApYyrux onepauum c
ncnonb3oBaHuem UKT

Knbep- unv nHopmaLmoHHas onepawysi, cnocobHas HapyLUmMTb
MUCCUIO AAEPHOro caepXxmBaHua CTpaHbl, 4OMKHA NPOXOANUTb
npoLecc 0a0BpeHNs Ha TOM e YPOBHE, KOTOpbIN TpebyeTcs Ans
NPUMEHEHNS SAEPHOTO OpYXKWs. Takast NONNTUKA rapaHTUpyeT,
4TO Knbep-onepaumu, cnocobHble okasaTb BO3AENCTBUE Ha
SiAepHble CUCTEMbI APYroi CTpaHbl, 6yayT NPOBOANTLES C SBHOTO
BeZloMa 1 0f0bpEHNs TEX e JOMKHOCTHBIX UL, KOTOpble
CaHKLMOHMPYIOT NPUMEHEHE SOEepPHOro opyxus. [ins atoro
CoepauHeHHble LWTaTbl 1 Poccust AOMKHbI:

* 00ecneynTb, YToObI KUOEP-, UHPOPMALMOHHBIE UNK
nobble gpyrue onepauum ¢ ucnonb3osaHuem UKT,
CMOCO6HbIE HAPYLIUTbL MUCCUIO IJEPHOTO CAEPXKUBaHMSA
ZpYroii CTpaHbl, NPOXOAUNYN NpoLece 0A00peHNUs TeMu
e AOIMKHOCTHbIMM NIMLIAMK, KOTOPbIE YMONTHOMOYEHbI
OTAaBaTb NPUKa3 O NPUMEHEHNN AEPHOTO OpyXus. 310
0053aTenbCTBO 06ecneymT, 4Tobbl Hanbonee YyBCTBUTENbHbIE
11 MOTEHLMANBHO SCKanaUyMoHHbIe kubep- 1 MHPOPMaLMOHHbIE
onepavuy nony4ani siBHoe 0J00peHne Toro xe nuaepa,
KOTOpbIt OTBEYAET 3a CaMOe CEPbE3HOE 13 BOEHHbIX PELLEHMIA —
MPUMEHEHIE SAEPHOTO OPYXUs. OTO U3MEHEHNE He 00513aTENbHO
MOBMMSIET Ha CYLLECTBYIOLLYIO NOMMUTKKY B OTHOLLIEHUN Knbep- unn
MHCHOPMALMOHHBIX ONEPaLI, KOTOPbIE He MMEIOT NoTeHLMana
BO3LENCTBUS Ha MUCCUM SBEPHOTO COEPKNBAHNS;

* Kpome Toro, CoeguHeHHble LUTaTbl u Poccns fOMKHbI
B3fITb Ha ce0s 0043aTeNbLCTBO YCUNUTL HaA30p U
NPVHATL NPaBoOBbIe Mepbl AN MUHUMU3ALMK NNK
npekpaLieHns nobbIX HerocyAapCTBEHHbIX Knbep-

UM MHOPMALIMOHHbIX ONepaLmin, UCXOAALMX C UX
TEPPUTOPUU, KOTOPbIE MOTYT NOBNMUATL Ha ARepHOe
cAepXMBaHWe M CTaOUNBLHOCTb UM HAHECTU UM YLuepo.
MpaBuTENbCTBEHHAS CUTYALMOHHASA OCBELOMIIEHHOCTL
BOIKHA PacnpoCTpaHsATLCS Ha knbep- Ui MHOPMALMOHHYI0
[eATeNbHOCTb HEBOEHHBIX M HETOCYAAaPCTBEHHbIX CYOBHEKTOB,
KOTOpas MOXET NPUBECTY K KaTacTPOUIECKUM SAEPHBIM
puckam. 3Ta KOHLENLMS OCHOBaHa Ha CyLLECTBYIOLLEM
cornaweHnn mexay CLUA n Poccueit oTHOCUTENBHO TOTO,
4TO «TOCYAApPCTBA HE AOMKHbI CO3HATENBHO JOMyCKaTb,
4TOObI MX TEPPUTOPUS UCMONB30BANACH [N1S MEXAYHAPOAHO-

NpOTUBONPABHLIX AEACTBUI C NpuMeHeHeM AKT».2

OTKa3 oT NONIUTUKU, YrpoxKatroLLen
siAiepHbIM OTBETOM Ha Knbeparaky

CLUA n Poccusi pomxkHbl Cy3nTb Kpyr 0BCTOATENbCTB, NPY KOTOPbIX
OHu ByayT paccmMaTpuBaTh BO3MOXKHOCTb SAEPHOTO OTBETA,

1 He JOMKHbI YrpoXaTh iAEPHbIM OTBETOM Ha knbepataky.
Knbepataku MOXHO CAEPXKMBATL U/MNM CONPoOBOXAaTh bonee
MPONOPLMOHanbHLIMIA OTBETHBIMY MEPAMI, TEM CamblM

noBbILLas JOBEPUE K Knbep-, a Takke SLepHOMY COEPKMUBAHMIO.
PaHee chopmmpoBaBLLascS amepukaHcKkas M poccuinckas
SOepHas NonmTIiKa eLLe He B MOMHO MEpPe YUYUTLIBAET PUCKM
k1nbepbe30nacHOCTH M B CBOEM HbIHELIHEM BUAE MOXET
YBENNYNTL NOTEHLMAN NPUMEHEHNS SAEPHOTO OPYXUS.

CLLA v Poccuns fonmxHbl:

* nepecMOTPeThb NOMUTMKY, NO3ULIMIO U AOKYMEHTbI NO
NNaHUPOBAHMUIO CUJ1, YTOObI CHU3UTb BEPOSATHOCTb
AfepHOro oTBeTa Ha Kubeparaku. MNonutnieckme
obs3aTenbCcTBa ABNAKTCA cnocobom nepegayn uHdopmawmm
0 HAMEPEHMSIX 1 MOTYT MOMOYb M36exaTb HENPaBUITEHOTO
TONKOBaHMS U AECTBUIA, KOTOPbIE MOTYT NPUBECTU K
HenpeaHaMepeHHON saepHoN BoitHe. MonuTrka, No3uuus Cun u
LOKTPUHA He JOIMKHbI CUTHAMM3NPOBaTh O HAMEPEHUM HAHECTU
SOEepHbIN yaap no BMHOBHUKY KMOEP- NN MHOPMALIMOHHOV
aTaku, Jaxe ecrn 3T1 OTBETHbIE AeNCTBUS CYMTALOTCS
HesinepHbIMM CTpaTernyeckumm atakamu. MoteHumansHo
Ba)HbIM UCKITIOYEHNEM MOXET ObITb COXPaHEHWE BO3MOXHOCTM
SLepHOro 0TBeTa B Cryyae knbepataki, KoTopas Cepbe3Ho
MOBMNUSIET Ha SEPHOE OPYXMe, CUCTEMbI KOMAHIOBaHUS,
ynpaBneHusl, CBS3W Ui NpeaynpexaeHus. 2

22 [oknag M3 OOH 2015 roga (no3gHee npuHsT pesontoumelt 'eHepanbHoit Accambnen OOH A/RES/70/237), https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES

%2F70%2F2378&Language=E&Device Type=Desktop&LangRequested=False.

23 [anHas pekomeHaaLus 6yaeT paboTtaTb COBMECTHO C pEKOMEHAALMSAMM, KacaloLLMMIUCS HEOBXOAMMOCTM YTOUHEHMS TOTO, KaKie CUCTEMbI IBMISILOTCS KPUTUYECKMM NS
MUCCIN SAEPHOTO CAEPXKMBAHMS, U COEPKAHHOCTM B MPOBEAEHNM KNBEP- UK MHCHOPMALMOHHBIX BTOPXEHWUI UMK pa3BeablBaTENbHOrO 30HAMPOBAHMS UX pamKax.
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Peanu3auus

B pacnopsixeHnm amepuKkaHCKuX 1 POCCUIACKNX NMLEPOB MMETCS
pasnuyHble MexaH13Mbl peanu3aLyn 3TUX NpeanoxeHuN,
HauMHas OT AeKnapaTUBHbIX U3MEHEHUIA B MONUTIKE, B3AUMHbIX
nonuTU4eCKNx 0653aTENbCTB M 3aKaH4MBAs U3MEHEHUAMN BO
BHYTPEHHUX 3aKynkax v npoueaypax ynpasnerus. CLUA n Poccus
LOMKHbBI UCNONBb30BaTh HECKOMBKO MOAXOA0B, YTODbI B MOMHOM
Mepe 0XBaTUTb BECb CMEKTP Mep MO CHIKEHMIO PUCKOB, KOTOPbIE
MO3BOMST CBECTM K MUHUMYMY BO3MOXHOCTb HACTYMNEHUS
SLEPHOrO Kpu3mnca B pesynbTate kubeponepawuu.

[ns peweHus knbepnpobnem n CHKEHNS PUCKOB MOXKHO
1CNONb30BaTh HOBbIE UMW NEPECMOTPEHHbIE NONUTUYECKME
00s13aTenbCTBa, AMANon no CTpaTernyeckoin cTabunbHOCTH
1 OOHOCTOPOHHME [eNCTBUS. M3MeHeHus B odrLmanbHbIX
AEeKnapaTUBHbIX MOMMTUYECKIX 0053aTENLCTBAX MOTYT CHU3UTL
PYCK TOTO, YTO NPOCYET NPUBEAET K SAEPHOMY Kpuaucy. Ha
neperoBopax Mo CTpaTernyeckoi cTabunbHOCT MOXHO Bblno
Obl 06CyaNTb 0TKA3 OT BMELLATENLCTBA B CUCTEMbI SIBEPHOMO
opyxusi 1 NC3. CoegnHenHble LUTaTtbl u Poccus Takke mornu
Bbl 06MeHNBaTLCS MHGOPMaLMeR, koTopas cnocobcTBoBana
Obl B3aMONOHMMAHMIO 1 (DOPMUPOBAHIID OXKWAAHWIA B
Kpu3ucHom cutyaummn. Kpome Toro, kaxgoe rocyaapcrao
BOITKHO NPEeANPUHATL OOHOCTOPOHHIUE AEACTBUS, HANpPUMEp,
NpOBECTM 0OLLMPHBIE NPOBEPKM CBOUX SAEPHbIX CUCTEM Ha

0TKa30yCTONYMBOCTL. B Brimkaiiuen nepcnekTee NpaBnTenbCTBa
ABYX CTPaH TaKkxke AOMMKHbI PACCMOTPETb BO3MOXHOCTb Y4acTus

B Auarnorax no Tpeky 1.5 ans pa3paboTkv naen u peLueHus
npo6nem, CBA3aHHbIX C HEKOTOpbIMK Bonee npakTM4eckuMm
Co06paxeHUAMM, N3NOXEHHBIMY B 3TOM JOKNaAe, TakiMK Kak
COBMECTHbIN 0OMEH JaHHbIMM O PaKeTHbIX 3anyckax.

B cpenHei 1 [onrocpoyHoil nepcnekTuae knbepbesonacHoCTb
MOXXHO YNYYLUMTb B KOHTEKCTE NPOOMKAIOLLEeNCs MOAEpHIU3aL MM
CUCTEM SIEPHOTO OpYXusl. BaaumHble 06s13aTenbCcTBa MOryT
BbITb KOAUDULMPOBAHbBI YEPE3 PA3NNYHbIE NONUTNYECKME

unu ropuandeckue dopmatel. MogepHusaums saepHbIx

CUI B KaX[0il CTpaHe [aeT BO3MOXHOCTb YTOUHUT,
N30MMpPOBaTh 1 OTAENNUTb CUCTEMBI, Y4ACTBYIOLLIME B MUCCUSIX
SLEPHOTO CLEPXKUBAHUS, OT rPaXAaHCKoM MHGPACTPYKTYpPbI,
KPUTUYECKM BaXHbIX HALMOHAMbHbIX aKTUBOB 1 0BbIYHbIX
BoeBbix cuctem. MoaepHu3aLus Takxke npefocTaBnseT
BO3MOXHOCTM /151 MOBLILLEHNS OTKA30yCTONYMBOCTI CUCTEMB

1 COBEpPLUEHCTBOBAHWS Mep U MeTOf0B oBecneyeHus!
knbepbesonacHocTn. M CLUA, n Pocens omkHbl yaensTb
NepBOOYEPEHOE BHUMAHWE CHUXEHWIO PUCKA NPUMEHEHNS
KnbepsaepHOro Opyus Npu peanusauumn 6yayLmux ABYCTOPOHHNX
1\ MHOFOCTOPOHHNX UHWULMATUB B 0BNIacTy KOHTPONs Haf
BOOPYXEHMSIMY, YKPEMNEHUS AOBEPUS M NPO3PaAYHOCTH.




NMpunoxeHue 1. YyacTHuku Tpeka Il

YyacTtHuku us CLUA v Benukob6putaHum

CtuB AHgpeaceH | KoHCynbTaHT No HaLMoHanbHo 6e30macHoCTH
NTI

Mapenun KpuooH | BeiBLUMI TMaBHbIN 3aMeCTUTENb
aAMuHUCTpaTopa YnpaBneHUs HaunoHanbHoM SaepHoM
6€30MacHOCTY 11 ObIBLLMIA MOMOLLHMK MUHUCTPA 0BOPOHBI N0
rnobanbHbIM CTpaTernyeckum Bonpocam

puH [lymbaxep | CTapLumit COTPYAHWK NPOrpamMmbl MO Hay4HbIM
1 TexHu4eckum sonpocam NTI

Maikn 3nnuor | bbIBLWKIA 3aMeCTUTENb AUPEKTOpa No
cTpaTernyeckoit crabunbHocT MUHUCTEPCTBO 0BOPOHI,
ObbeanHeHHbIi WTab

Auppio ®atrep | Mpodeccop MexXLyHapOAHON NONUTHKM
TNecTepckoro yHuBepeuTeTa

Xépo6 Jnn | Ctapwmit Hay4HbI cOTpyaHUK LieHTpa
MeXayHapoaHoit 6e30nacHoCTH 1 COTPYAHNYECTBA
CraHchopackoro yHuBepcuTeTa

Kpuc MNenntep | MpeauaeHT IMmobansHoro dhopyma no
kubepakcnepTae CTIH(OPACKOrO yHUBEpCUTETA, KOMUCCAP
mobanbHoN kKoMuccum No CTabunbHOCTI KNBGEPNPOCTPaHCTBA

Ik PacTeH | Buye-npeswaeHT nporpaMmbl Mo rnobanbHom
snepHon nonutuke NTI

Mevimx CraytneHn | KoHCynbTaHT v BbIBLLMIA BULE-NPE3NOEHT MO
Hay4HbIM 1 TeXHUYecKkM Bonpocam, NTI

Poccuinckune y4actHUKMU

Bukrop EcuH | Bepywimit HayuHbIi COTPYAHWK OTAENa BOEHHO-
nonutndeckux nccnegosanuit ICKPAH, ObiBLINIA HaYanbHIK
wraba PakeTHbIX BOVCK CTPATEMYECKOr0 HasHauYeHMsl, reHepan-
MOMKOBHWK (B OTCTaBKe)

Bapnvm KostonuH | Jupektop npoekTa «HoBble TexHONorn v
rnobanbHas 6esonacHocTby MAP-LieHTpa

Oner Kpmonanos | HayyHbiin coTpygHuK [lenapTameHTa BOEHHO-
nonutuyeckux uccnenosanuin UCKPAH

Ceprei PoroB | Akagemnyeckuin aupektop MCKPAH,
LencTBUTENbHBINA YneH Poccuiickoit Akagemun Hayk

HOpwi Pepknx | Cneunanuct komnannm «Poccuiickne
KOCMMYECKME CUCTEMbI», MOMKOBHWK (B OTCTaBKe)

Masen (Mawa) LWapukos | BegyLwuin Hay4HbIA COTPYOHMK
WHcTuTyTa EBponbl Poccuiickon Akagemuy Hayk

Omutpuii CtecdhaHoBumy | HayuHbli COTPYAHMK OTAENA
“ccnenoBaHii BOBHHOW 1 9KOHOMIYECKON Be30nacHoCTH,
IMBMO

Hatanua CtenanoBa | HayyHbli coTpyaHuk lenaptameHTa
BOEHHO-NonuTUYecknx nccneposaquin MCKPAH

Enena 3nHoBbeBa | [loueHT kadeapbl MMPOBOW MOMNUTHKY,
3amecTuTens aupektopa LieHTpa MexayHapoaHo
MHEOPMALMOHHO 6€30MaCHOCTH, HayKW 1 TEXHOMOTMYECKOI
nonutuk Yuusepcuteta MIMMO

MaBsen 3onotapes | Begywwmit HayuHbIA COTPYAHMK, 3aBEAYHOLLMIA
OTAENOM BOeHHO-MoNMTUYecknx uccnenosanuin ICKPAH,
reHepan-marop (B oTcTaBke)
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bnaropgapHocTu

O6cyxaeHne Takon LenMKaTHOM TeMbI, Kak Kubepyrposbl Ans
SLEPHOTO OPYXMS U CBA3AHHBIX C HUM CUCTEM, — 3TO CIIOXHas
3apjava faxe 3a pamkamu npasutenscTea. Mel GnarogapHbl BCem
y4acTHMKaM, a Takke UX MPUHYMALOLLMIM OpraHn3aLusM 3a To, 4To
OHM B3SAMNCb 3a TaKyH BaXHYH, HO CTIOKHYIO TEMY.

[laHHbIA NPOEKT ANNNCS HECKONBKO NET U BKNtoyan B cebst
BCTpeun B Mockse 1 yepe3 Zoom, 4To 6bino HeobXoanMo B CBS3N
¢ naHgemmeit. Mbl 6narofapHsl BCEM, KTO MPUHSAN y4acTuie B 3TON
paboTe. 3TO — OJHM 13 CaMbiX yBaXXaeMbIX SKCMEPTOB CO BCEMO
MWpa, U OHM HE Kamnenn CBOEro BPEMEHM.

NTI 6narogaput BbiBLero ceHatopa Cama HaHHa, BbiBLuero
MUHUCTPa SHepreTukn OpHecTa k. MoHu3a 1 npeangeHTa

NTI [xoaH PonduHr 3a nx BuaeHue v NnaepcTeo B BONpocax
CHIDKEHS SAEPHbIX Yrpo3 B rnobanbHOM MacluTabe. Mel Takke
BnaropapHbl coTpyaHukam NTI 3a MX MPOLLIYIO 1 TEKYLLYHO

pabory, Bkntovas IpuH [ymbaxep, JiunH Pacten, Ctuga
AHppeaceHa 1 komaHgy NTI no kommyHukaumsm. Mel B ocobom
J0nry nepeg, HalmM UCMONHUTENBHBLIM NMOMOLLHUKOM KaTpuH
Kpapu 3a ee otnnyHyto pabory.

Mb! Bblpaxaem UCKpeHHIOK BNaroaapHOCTb BCEM, KTO COXpaHAeT
NNYHYIO NPUBEPKEHHOCTb ey CHINKEHMUS rMmoBarnbHbIX
KnBepsiepHbIX PUCKOB, HECMOTPS Ha TPYAHOCTY TeKyLLen
reononuTYECKoN CUTyaLN.

Menmx CtayTnena

168.61

t .71;.43‘ L

i‘i:t'.,'.:'.'._'..'\s\'--...-.
- .





