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Executive Summary
Biosecurity is inherently a cooperative issue: 
biothreats readily affect and spread among 
all communities. Many interrelated axes of 
inequity abound, including wealth disparity, racial 
inequalities, and gender discrimination. Heightened 
vulnerability to biosecurity risks within any 
community increases the risk for all communities. 
As a result, equity is a fundamental consideration 
for effective biosecurity investment.

We analyze inequity through the lenses of 
biosecurity resource allocation and participation. 
By analyzing case studies on interventions like 
the COVID-19 Vaccines Global Access (COVAX) 
initiative and a comprehensive data review of 
models about biothreats, it becomes evident 
that investments in cooperative technology and 
research yield significant benefits. Retrospective 
analyses of successful attempts to incorporate 
diverse leadership engagement and peer-to-peer 
training programs demonstrate paths forward for 
equitable biosecurity participation.

To improve equity in biosecurity investments, we 
recommend that the World Health Organization 
(WHO) implement explicit compliance 
mechanisms to bolster technology sharing and 
reduce the likelihood of misuse. In addition, we 
recommend that biosecurity funding entities create 
grants specifically for research elucidating biothreat 
presentation and treatment in under-researched 
populations to expand capabilities and reduce dual-
use risks. These recommendations are intended 
to increase the availability and effectiveness 
of treatments for vulnerable populations and 
additionally benefit non-vulnerable populations 
through increased efficiency in resource use.

To improve equity in biosecurity participation, 
we recommend a new Biological Weapons 
Convention (BWC) Confidence Building Measure 
(CBM) promoting equity and urge the inclusion of 

equity commitments across international health 
and biosecurity organizations. These measures 
from large international and regional biosecurity 
bodies would result in improved commitment and 
discussion surrounding the importance of equity. 
We additionally propose that the BWC expand 
upon its Sponsorship Programme to include more 
financially excluded participants. Furthermore, we 
recommend the uptake of the Implementation Tool 
of Practical Interventions and Measuring Progress 
by biosecurity organizations to improve equity 
practices across the professional sector.

BACKGROUND

We define systemic inequities in global health 
security as widespread disparities in health 
capabilities, resources, infrastructure, and responses 
both within and between countries. These disparities 
are largely caused by non-medical factors such 
as social, political, economic, and environmental 
conditions.1 As a result, some regions of the world 
face heightened vulnerabilities and reduced 
capacities to prevent, detect, and respond to 
biological threats. Global biosecurity, which we 
define as the global effort to minimize accidental 
or deliberate misuse of biology that causes harm,2 

is a critical component of health security that is 
particularly weakened by these disparities. Although 
inequalities affect global biosecurity through various 
mechanisms, we focus on two key areas where equity 
investments could significantly reduce biological 
risks: distribution of biosecurity resources and 
investments and participation in leadership. First, we 
examine inequities in the distribution of COVID-19 
vaccines to highlight gaps in outbreak responses that 
could impact the effectiveness of interventions for 
a biological event regardless of the source. Second, 
we discuss the systemic underrepresentation 
in international leadership to illustrate gaps in 
biosecurity decision-making processes.
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The inequitable distribution of resources used for 
global health security and biosecurity interventions 
is well-documented at local, national, and 
international levels.3 Healthcare spending is closely 
linked to a country’s gross domestic product, 
and, within countries, access to quality health 
services often varies significantly across different 
communities.4,5 A clear example of global health 
resource imbalance is seen in the distribution of 
COVID-19 vaccines. In November 2023, 80 percent 
of individuals in high-income countries (HICs) had 
received at least one dose of the vaccine, compared 
with about 34 percent in low-income countries 
(LICs).6 Within LICs, wealthier communities 
consistently had earlier and better access to 
vaccines.7 Disease models indicate that although 
HICs might benefit from greater COVID-19 
immunity in the short term with vaccine inequity, 
the prolonged pandemic duration and increased 
likelihood of vaccine-resistance mutations in 
lower-middle-income countries (LMICs) will 
ultimately result in more infections and higher 
mortality rates in HICs over the long term.8

Equitable vaccine allocation models, on the other 
hand, demonstrated significantly reduced spread 
and decreased variant emergence.9 Responses to 
deliberate and accidental releases of infectious 
biological threats necessitate a similar responsible 
equity in distribution on local and international 
levels to prevent catastrophic spread and 
disease mutation. In conjunction with reducing 
the potential of pandemic threats regardless 
of source, vaccine equity plays a crucial role in 
minimizing biosecurity hazards: resource sharing 
provides forums to discuss and mechanisms 
to establish regulations on potential misuse.10 
Furthermore, access to secure and well-controlled 
mechanisms of conducting research is paramount 
when investigating tools such as vaccines and 
treatment—increased funding given to lower 
resource communities and countries allows them to 
incorporate cost-prohibitive biosecurity practices 
and equipment.11

The COVID-19 pandemic also revealed that 
each country responds to biological threats 
uniquely, highlighting the importance of local 
input aligned with international frameworks 
for effective responses. However, LMICs are 
often underrepresented in leadership roles for 
both biosecurity and health security research 
and translation activities,12 leading to a lack of 
diverse perspectives and disjointed initiatives. 
This limited representation could indicate why 
the unique challenges and needs of LMICs are 
often inadequately addressed in global biosecurity 
strategies. The frequent resistance to and violation 
of WHO’s COVID-19 protocols in sub-Saharan 
African LMICs suggest these measures may not 
align with people’s lived realities.13 For example, 
Ghana, recognizing that hunger posed a greater 
threat to vulnerable people than COVID-19 itself, 
did not fully adopt WHO protocols and kept urban 
markets open with strict hygiene controls.14 If these 
considerations were integrated into global health 
leadership, international protocols could have been 
more effectively implemented at the community 
level to reduce the impacts of the pandemic.

These considerations are especially important 
in the response to deliberate biological attacks: 
an improved understanding of the needs of 
communities in the face of bioterror provides 
crucial context for the most informed methods of 
response. Of further importance, the supplication 

In conjunction with 
reducing the potential 
of pandemic threats 
regardless of source, 
vaccine equity plays a 
crucial role in minimizing 
biosecurity hazards.
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of resources and support that fulfills the unique 
needs of a given community is likely to result in an 
increased community understanding of risks posed 
by biological threats and stronger support for 
preventative measures against deliberate attacks.

DISCUSSION

Investments in equitable biosecurity encompass 
various approaches, such as direct resource 
distribution and biosecurity knowledge sharing. 
Providing resources to underserved populations can 
prevent disease spread and mutations, regardless of 
the source of the outbreaks. This is complemented 
by training initiatives and sustainable application 
methods to ensure long-term success.

Biosecurity Investments
Although not a response to a deliberate biological 
attack, efforts to close the equity gap in access 
to risk mitigation resources during the COVID-19 
pandemic serve as a notable case study for 
international collaboration in the face of biological 
threats. Although WHO’s proposed Pandemic 
Agreement included equity as a guiding principle, 
significant criticism has been directed at the 
draft proposals for inadequately addressing true 
inequity.15,16 The COVAX initiative led by the 
Coalition for Epidemic Preparedness Innovations 
(CEPI); Gavi, the Vaccine Alliance (Gavi); WHO; 
and the United Nations Children’s Fund (UNICEF) 
aimed to bridge this gap by ensuring equitable 
vaccine distribution during the COVID-19 
pandemic.17 This alliance was a novel approach 
to addressing the inequitable distribution of 
global health resources,18,19 and sets the stage for 
collaborative, well-regulated global vaccination 
efforts. Alongside funding, proactively sharing 
vaccines and vaccine technology allows global 
collaborators to set clear safeguards and rules for 

research, limiting potential misuse and allowing 
proper analysis on dual-use potential.20

However, the benefits of such collaboration are so 
far unrealized: critics argue that COVAX failed to 
tackle the core source of vaccine inequity, because 
many countries lack the means to produce large 
numbers of vaccines due to technological and 
resource monopolies.21,22,23,24 The demonstrated 
global impact of pandemic-potential viruses such as 
SARS-CoV-2 may result in an increased likelihood 
for the malevolent use of similar agents as weapons. 
These threats and other catastrophic release 
scenarios need to be met with an understanding of 
the necessity of unhindered global resource sharing 
and collaboration during biothreat responses.

Beyond resource deployment gaps, current 
scientific research on biothreat detection and 
response fails to adequately address equity. There 
is a well-known gender and sex medical research 
gap,25 with increasing evidence suggesting high 
returns on investments in conducting more 
research on conditions affecting women.26 Similar 
gaps exist in the medical research field, with 
discrimination and socioeconomic disparities 
leading to differential health outcomes for people 
of various ethnicities and races.27,28,29,30 Despite 
this, the topic of underrepresented populations 
in biosecurity remains underexplored.31 Many 
therapeutics have dosing requirements that 
ignore factors like sex and disability,32 leading 
to potentially adverse or insufficient drug 
responses.33 Diversifying research focus to improve 
understanding of clinical manifestations of 
biothreats across different sexes and communities 
would improve the identification of microbes and 
toxins in an attack or release.34 Furthermore, it is 
important to recognize the risks this research might 
pose if done without appropriate biosafety and 
biosecurity standards.
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Biosecurity Participation
Increased community participation and knowledge 
sharing with underrepresented groups support 
sustainable interventions and provide unique 
perspectives on biorisk prevention.35 These 
perspectives could serve to inform biosecurity 
research focused on identifying systems of best 
practices in improving organizational and nation 
biosecurity. For example, Stanford’s Bio.Polis and 
the Nuclear Threat Initiative’s Visibility Initiative 
for Responsible Science project engaged a diverse 
set of international biorisk experts to generate 
important insights into current best practices and 
potential improvements, but its focus on case 
studies on organizations based in HICs leaves 
space for further research related to applicable 
practices in resource-limited areas.36

Overall, increasing community buy-in, incorporating 
diverse perspectives for solution ideation,37 and 
ensuring equitable representation in global health 
leadership are crucial for enhancing biosecurity 
programs related to threat identification and 
research risk communication. These advances 
alongside resource equitability lead to 
improvements in data sharing,38 risk reduction 
activities,39 and education.40 For example, in 
2022, the Australian Government convened the 
Aboriginal and Torres Strait Islander Advisory 
Group on COVID-19 to provide insight into 
pandemic preparedness and response. This ensured 
that the implementation of national-level actions 
to address the emerging threat was locally led and 
culturally safe, with community acceptance and 
agreement.41 The measures overseen by this group 
were effective in protecting Australian Indigenous 
peoples from adverse outcomes compared to 
Indigenous communities globally, who were 
disproportionately affected by the pandemic.42,43,44

Biosecurity organizational structures and 
intervention programs have demonstrated success 
by partnering with communities to develop 

technology and expertise.45 Organizations such 
as the Africa Centres for Disease Control have 
multiple programs that focus on meeting Member 
State needs at regional levels.46,47,48 Professional-
level initiatives such as the International 
Federation of Biosafety Associations’ (IFBA) Global 
Mentorship Program, a south-to-south biosecurity 
peer mentoring program, highlight professional 
mobilization opportunities for women.49 

Mentorship programs like these have been 
demonstrated to increase the uptake of biosafety 
and pathogen accounting practices.50 Additionally, 
these programs connect national and subnational 
laboratories with international entities such as the 
BWC, Global Health Security Initiative (GHSI), and 
the WHO, providing opportunities for improved 
bidirectional communication.51 These international 
entities can support commitment to these 
programs by explicitly stating their commitment to 
improving equity in biosecurity.

RECOMMENDATIONS

Equitable biosecurity investments can be 
implemented across various sectors and stages of 
risk reduction. We outline six recommendations, 
categorized into improved participation and 
improved interventions, for international 
organizations, national governments, and funding 
bodies. Figure 1 depicts a summary of these 
recommendations.

Figure 1. Summary of recommendations and identification of primary stakeholders and acting entities.
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technology and expertise.45 Organizations such 
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To Improve Participation

Expand Confidence Building Measure for the BWC

Strengthening inclusive dialogue is critical for 
developing diversified and competent security and 
health programs.52,53,54 The BWC is an influential 
international biosecurity organization that 
coordinates a system of CBMs. This standardized 
set of outcomes is intended to promote 
transparency and coordination between countries.55 

We recommend including an expanded CBM 
requirement: the declaration of measures for the 
promotion of diversity, equity, and inclusion. This 

initiative would underscore the BWC’s dedication 
to equity, fostering inclusive international dialogue 
on inequities. Acknowledging the existing 
shortcomings of the current CBM form, including 
limited submission rates from some States Parties, 
and the added difficulty a further CBM requirement 
would bring, we propose that these are outweighed 
by the potential benefits, and that including equity 
considerations may even incentivize further 
submissions. It would broaden perspectives 
essential for biosecurity, highlight research 
opportunities, and lay the foundation for future 
international guidelines by identifying existing 
equity measures and information gaps.
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Strengthened International Statements from 
Leaders in Biosecurity

Biosecurity stakeholders must prioritize equity as 
an international norm to drive lasting change. This 
effort should be spearheaded by clear, resolute 
international collaborative statements affirming 
equity as a priority. Political declarations have 
proven effective in other areas of global health and 
have been successful in advancing inclusion and 
equity in nuclear security.56,57,58 We propose further 
calls from leading bodies for commitment to equity 
and its relevance in biosecurity. These should 
come from international partnerships such as the 
GHSI and Global Partnership Against the Spread 
of Weapons and Materials of Mass Destruction, 
along with regional bodies that have yet to make 
statements, such as the European Centre for 
Disease Prevention and Control. These calls should 
urge member nations and organizations to diversify 
the biosecurity workforce, setting clear targets 
for equitable hiring and education. Promoting 
equity as a fundamental pillar in international 
biosecurity is essential for maintaining momentum 
in implementing inclusive strategies going forward.

Promote the Use of the IFBA Implementation Tool

Global guidance is essential to establish clear, 
standardized methods and benchmarks for 
advancing equity in biosecurity participation, as 
seen in other fields.59,60,61,62 We encourage increased 
worldwide use of the Implementation Tool of 
Practical Interventions and Measuring Progress, 
created by IFBA in collaboration with international 
experts. Tailored for organizations dealing with 
hazardous biological materials, this tool sets 
specific, measurable equity targets and indicators 
pertinent to the biosecurity context. Embracing 
this tool on a global scale can foster inclusive 
biosecurity participation and effective practice.

Expand the BWC Sponsorship Programme

Active participation at the international level 
is pivotal for promoting equity in biosecurity 
initiatives. The BWC has encountered challenges 
in embracing diverse perspectives, with limited 
attendance and CBM submissions from developing 
states. To address this issue, the BWC Sponsorship 
Programme provides financial support from 
States Parties to facilitate the attendance of 
participants from developing countries at review 
conferences and intersessional meetings.63 We 
propose the expansion of the BWC Sponsorship 
Programme to include participants from all States 
Parties that are precluded from attendance due 
to financial constraints for each meeting. This 
expansion would depend on fiscal investment of 
voluntary contributions mainly from HICs, who 
should recognize the benefit to both investors 
and included participants. By broadening access 
to these crucial gatherings, the expansion would 
foster greater representation from diverse 
stakeholders, thereby enriching discussions and 
decision-making processes. It acknowledges the 
inherent interdependence of nations in combating 
biological threats and recognizes that meaningful 
engagement from diverse actors is essential for 
crafting comprehensive and effective strategies.

Promoting equity as a 
fundamental pillar in 
international biosecurity 
is essential for 
maintaining momentum 
in implementing inclusive 
strategies going forward.
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To Improve Investments

Fund Systems for Medical Countermeasure 
Research Data Gaps

We recommend that national governments and 
funding bodies interested in biosecurity develop 
specialized research grants and opportunities 
for projects that explore the impacts of medical 
countermeasures and known biothreats on under-
researched populations. These grants should 
provide funding earmarked for projects that expand 
upon current understandings of biothreat disease 
presentation and response in women, communities 
of various races, pregnant people, older and younger 
people, and people with disabilities. This research 
represents a high-yield investment for parties 
interested in lowering biorisk because studies could 
be conducted exploring existing treatments and 
diagnostic devices in novel populations. Directly 
testing potentially dangerous pathogens and toxins 
in humans would pose a significant biosecurity risk; 
grants can focus on proxy models or identifying 
conversion factors between existing data sets and 
unrepresented populations. These grants represent 
a substantial opportunity to fund biosecurity 
research that adheres to international biosafety 
and biosecurity standards and should include all 
efforts to identify and mitigate potential dual-use 
risks. Regulations related to the success of such 
medical countermeasures have not thus far been 
standardized—novel research spurred by interest 
and funding focused on equity brings the additional 
benefit of bolstering security and safety capacities.

The benefits of establishing such grants are 
multifold. First, the generated data can be used 
to improve biosurveillance and diagnostic 
capabilities through increased likelihood of 
early identification in vulnerable populations. 
Second, treatment specification guidelines can 
be revised to be more tailored to patients of 
different populations, reducing the risk factors 

associated with over- or under-dosing as well as 
incorrect therapeutic selection. Third, supporting 
researchers interested in work elucidating data on 
unrepresented communities is likely to promote 
equity from a bottom-up perspective: members of 
underrepresented populations are positioned to 
be experts in engagement and research for their 
own communities. This emphasis on supporting 
research will bolster the abilities of scientists from 
a diversity of demographics to advocate for their 
own communities. Finally, this support will foster 
an understanding of biosecurity standards within 
these scientific communities, lowering the risk 
of research misuse. Access to the funds required 
to responsibly investigate biological response 
mechanisms coupled with firm communication on 
the biosecurity implications and regulations of such 
research will set the precedent of future research 
conducted by and for these community members.

Strengthen the WHO Pandemic Agreement

The World Health Assembly has yet to pass an 
official WHO Pandemic Agreement; however, 
much of the currently drafted text for the 
agreement directly addresses equity achieved 
through technology sharing, transparency, 
cross-national training, and resource pooling.64 
As currently proposed, this system is fraught 
with ambiguity, remains lacking in specific 
accountability mechanisms and obligations, and 
hence is likely to fall short of becoming effective 
in reducing the targeted inequities.65,66,67 Inbuilt 
enforcement mechanisms are the only proven 
factor to improve the success of an international 
treaty.68,69 Although we agree that passing a 
unified committed agreement as soon as possible 
will improve international health security, we 
recommend that WHO member states strengthen 
the agreement’s language related to direct 
technology and information availability to include 
specified compliance mechanisms alongside 
systems to prevent technology misuse. Current 



    

8   IMPROVING PRACTICES IN BIOSECURITY INVESTMENT 

iterations of the agreement leave extended room 
for technology developers and member states to 
ignore knowledge sharing to protect profitability 
from patent ownership and licensing. The lack 
of a firm stance highlighting the need for rapid, 
fully structured technology sharing severely 
weakens the agreement’s potential to empower 
vulnerable member states with necessary means 
of diagnostic and countermeasure production.70  
Proactive knowledge sharing and international 
capacity building through a central body poses the 
additional benefit of allowing member states to 
set responsible guidelines together for preventing 
misuse and safeguarding research. It is vital that 
lifesaving technology is accessible: in the face of 
dual-use risks, trust between research communities, 
governments, and citizens has to be established by 
actively demonstrating a commitment to safely and 
equitably providing medical resources.

CONCLUSION

Persistent systemic inequities weaken the optimal 
prioritization and effective implementation of 
biosecurity interventions. As equity considerations 
gain momentum in shaping biosecurity investments, 
it becomes imperative to address the participation 
of marginalized groups in decision-making 
processes, along with appropriately distributing 
biosecurity and biosafety resources. However, 
strategies at the international, national, and 
organizational levels have met with varied success, 
and insufficiencies persist. Inequitable access 
to biosecurity technology remains the norm, 
diminishing overall global security.

To address these challenges, we promote a 
dual approach, comprising six measures that 
strengthen the engagement of marginalized and 
underrepresented groups within organizational 
frameworks while promoting equitable 
implementation of biosecurity practices. This 
approach offers a comprehensive strategy to 
address systemic inequities. To foster inclusive 
organizational cultures, we advocate for 
facilitating international dialogue and establishing 
standardized guidelines. Additionally, validated 
funding mechanisms and robust accountability 
frameworks are crucial for ensuring equitable 
resource allocation.

Leadership at the international level is essential for 
sustainable change. Leveraging its central position 
in the biosecurity domain, we recommend the BWC 
should spearhead efforts to promote inclusive 
investment. This can be achieved through initiatives 
such as expanding its Sponsorship Programme 
and designating parties accountable for equitable 
practice.

The resource allocation response to the COVID-19 
pandemic underscores the urgency of addressing 
the systemic inequities that compromise global 
biosecurity. The current landscape presents a 
unique opportunity to implement impactful 
measures that reduce these unacceptable 
disparities. A concerted focus on the intersection 
between biosecurity and inequity is paramount: 
strengthening equity programs is essential for 
advancing science and security. We must seize 
these effective opportunities for action to forge a 
safer and more secure future.
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Appendix
ABBREVIATIONS

BWC Biological Weapons Convention

CBM Confidence Building Measure

CEPI Coalition for Epidemic Preparedness Innovations

COVAX COVID-19 Vaccines Global Access

COVID-19 SARS-CoV-2

Gavi Gavi, the Vaccine Alliance

GHSI Global Health Security Initiative

HIC high-income country

IFBA International Federation of Biosafety Associations

LIC low-income country

LMIC lower-middle-income country

UNICEF United Nations Children’s Fund

WHO World Health Organization
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