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Introduction
By Nathan A. Paxton and Jaime M. Yassif

Ithough development and use of biological weapons has been prohib-
Aited under the Biological Weapons Convention (BWC) since 1975, the

world continues to face significant risks that such weapons could be
deliberately used or accidentally released, with catastrophic global consequences.
The special dual-use nature of much of modern bioscience and the BWC'’s lack
of monitoring and enforcement mechanisms have made it very difhicult to know
what activities occur in the world’s countries and whether the activities are for

legitimate or illegitimate purposes.

Over the course of more than a century, there has been clear evidence that
countries have developed bioweapons or created bioweapons programs, but
it has been exceedingly difficult to identify known or probable bioweapons
developers with certainty. The most comprehensive, unclassified, peer-
reviewed study concluded that since 1915, 44 countries have been suspected
of pursuing bioweapons. Of these 44, it is likely that 18 never had a bioweap-
ons program, three only considered developing such a program, and 23 had
or likely had a bioweapons program at some point." Even though most of the
latter countries abandoned their programs by the time they signed on to the
BWC, some BWC States-Parties continue to suspect one other of developing
bioweapons or at least bioweapons-relevant capabilities.
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Given the significant financial resources available to many states, along with
the dual-use nature of bioscience research and development today, preventing
states from gaining bioweapons capabilities through controls on materials

or knowledge will likely prove challenging. That is why this essay collection
focuses on understanding and shaping incentives.

To address the urgent risks posed by biological weapons, disincentivizing
states from developing bioweapons is crucial, and the discussion around

how to do that is underdeveloped. While the analogous literature on nuclear
weapons disincentives and deterrence is broad and deep—with engagement
from think tanks, policymakers, and academic researchers—there is limited
rigorous discourse on making bioweapons development unattractive. To
address this challenge, NTT | bio seeks to support a cross-disciplinary epistemic
community, which political scientist Peter Haas defined as “a network of pro-
fessionals with recognized expertise and competence in a particular domain
and an authoritative claim to policy-relevant knowledge within that domain.”

This essay collection is designed to encourage the exploration and identification
of potential solutions to disincentivize states from developing or using biological
weapons. Policy solutions to problems such as bioweapons proliferation do not
develop in isolation, and a failure to think deeply and analytically about com-
plex challenges can prevent the emergence of effective solutions. Establishing a
strong community with the time and resources to examine the range of current
and future threats and develop forward-leaning solutions is critical.

The goal of this collection is to bridge theory and practical policy-relevant
approaches to develop new approaches to invigorate international efforts to
reduce biological threats. This essay collection represents an introductory effort
to kick-start better bioweapons research and policy. While we do not expect to
create an epistemic community solely based on this collection, we hope it will
advance that goal.
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- Content of This Collection

practitioners in biosecurity, national security, international affairs,

NTI commissioned this collection of essays from leading thinkers and

and diplomacy. We asked the writers to think through tactics and
opportunities to disincentivize bioweapons development and use in the con-
text of strengthening the norms of the Biological Weapons Convention and
the more general anti-bioweapons regime and to consider the international
context for disincentivizing bioweapons. This collection follows a workshop
that NTT convened in November 2023 to begin a discussion with thought
leaders and policymakers about effective ways to disincentivize bioweapons
use by states. The collection is organized into three sections:

Section 1:
A Tactical Framework to Shape Intention and

Disincentivize State Biological \WWeapon
Development and Use

Section 2:
Disincentivization Challenges That Require
Further Attention

Section 3:
Potential Tools and Narratives for Dissuasion
and Deterrence
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. Section 1: A Tactical Framework to Shape
Intention and Disincentivize State Biological
Weapon Development and Use

state intention that structured our discussion at the November 2023

The first set of essays contains the tactical framework for shaping

workshop, as well as critiques and extensions of that framework.

Jaime M. Yassif, Shayna Korol, and Angela Kane’s article from Health
Security (reprinted in this volume) delineates a three-tactic strategy to
shape a state’s cost—benefit analysis of whether to pursue bioweapons. They
argue that enhanced transparency, more robust attribution capability, and
better-defined accountability will assist international regimes to prevent
bioweapons proliferation.

Clarisse Bertherat, Jaroslav Krasny, Louison Mazeaud, and James Revill consider
the specific role of transparency. They argue that transparency is a necessary but
not sufhicient measure for reducing biological arms-racing tendencies. Transpar-
ency can contribute to greater confidence that states are abiding by their BWC
commitments and therefore strengthen that component of the anti-bioweapons
regime. Exploring alternative approaches to transparency, they consider what
further aspects of transparency measures would disincentivize bioweapons.

Gregory Lewis, in thinking through the challenges of attribution, similarly
finds transparency necessary but not sufficient to support a better regime of
anti-proliferation. Focusing specifically on attribution of “deliberate misuse,”
Lewis teases out how attribution might be used as a (partial) deterrent strategy
to discourage a “crime” that (as the BWC defines it) is “repugnant to the

conscience of mankind.”



Disincentivizing Bioweapons: Theory & Policy Approaches

Amanda Moodie Muldowney examines the unique challenges of “penalizing”
those who violate the biological weapons regime and norm. Drawing specifi-
cally on a seminal nuclear theory of detection, Moodie Muldowney notes that
attribution poses real costs for violator, victim, and the international com-
munity and it will likely take long, concerted, and deliberate action to put an
accountability regime with real force into place. Moodie Muldowney consid-
ers several options, within and alongside the existing anti-bioweapons regime.

Section 2: Disincentivization Challenges
That Require Further Attention

nspired by the transparency, attribution, and accountability framework

in the first section, the second set of essays addresses a set of disincentiv-

ization challenges that exist prior to and outside the initial framework.
Drawing on philosophy, political science, and international affairs, these
authors follow St. Thomas Aquinas’s advice to “always distinguish”—that
is, the authors work to clarify the concepts and ideas we use to discuss
bioweapons in service of making clearer what can or cannot be known and
done to halt bioweapons acquisition.

Sonia Ben Ouagrham-Gormley questions the idea of “deterrence by denial.”
The world cannot disincentivize international actors by trying to persuade
would-be malcontents that their work would be futile because of good bio-
defense. Ben Ouagrham-Gormley notes that bioweapons defense is gener-
ally weak. Combining weak defense with a primary policy of deterrence by
denial may have the opposite of the intended effect, incentivizing states and
terror groups to go after these weapons. She instead proposes more focus on
the adverse cost-to-benefit of trying to obtain these weapons.

Drawing on recently published research, Michelle Bentley argues for much
greater focus on the “taboo” norm against biological weapons. Bentley
advances the idea that international policymakers have largely ignored
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norms as an important component of an anti-bioweapons regime. Centering
the taboo within the regime would allow for measures that “recognize, for-
malize, and codify” the real repulsion that these weapons invoke in human
beings, and she offers suggestions for the specific types of policy that might
accomplish this centering.

Nathan A. Paxton takes on the question of “intent.” If one goal of this
epistemic community is disincentivizing proliferation, it would help to
understand what drives a state’s intent to get bioweapons. The bioweapons
community lacks a grounded understanding of why states pursue—or do
not pursue—this class of weapons, and the community has not developed
very effective means by which to discern a state’s intent. Drawing on a
recent model from nuclear proliferation policy, Paxton encourages bioweap-
ons thinkers to consider how revealed bioweapons strategy may derive from
intent and provide a guide to that intent.

Tristan A. Volpe thinks through the dual-use dilemma and the prospects for
international cooperation to manage biological arms control. Employing
original research, Volpe finds that—like several other technologies—bio-
technology is highly integrated within the civilian and military economies,
and it is also hard to distinguish military from civilian uses of this technol-
ogy. This falls in a “dead zone” for verifiable international cooperation, and
so Volpe draws lessons for bioweapons from alternative arms control for
other dead-zone technologies.

Alex John London addresses the conceptual ambiguity in describing artificial
intelligence (Al) systems as possessing or demonstrating “emergent abilities.”
Many have claimed that Al systems show signs of capabilities that could pro-
duce new threats, which would be strategically destabilizing. London explores
these claims through a precise and thoughtful elaboration of what “revolution-
ary leaps in cognition” could consist of. This precision will help policymakers
better understand the implications of new technology that could facilitate
bioweapons proliferation and perhaps lead to better balancing of decisions
that “impact the rights and well-being of large numbers of people.”



Disincentivizing Bioweapons: Theory & Policy Approaches

- Section 3: Potential Tools and Narratives for
Dissuasion and Deterrence

he third section of the collection turns to applied responses. In the

section’s sole essay, Emma J. Curran and Nir Eyal outline a “simple

tool” for disincentivizing bioweapons. They argue that pathogens with
enhanced pandemic potential (PEPP) are so transmissible and uncontrollable as
to have no udility as an offensive or deterrent weapon. They consider objections
but ultimately conclude that PEPP weapons have no upside, only risk.

. Conclusion

his collection of essays presents a broad range of ideas. Whether

readers agree or disagree with what they find here, we invite them to

engage with these ideas through further writing and analysis or by
crafting policy initiatives. By producing, organizing, and structuring new
thinking about present and future approaches to disincentivize the devel-
opment, acquisition, and use of biological weapons by states, the collection
aims to provide a foundational resource for the development of a bioweap-
ons epistemic community. Although short, the collection will, we hope,
be mighty and contribute to making the world safer from the threat of
state-sponsored bioweapons and their consequences.

Endnotes

''W. Seth Carus, “A Century of Biological-Weapons Programs (1915-2015): Reviewing the Evidence,”
Nonproliferation Review 24, no. 1-2 (January 2, 2017): 142, doi.org/10.1080/10736700.2017.1385765.

? Peter M. Haas, “Introduction: Epistemic Communities and International Policy Coordination,”
International Organization 46, no. 1 (1992): 3, doi.org/10.1017/S0020818300001442.

? “Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological
(Biological) and Toxin Weapons and on Their Destruction,” opened for signature April 10, 1972,
United Nations Office for Disarmament Affairs Treaty Database, https:/treaties.unoda.org/t/bwe.
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Guarding Against Catastrophic
Biological Risks: Preventing State

Biological Weapon Development
and Use by Shaping Intentions

Jaime M. Yassif, Shayna Korol, and Angela Kane

- Summary

his essay outlines three key elements to effectively shape intentions
I and disincentivize bioweapons development and use by state actors:

enhancing transparency, improving attribution, and fostering
accountability for violating the global norm against bioweapons develop-
ment and use. The COVID-19 pandemic underscored global vulnerabilities
to high-consequence biological events, revealing an alarming lack of pre-
paredness for such crises. As the risk of biological threats escalates, a robust
strategy for prevention, early detection, and rapid response to GCBR-scale
events, as well as preventing the development and use of biological weapons

by states and nonstate actors, is crucial.

Nonstate actors, driven by apocalyptic ideologies, can be thwarted by
limiting their access to necessary resources and expertise. However, states,
with their substantial resources and capabilities, pose a more complex chal-
lenge. Effective strategies must make bioweapons development economically
and politically untenable by enhancing transparency, strengthening attribu-
tion, and building accountability measures. The current global biosecurity
architecture, including the under-resourced Biological and Toxin Weapons
Convention, needs significant strengthening. By addressing the gaps and
fostering international cooperation, we can disincentivize bioweapons
development and ensure a safer future, mitigating the threats posed by

potential GCBRs.

[ 11 ]
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- Background

he devastating impact of COVID-19 has highlighted global vulner-
I abilities to high-consequence biological events. The international
community was woefully unprepared for a pandemic that has led
to millions of deaths and trillions of dollars in economic losses, and has
upended daily life. However, notwithstanding the severe damage caused by
COVID-19, it should be viewed as a warning shot." It will not be the last
pandemic humanity faces, and the next high-consequence biological event

could be as destructive or substantially worse.

We define global catastrophic biological risks (GCBRs) as biological events
of tremendous scale that could cause severe damage to human civilization,
potentially jeopardizing its long-term survival.” The Johns Hopkins Center
for Health Security has also developed a working definition of GCBRs,? and
this term is part of a broader discussion about global catastrophic risks

that could arise from a variety of sources, including nuclear war, anthro-
pogenic climate change, and advanced artificial intelligence that has not
been sufficiently safeguarded.*> GCBRs could be caused by a naturally
emerging infectious disease outbreak, an accidental release of a pathogen,
or a deliberate attack. Naturally emerging infectious disease outbreaks

that can grow into pandemics are likely to increase in frequency due to
urbanization, globalization, and environmental degradation, and the world
faces an increasing risk of high-consequence biological events resulting
from accidental or deliberate misuse of the tools of modern bioscience and
biotechnology.*® Not all outbreaks or global pandemics will grow to the
scale of a GCBR as we define it in this article and as others have defined
global catastrophic risks more broadly, because the threshold for this type
of event is extremely high.

Although COVID-19 does not rise to the level of a GCBR-scale event,

it has demonstrated that a biological event can have a devastating global
impact, and it should serve as a warning to global leaders that the world
needs much more robust protections against high-consequence biological
events that could emerge in the future and be substantially worse.

[ 12 ]
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In our view, human-caused biological events involving the accidental or
deliberate misuse of an engineered pathogen are more likely to lead to a
GCBR-scale event than a naturally emerging pandemic.” Scientists have

the capacity to deliberately or inadvertently engineer pathogens that are
more virulent and transmissible than what nature creates by chance, and

the upper limit of damage that could be caused by a human-engineered
biological event is unknown.'*!* Prevention, early detection, and rapid
response are all crucial for guarding against GCBR-scale events. However, in
this article, we focus on effective strategies for preventing biological events
that could become GCBRYs, specifically by disincentivizing development and
use of biological weapons by states and other powerful actors.

Work to prevent the development and use of biological weapons is crucial.
While biotechnology advances offer tremendous potential benefits—
including improvements in public health, economic development, and
climate change—rapidly advancing capabilities to manipulate biological
systems are also making it easier to engineer increasingly sophisticated bio-
logical weapons.”* These advances are making it possible for a wider range
of actors to exploit biology to cause catastrophic harm. Unfortunately, the
devastation caused by COVID-19 may have exacerbated this vulnerability
by making biological weapons more attractive as a means to achieve

political, economic, or other more radical objectives.'*

Two types of actors could pose important risks to bioweapons development
and use: states and nonstate actors. Any effective strategy for countering
these risks will ultimately need to reduce the likelihood that an actor will
have both the capability and intention to develop and/or use a biological
weapon that could cause a GCBR-scale event.

To prevent the development and use of biological weapons by nonstate
actors, the most effective strategy is to constrain their capabilities to

cause catastrophic harm. Nonstate actors are not typically motivated by
the same rational economic, political, and military goals that incentivize
states, and they may have an apocalyptic vision aligned with using biolog-
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ical weapons to cause global catastrophic harm. Lawrence Kerr has noted
that “at one point in time, there were 3,000 named apocalyptic groups
around the world,” including terrorists “solely interested in annihilation

of humans.”" It is fair to assume that some of these groups would readily
use biology to cause globally catastrophic harm if given the opportu-
nity."® Aum Shinrikyo is an example of an apocalyptic cult that pursued the
development of chemical and biological weapons, making several attempts
to carry out large-scale biological attacks in Japan in the 1990s; fortunately
they were unsuccessful.'” Importantly, nonstate actors usually lack the
resources of states, especially in terms of trained personnel and financial
assets, which makes it feasible to constrain their capabilities by denying
them access to materials, equipment, and the technical expertise needed

to develop or acquire biological weapons. This strategy can be achieved by
safeguarding the tools of modern bioscience and biotechnology to prevent

their exploitation by malicious actors.'s*!

In contrast, many nation states have substantial financial resources at their
disposal and access to trained personnel, which makes it extremely difficult
and perhaps even impossible to constrain their capabilities to develop and
use powerful biological weapons. In our view, a much more effective strategy
for preventing the development and use of biological weapons by states is to
make the potential costs of bioweapons development unacceptably high and
to diminish any perceived benefits.” Although some states may see potential
tactical or strategic benefits of developing biological weapons—or even
using them in some cases—they generally have rational political, economic,
and military objectives that would not be well served by deliberately causing
a GCBR. Nevertheless, bioweapons development can have unintended
consequences—including accidental release of a highly transmissible, deadly
biological agent—and any attempt at targeted bioweapons use could result
in a much larger and more widespread biological event than intended.** For
these reasons, we contend that state biological weapons programs can and
should be countered with well-designed incentive structures.”® Designing
and building such structures is the focus of this article.
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. States, Biological Weapons, and GCBRs

o develop effective disincentives for bioweapons development or use,

it is important to first understand the range of possible motives for

states to consider such weapons. First, misperceptions or suspicions
regarding other countries” bioscience capabilities and intentions, exacerbated
by a lack of transparency, can drive arms-racing dynamics. Second, states may
decide that bioweapons are potentially useful for tactical purposes—for exam-
ple, to carry out a covert, plausibly deniable economic attack, or if they believe
they could carry out a targeted attack that did not impact their own popula-
tion or that of their allies.** » Third, states may be interested in bioweapons
as a strategic weapon for deterrence, potentially as a more accessible and
affordable option than developing nuclear weapons.?® These tactical and
strategic incentives could grow over time as geopolitical tensions continue to
escalate between the United States, China, and Russia—and as relationships
among regional powers face growing strains.** Additionally, even if political
leadership does not set bioweapons development as a goal, bureaucratic forces
and perverse incentives within large government organizations can drive
development.”” Advances in science and technology that make it easier to
engineer living systems could influence all of these considerations and shape
states’ cost—benefit analyses regarding the potential utility of bioweapons.
Addressing the risk is not a hypothetical challenge, as there is evidence that
several states currently possess bioweapons programs,” and many more have
the latent capability to pursue such programs if they choose to do so.

- Gaps in the Current Biosecurity Architecture

he need to guard against state bioweapons programs is crucial and

growing, for the reasons previously outlined, but the global bio-

security architecture lacks adequate mechanisms and resources to
disincentivize and deter the development and use of these weapons. First,
while the Biological and Toxin Weapons Convention (BWC) is essential for
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upholding the norm against the development and use of biological weapons,
it is woefully underresourced. With an annual budget of US$1.5 million,
the BWC lacks the financial resources to fulfill its mandate to effectively
prohibit “the development, production, acquisition, transfer, stockpiling and
use of biological and toxin weapons.” * Importantly, unlike the Chemical
Weapons Convention and the Nuclear Non-Proliferation Treaty, the BWC
lacks an associated operational organization®” and currently has only an
Implementation Support Unit with three full-time staff members.*

The BWC also lacks adequate transparency measures to assess and assure
compliance. While it has Confidence Building Measures (CBMs),
established in 1986 and designed to increase transparency,® the tool is
insufficient to reduce suspicions about other nations dual-use bioscience
research and development activities. In addition to suffering from a low
participation rate, the CBM form itself is outdated and inappropriate

for today’s advanced global bioscience and biotechnology research and
development enterprise. Furthermore, there is no defined process for
follow-up or assessment of the information shared by states. Many experts
also have lamented the absence of a BWC verification regime.'* 3 Although
there is no consensus within the biosecurity community that verification is
practically achievable, our view is that more robust transparency measures
that far exceed the scope of CBM:s are needed. Without such measures,
substantial gaps in the BWC will remain.

Although the global biosecurity architecture includes additional mechanisms
outside of the BWC—such as UN Security Council Resolution 1540,% the
Australia Group,” and the 1925 Geneva Protocol**—none of these address
the gaps outlined in this section. UN Security Council Resolution 1540 is
primarily a tool for states to prevent weapons of mass destruction terrorism,
including bioterrorism; the Australia Group export control regime is primarily
a means of constraining capabilities, which as previously discussed, is a weak
measure for preventing bioweapons development by states; and the provisions
of the Geneva Protocol, which bans the use of biological weapons, have effec-
tively been incorporated into the BWC.”
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Addressing key gaps in the global biosecurity architecture will be difficult,
especially in the current geopolitical environment, because of the consensus-
based decisionmaking approach currently used by BWC states parties that
enables a single state to derail constructive dialogue and progress. To close
gaps within the BWC and across the broader biosecurity architecture, new
and innovative approaches that build stronger systems around the BWC and
establish legitimacy through a variety of channels will be necessary.

- A New Approach to Strengthening
International Capabilities to Prevent
Biological Weapons Development and Use

o address the gaps previously discussed, we outline an agenda that
I revolves around effectively shaping the cost—benefit calculation of
states to make biological weapons an unattractive option. We
envision 3 key elements of a new strategy to shape state intentions:
(1) enhanced transparency and BWC compliance assurance, (2) more
robust capabilities to assess and attribute the origins of biological events,

and (3) a well-defined system of accountability for BWC violations.

ENHANCING TRANSPARENCY

Transparency is critical for reducing the potential appeal of bioweapons devel-
opment. Effective transparency measures can help avoid misperceptions and
unwarranted suspicions regarding other nations’ bioscience and biotechnology
activities, which could otherwise drive arms-racing dynamics. Enhanced transpar-
ency measures can provide greater assurances regarding BWC compliance, and in
rare instances, such measures may be able to detect violations of the BWC.%

At present, CBMs are the primary official transparency measure under the
BWC, and there are near-term opportunities to incrementally improve
them. These opportunities include updating CBM forms to make them

|17 |
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more rigorous and appropriate for modern bioscience and biotechnology,
equipping the BWC Implementation Support Unit with resources to ana-
lyze the content of CBM submissions, and providing training for countries
to prepare CBMs to increase the participation rate, which is barely above
50%.% However, while helpful, such reforms would constitute incremental
progress where more fundamental transformation is needed.

There is currently a political opening to discuss a more ambitious approach to
building robust transparency measures, due in part to a statement by the US
delegation at the 2021 BWC Meeting of States Parties. Ambassador Bonnie
Jenkins, who delivered the statement, argued that the upcoming BWC Review
Conference “should establish a new expert working group to examine possible
measures to strengthen implementation of the Convention, increase transpar-
ency, and enhance assurance of compliance.”" This statement led to renewed
discussions about potentially viable approaches to BWC verification—an issue
that did not have broad support across states parties since negotiations on a
verification protocol fell apart in 2001, and which was previously opposed by
the United States.”? The subsequent 2022 BWC Review Conference successfully
established a working group that will discuss measures on confidence building
and transparency and measures on compliance and verification.”’ Recent

efforts to explore new approaches to verification include a report on the topic
by the United Nations Institute for Disarmament Research, a Wilton Park
workshop cohosted by the iGEM Foundation, and the 2022 Next Generation
for Biosecurity Competition on the topic.*“® Innovative thinking from a

new generation of experts is crucial for advancing meaningful approaches to
transparency and exploring the possibility of BWC verification, and these efforts
represent a promising step in this direction.

It is important to acknowledge uncertainty as to whether a full verification
regime for the BWC is technically feasible. A key issue is that bioscience
research is deeply dual use, so even with intrusive inspections that reveal
important details about the pathogens facilities are working with, such infor-
mation will not necessarily be sufficient to determine whether bioweapons
development is underway.”
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Even if full verification of compliance is not achievable, introducing
“enhanced transparency measures”**—including many of the same compo-
nents of a verification regime but without the high confidence assessments
of compliance or lack thereof—would strengthen the BWC. One poten-
tially promising approach is to build on existing voluntary peer review
visits, in which a number of governments have conducted site visits to each
other’s facilities to bolster transparency.*”*° Institutions could be encouraged
to voluntarily undergo more detailed assessments to demonstrate BWC
compliance; incentives could include priority regulatory review, special
access to funding, and reduced insurance premiums, among other options.*

In addition to efforts by governments, enhanced transparency measures

can involve a broader range of stakeholders, drawing on expertise from the
biotechnology industry and the academic research community. Ongoing
scientific and technological advances continue to transform what is possible
for both onsite and offsite assessments of bioscience research facility activities.
Leaders from industry, academia, and civil society have an opportunity to
develop and run pilot projects on enhanced transparency measures to explore
what is possible with the goal of validating a range of new approaches for
conducting assessments of bioscience research facilities. A crucial part of
these pilot projects will be to find ways to conduct rigorous onsite and

offsite assessments while protecting the intellectual property of industry

and academic research facilities.

STRENGTHENING ATTRIBUTION

Attribution is another crucial pillar in disincentivizing bioweapons use.
States must believe that there is a considerable chance they will be caught if
they use or accidentally release biological weapons. To accomplish this, the
international community needs stronger capabilities to assess the origins of
high-consequence biological events.
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This includes strengthening existing mechanisms, especially the United
Nations Secretary-General’s Mechanism (UNSGM) for Investigation of
Alleged Use of Chemical and Biological Weapons.”' The mechanism is not

a standing investigative body, but it relies on a roster of qualified experts,
laboratories, and expert consultants nominated by member states who can be
called upon to support a UNSGM investigation under short notice. Although
the UNSGM is not part of the BWC, it plays an important role in supporting
and strengthening it. It is welcome news that the operational capabilities

of the UNSGM to investigate bioweapons allegations have continued to
advance, but there is still room for improvement. To start with, the UNSGM
needs substantially more financial resources to be truly effective.”>** It is
currently supported through voluntary, in-kind contributions by a group of
member states known as the “Friends of the UNSGM,” but it could benefit
from a wider range of supporters, including contributions from an expanded
roster of UN member states as well as philanthropic donors.

In addition to strengthening the UNSGM, it will also be important to fill
gaps. As evidenced by early challenges with discerning COVID-19 origins,
current international mechanisms are insufficient to discern the source of
ambiguous biological events. The UNSGM has the mandate to investigate
allegations of deliberate bioweapons use, but the bar for triggering an inves-
tigation is high; it can only be triggered by the secretary-general in response
to the request of a member state.”® In practice, a high standard of evidence
is needed to credibly make this type of claim and for the secretary-general to
follow through by launching the UNSGM. To date, the UNSGM has been
activated 3 times to investigate allegations of chemical weapons use,” but it
has never been activated to investigate alleged bioweapons use.

In most cases, the World Health Organization would provide the initial
international response to a biological event and would be the first organi-
zation collecting information on the ground. Although the World Health
Organization has authority under the International Health Regulations
(2005) to respond to biological events regardless of origin, its key opera-
tional strength, and the comfort zone of its member states, is its ability to
assess and respond to naturally emerging infectious disease outbreaks. It is
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unclear how far the World Health Organization would be willing or able to
go in assessing the origins of accidents or biological weapons attacks. These
limitations mean that investigating high-consequence biological events of
unknown origin falls between current mechanisms.*

To fill this gap, the Nuclear Threat Initiative proposed a new Joint Assess-
ment Mechanism for discerning the source of high-consequence biolog-
ical events of unknown origin that would build on existing capabilities
and mechanisms with the aim of creating an integrated UN approach

to assessing pandemic origins.”” It would not be part of the BWC but
could strengthen the broader biosecurity architecture that supports it. The
proposed Joint Assessment Mechanism would be based within the UN
secretary-general s office and established under their authority. It would
include a standing capability with a small team responsible for integrating
and analyzing data on an ongoing basis, and the ability to rapidly launch an
assessment when triggered by the UN secretary-general.

This proposal is part of a broader discussion about ambitious proposals to
restructure the international biosecurity architecture. Ambassador Ahmet
Uziimcii, former director-general of the Organisation for the Prohibition
of Chemical Weapons, put forward a proposal to establish the Interna-
tional Biotech Organization. The International Biotech Organization’s core
mission would be to “rapidly deploy its technical experts to simultaneously
identify the pathogen behind an emerging outbreak while providing public
health measures and medical advice to the local authorities on the ground.”
The independent organization would engage both public and private
stakeholders in the biotechnology industry and scientific and philanthropic
communities, and would address pathogens that may be accidental, deliber-
ate, or natural in origin.”®

If these types of mechanisms had existed in 2019 or 2020, some of the
difficulties in identifying COVID-19’s origins and mitigating its effects
might have been avoided.? Stronger tools for attribution can have profound
implications for international security: For example, determining that a
high-consequence biological event is naturally occurring can allay suspicions
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about BWC violations. Stronger tools for attribution may deter powerful
actors from developing and using biological weapons by increasing the like-

lihood that they would get caught in the act.””

BUILDING AN ACCOUNTABILITY SYSTEM

In addition to believing that they are likely to be caught if they develop

or use biological weapons, for deterrence to be effective, states must also
believe that they will be held accountable. Yet, there is currently no defined
international mechanism for accountability in the event of bioweapons
development or use.

Failures of accountability following well-documented chemical weapons use
have undermined norms enshrined in the Chemical Weapons Convention
and illustrate the substantial challenge that the BWC would face if presented
with an analogous situation. For example, the mandate of the Organization
for the Prohibition of Chemical Weapons-UN Joint Investigative Mecha-
nism, which was created by the UN Security Council to identify and hold
accountable those responsible for chemical weapons attacks in Syria, lapsed
when Russia voted against renewing its mandate.*>® Additional examples
include the use of the Novichok nerve agent in an assassination attempt

of Sergei Skripal in Salisbury, England, and to poison Russian opposition
leader Alexei Navalny. In both cases, Russia denied responsibility, and the
perpetrators have not been brought to justice.®** North Korean leader Kim
Jong Un’s estranged half-brother Kim Jong Nam was assassinated with the
chemical warfare agent VX in Malaysia; North Korea denied responsibility
for the attack, and charges against the suspects were dropped.®* ©

To avoid erosion of the norm against bioweapons development, it will be
essential to establish a clearly defined accountability system for any BWC
violations that may arise. Under the UN system and multilateral treaties that
rely on consensus, attempts to hold states accountable often become politi-
cized discussions that depend on the geopolitical status and relationships of
the state in question. This is a challenge without a clear or easy solution, and
policymakers need to explore accountability approaches that cannot be voted
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down by a single state or powerful coalition. The international community
can employ a broad set of tools, including economic sanctions, political
pressure and isolation, and in the most extreme cases, military action.
Proportionality will be important in deploying these responses, and it
would be valuable to lay out a road map for which types of responses are
warranted under a range of circumstances.

The biosecurity community can learn from analogous efforts to demand
accountability for chemical weapons development and use. For example, at
least 27 countries expelled Russian diplomats in the wake of the Salisbury
Novichok poisonings. Such international, coalition-based responses send a
firm message about the importance of respecting global norms against illicit
use of unconventional weapons.®® In the event of a BWC violation, states
parties should coordinate their responses as much as possible to demonstrate
shared political will and a united front in demanding accountability. To
make this type of response possible, individual countries need to be willing
to take action in the face of bioweapons development or use.*”

The international community must adopt a zero-tolerance policy in
response to confirmed cases of biological weapons development or use.
To operationalize this, one promising approach could be to develop a
biosecurity analogue to the International Partnership Against Impunity
for the Use of Chemical Weapons. This intergovernmental initiative,
composed of 40 states and the European Union, supports multilateral
action to hold perpetrators accountable by compiling and sharing

information on those involved in chemical weapons use.®”
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- Conclusion

he world is vulnerable to GCBRs, and those risks are growing over

time. New approaches to disincentivize states from developing or

using bioweapons have the potential to be highly effective and are
crucial for strengthening global biosecurity and preventing GCBRs. The
COVID-19 pandemic has highlighted our shared vulnerabilities and
provided an important reminder of the urgent need to strengthen our
defenses against global biological catastrophes. At the same time, growing
geopolitical tensions, accompanied by increasingly aggressive disinforma-
tion campaigns and false allegations regarding biological weapons, put the
BWC and the broader global biosecurity architecture under strain. We must
leverage the opportunity to tackle the challenges of enhancing transparency,
improving attribution, and fostering accountability for violating the global
norm against bioweapons development and use. If the biosecurity and
broader international community can come together to develop robust
measures for ensuring BWC compliance, we can create a safer, more
sustainable future for generations to come.
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The Role and Limits of Transparency

Measures in Disincentivizing
Biological Weapons

Clarisse Bertherat, Jaroslav Krasny, Louison Mazeaud, and James Revill

- Summary

his essay focuses on the role of transparency in the disincentivization
I of biological weapons. The central argument is that transparency is

unlikely as a stand-alone tool to disincentivize biological weapons
programs. However, in combination with other measures, greater transparency
in biological research activities can reduce biological arms-racing tendencies and
build confidence in the 1972 Biological Weapons Convention. The essay begins
with an overview of different forms and directions of transparency. It draws
from historical drivers of past biological weapons programs to look at what role
transparency measures could theoretically play in disincentivizing biological
weapons and bolstering biological disarmament. The article then turns to assess
how transparency has operated in the biological weapons regime, taking into
consideration the role and limitations of Confidence-Building Measures among
other measures, including peer reviews. Finally, the essay explores alternative
approaches to generating transparency in the biological weapons regime, includ-
ing open-source data and methods as a means of forcing greater transparency in
biological research and development activities. It concludes by looking at what
else is needed for transparency to disincentivize biological weapons.
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- Types and Directions of Transparency

ransparency, in the context of arms control and disarmament, can be

understood as the voluntary release of information, often as part of a

multilaterally agreed process. However, greater transparency can also
be achieved through involuntary processes. In both cases, transparency can
help provide greater confidence in the intentions of an actor, and the term
has emerged as somewhat of a feel-good buzzword in international politics.
However, the concept can take many different forms, operate in different
directions, and provide variable levels of confidence in intent.

In terms of forms, in some cases, transparency can result from politically binding
agreements, as is the case of the 1972 Biological Weapons Convention (BWC)
Confidence-Building Measures (CBMs); in other cases, such as the Chemical
Weapons Convention (CWC) declaration regime, transparency is generated
through a legally binding agreement. However, there are also cases where trans-
parency can be demanded by one state or collective of states of another state
(coercive transparency).' Finally, transparency can also be achieved through 7on-
voluntary ‘passive” approaches, wherein public “information is acquired by the
observing actor—independent of the observed actor’s cooperation.™

Transparency can also have different orientations. States can be transparent
to one another, to international organizations, to wider publics, or to some
combination of the above. Civil society actors can also provide information
that increases the transparency in the activities of a state or entity, in some
cases irrespective of whether the entity in question provides consent.
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- Transparency and Biological Weapons
Programs

ransparency can be important in the establishment and maintenance

of agreements designed to prevent the development, production,

stockpiling, or use of weapons of mass destruction. As Podvig notes,
transparency is a basic condition for disarmament and “creates predictability
and minimizes the opportunities for misunderstanding and overreaction.”
Conversely, a lack of transparency or ambiguity in the activities of adversarial
states can lead to concerns over such states’ development of clandestine weap-
ons designed to gain some form of military advantage. In worst-case scenarios,
such concerns can stimulate research on and the development of proscribed
weapons or even arms-racing dynamics.

This is particularly challenging in the case of biological weapons, which depend
fundamentally on dual-use materials, equipment, and knowledge widely used
around the globe for peaceful purposes. This dual-use challenge makes under-
standing the intent behind the use of biological materials, equipment, and
knowledge more important. Transparency measures can provide information to
build a better understanding of intent and guard against worst-case assumptions.

Scholarship on the history of biological weapons programs has shown how
(frequently incomplete) information on biological activities in an adversarial
state has generated concerns over that state’s hostile exploitation of dual-use
materials, equipment, and knowledge that stimulated adversarial interest in
developing in-kind capacity to respond. For example, an albeit patchy knowl-
edge of World War I German anti-animal sabotage programs certainly appears
to have had a significant impact on the evolution of biological warfare and
stirred interest among several other states in the development of offensive
bioweapons programs during the interwar period.*

Additionally, Dando et al. identified one factor in the initiation of bioweap-
ons programs as “intelligence (threat analysis) that suggests that potential
adversaries are involved in biological weapons programs (even if they are
not),” and Guillemin noted that “one frequent justification for developing
strategic biological weapons was the suspicion that an aggressive enemy had

already armed itself with similar weapons.”®
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- Transparency and the Biological Weapons
Convention

n the context of the 1972 BWC, the only formal mechanism for gener-

ating transparency is through politically binding CBM forms completed

by states parties. The concept of CBMs emerged from the Second Review
Conference in 1986 as a means “to prevent or reduce the occurrence of ambi-
guities, doubts, and suspicions, and in order to improve international cooper-
ation in the field of peaceful biological activities.”” Subsequently, BWC CBMs
evolved through an ad hoc expert meeting and successive review conferences,
which have sought to review and refine a series of CBM forms for BWC states
parties to complete, along with a mechanism for submission and distribution.
Currently, BWC CBMs consist of six forms covering, among other topics,
national biological defense research and development, outbreaks of infectious
diseases, and past activities in offensive or defensive biological research.

Although a useful source of information on some of the relevant activities
of BWC States Parties, the current BWC CBM regime remains limited for
several reasons. First, despite an increase in the number of states submitting
CBM:s, participation is still lacking. The BWC Implementation Support
Unit (ISU) indicated in December 2023 that “47 [states parties] have never
submitted a CBM report, and several [states parties] participate irregularly”
and just over 50% of states parties “have exchanged CBMs in the last few
years.” Second, the information submitted in the summary form is “some-
times incomplete, unclear or does not corroborate with information in the
attached CBM forms.”® Third, yet of greater concern, is that there is no
established system through which the content of a CBM is regularly assessed
and any potential ambiguities clarified.

To augment the CBM process in the BWC, several states have explored
voluntary transparency initiatives or peer review-type processes, which were
originally proposed by France in 2011. Several countries have subsequently
organized peer review-type activities involving 35 countries from across
regional groups. An illustrative list of examples of the participants and
topics of select peer review exercises is contained in Table 1.
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TABLE 1: ILLUSTRATIVE EXAMPLES OF PEER REVIEW INITIATIVES

Convening

Participants

Country

France®

December

4-6, 2013

Benelux states™©

June and
November 2015

Germany*

August 2—4, 2016

Morocco??

May 9-11, 2017

Georgia®®

November
14-15, 2018

Kyrgyz Republic**

August
16-18, 2022

International experts and
representatives of French
governmental and non-
governmental organizations

National experts from
Belgium, the Netherlands,
and Luxembourg

20 international experts
from a range of countries
along with German officials

Approximately 60 experts,
including 16 international
experts and a range of

Moroccan national experts

19 experts and diplomats,
along with representa-
tives from international
and regional entities and
academia

28 representatives from
national entities, plus experts
from five states parties

and several international
organizations

National biosafety and
biosecurity system, national
export control system, and
awareness-raising policies

Confidence-Building
Measures in the three
countries

Assessment of several aspects
of the Bundeswehr Institute
of Microbiology

National implementation
of the Biological Weapons
Convention, including
pathogen management
measures

Assessment of aspects of the
Richard Lugar Center for
Public Health Research

National Legal Framework,
Biosafety and Biosecurity,
and International Coopera-
tion and Assistance®
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Such peer review initiatives (and several other voluntary transparency ini-
tiatives), at which external experts are invited to review selected elements

of national implementation, can serve as a flexible tool that can improve
transparency in the BWC and share good practices in selected areas of BWC
implementation, thereby contributing to strengthening the treaty. '* Moreover,
as pointed out by Morocco, undertaking a peer review process and opening

a system up to public scrutiny is an important act that demonstrates a state’s
“commitment to transparency and confidence building within the framework

of the BWC.”"

However, there are limitations to peer review mechanisms in disincentiviz-
ing biological weapons development. Peer review initiatives are voluntary,
and states can select the reviewers and both the areas and the depth of
scrutiny. As such, there can be no expectation of reciprocity in transparency.
In the current geostrategic climate, there is limited scope for systematizing
any form of peer review process multilaterally, which is seen by some BWC
states parties as a distraction from the pursuit of verification mechanisms.

- "Enhancing” Transparency and Trust in
Disarmament Regimes
n the wider arms control and disarmament landscape, several tools could
be applied to generate greater transparency and disincentivize weapons

development. A selection of illustrative examples of transparency-

generating tools—both politically and legally binding—is outlined in Table 2.
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TABLE 2: ILLUSTRATIVE EXAMPLES OF OTHER TRANSPARENCY-GENERATING TOOLS

Transparency

Overview
Tool

Visits were discussed as part of the BWC protocol negotiations,
wherein some states argued that such visits could demonstrate
Transparency- transparency and open channels of communication and
related visits contact.*® Furthermore, some voluntary transparency initiatives
have employed confidence-building visits, in which a state
invites external actors to scrutinize a national facility.*®

Baseline information exchanges, similar to Confidence-
Building Measures, could be used to share data on facilities.

Baseline ) ) -
. . For example, parties to the Conventional Armed Forces in
information . A : .
: Europe Treaty are legally obliged to provide detailed baseline
O
S information listing numbers, location, and technical data about
systems and facilities.?°
Chemical Weapons Convention states parties are legally
obligated to submit different forms of declarations covering,
among other things, past chemical weapons programs and CW
. production facilities.?* In a similar fashion, UN Security Council
Declarations

Resolution 1540 also calls on states to submit national reports
on steps to implement 1540, strongly encouraging them to
compile national measures to prohibit and prevent the spread of
biological weapons to nonstate actors.

International scientific collaboration and science diplomacy can
Scientific serve as a vehicle to enhance transparency and build trust between
collaboration scientific communities.?? In the case of the nuclear community,
Lowenthal argued that science diplomacy provided “an alternative
channel for international communication through the discussion of
scientific aspects of international issues!2®

Laboratory twinning is not designed to generate transparency
per se; however, it can build capacity and research networks,
Laboratory and there have been several laboratory twinning initiatives
twinning incorporated into some disarmament regimes. The Organisa-
tion for the Prohibition of Chemical Weapons, for example, has
developed a laboratory twinning initiative.?*
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PASSIVE FORMS OF TRANSPARENCY:
OPEN-SOURCE INTELLIGENCE

Beyond the politically and legally binding forms of transparency outlined
here, there are also passive forms of transparency, including mechanisms
whereby transparency can be generated involuntarily without the active
engagement of the state. This includes the use of open-source information
and data, which can be collected and analyzed independently.

For the purposes of this essay, open source is defined as “information
obtained lawfully from publicly available sources and not derived from
classified sources.”” Open-source data can include images, videos, news
articles, trade data, and satellite imagery that is accessible through unre-
stricted retrieval of data, data purchase, or registration and access. There
are numerous tools that can be used to build transparency—for example:

* The scientific literature can be scanned for indicators of research trends
in certain institutions. Scholarly literature can reveal increased interest
in a specific scientific topic associated with a particular phase in the
development of a bioweapon.

* Corporate profiling can help analysts better understand a biotech
company’s structure, activities, cash flow, or logistics, such as a surge in
purchases or inquiries about specialized equipment.

* Social media content provides a wealth of information that, when
properly analyzed, can help paint a picture of specific activities in
an institution. This could include the posting of images that may
unwittingly point to a specific piece of equipment or other indicator
of possible weapons research.

* Event monitoring could help contextualize fragmentary information
collected from the aforementioned sources. Examples include current
security and political developments, as well as political or military
statements.
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* Location monitoring of facilities involved in biological research or devel-
opment could help in the triangulation of biological research activity to a
particular geographical point or region.

* Disease outbreak surveillance using public sources can detect and locate
unexpected or suspicious disease outbreaks.

Collectively, these types of tools can build a better picture of activities within
a state or facility and partially readdress the challenge of incomplete or
imperfect information. However, none of these tools on their own is likely to
provide conclusive proof of biological weapons development. Moreover, open-
source intelligence (OSINT) methods face several obstacles: The scientific
literature is vast, and analysts could be overwhelmed by the sheer number of
publications; corporate data may be unreliable and difficult to verify through
OSINT in all countries; social media monitoring is prone to privacy concerns;
and disease outbreak monitoring may include false positives.

Several elements are necessary to effectively use open-source methods and
data. First, robust methods for data collection and analysis are required,
including analytical methods that are able to overcome subjective bias in
data interpretation. These methods, which are widely used by the OSINT
community, include data visualization, link analysis, clustering and classi-
fication algorithms, natural language processing, and sentiment analysis.
To ensure objectivity, it is crucial to employ several methods. Second, the
application of robust methods in an international context requires signifi-
cant and sustainable human and financial resources. Third, for any system
to have legitimacy in the multilateral context, it would need to be tested and
validated by states, potentially drawing on existing experience and meth-
odologies developed by other actors. Fourth, it requires a geographically
representative set of experts trained in the relevant analytical methods and
capable of bringing different cultural and language expertise to the table.
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TRANSPARENCY AND TRUST

The process of generating transparency, irrespective of the type or orienta-
tion of transparency, can involve the collection of objective data through
objective technical processes. However, the generation of transparency is
also a social process and involves human factors, particularly in the process
of interpreting data.

Consideration of the human factor in enhancing transparency is important in
two respects. First, as Bowen et al. remarked in relation to nuclear verification,
“the human factor, and perceptions of intentions in particular, adds an ele-
ment of subjectivity that has considerable potential to distort judgments and
conclusions.”? For example, in the interpretation of open-source information,
open-source practitioners need to be aware of their own biases and approach
any particular issue without a predetermined conclusion or without “seeking”
information on noncompliance. Several methods may help reduce, or even
prevent, a possible personal bias of OSINT analysts; such methods include
but are not limited to blind analysis, cross-verification, the use of standardized
procedures (including checklists and guidelines), and, of course, training and
regular reflection throughout the process.

Second, the human factor also points to the importance of the relationships
between sources and recipients of transparency and the extent to which these
actors trust one another. Indeed, trust plays an important role in any trans-
parency process—for example, indicators of biological weapons programs
coming from western nongovernmental organizations using open-source data
are unlikely to be trusted by states in an adversarial relationship with western
countries. This points not only to the importance of generating transparency
mechanisms but also to building trust through dialogue and collaboration,
including international scientific collaboration, which “can build trust between

States Parties, an important aspect of maintaining an effective treaty regime.””’
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. After Transparency, What?

ransparency about biological research activities within a state can be

important and can play a role in disincentivizing bioweapons devel-

opment. However, transparency mechanisms as a stand-alone tool
will always be limited in the absence of two additional elements. First, there
should be channels to consult and clarify information and, where necessary,
procedures to resolve outstanding concerns in a manner that is as far as
possible insulated from political exploitation. Such channels are important
in a highly politicized environment, where selected data points generated
through transparency mechanisms can be misinterpreted as part of a mis- or
disinformation campaign—a challenge that is becoming more acute with the
rise of disinformation efforts generated by artificial intelligence (AI).

Second, there should be mechanisms to investigate allegations of biological
weapons development and (where required) impose coercive transparency
measures to build a comprehensive assessment of alleged programs—as was
the case with the investigation of Irag’s biological weapons programs—and
enforce prohibitions on biological weapons development and use. There is

a range of possible approaches to restoring compliance, from “naming and
shaming” to sanctions imposed by the United Nations (UN) Security Council
to collective or unilateral action.?® Unfortunately, many of the mechanisms to
respond to allegations of biological weapons development are under consider-
able pressure in the current geopolitical environment. For example, the

UN Security Council remains divided on many issues, which compli-

cates enforcement of prohibitions and renders other collective or unilateral
approaches challenging in the currently strained geopolitical environment.
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- Reflections

ransparency can play an important role in disincentivizing the

development of biological weapons, particularly when operating

in combination with other mechanisms. Through the BWC, the
current system of CBMs—which remains the only formal transparency
mechanism in the treaty—offers some insight into relevant activities of
states parties. However, the effectiveness of CBMs is hampered by limited
participation, incomplete submissions, and a lack of a follow-up mechanism.

Other voluntary transparency initiatives, such as peer review processes,
although valuable, have limitations in terms of the depth and scope of the
transparency generated. However, this does not prevent like-minded groups
of states collectively agreeing to the parameters and focus for a series of peer
review initiatives, including visits to facilities. Such a step could further
advance transparency as well as build an understanding of the advantages
and disadvantages of such visits.

To address the current deficit, other tools could be explored with a view to
enhancing transparency and ultimately disincentivizing biological weapons
development and use, including the establishment of mechanisms for science
diplomacy as well as the generation of passive transparency through
exploitation of new open-source tools. To maximize the value of these
transparency-generating tools, such initiatives must be coupled with the
activation of channels for clarifying information generated through
transparency, as well as measures to investigate and enforce the BWC.

Setting up such a system requires considerable resources, as well as techni-
cal, logistic, and political support to build teams of experts able to respond
rapidly. However, such a mechanism, which has been raised in the BWC
working group discussions on compliance and verification, would go some
length to address the difficulties with incomplete transparency and further
serve to disincentivize the development and use of biological weapons.
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Attribution as Deterrence for

Biological Weapons

Gregory Lewis

. Summary

ome future biological outbreaks may not originate from nature but

rather from human mistake or malice. Attribution is the task of dis-

covering which humans or institutions are responsible for accidental or
deliberate outbreaks. Although attribution in contexts of accidental misuse
is valuable, I focus here on attribution of deliberate misuse—through the
development or use of biological weapons—because it is a more pressing
and more complex problem. Call this “biological weapons attribution.”

Effective bioweapons attribution serves a number of purposes: Identifying
the perpetrator of an attack may give insight into their motivation and capa-
bility and so inform early responses (e.g., whether subsequent attacks are
likely, and if so their likely targets), bioweapons attribution is necessary (but
not sufficient) to bring perpetrators to justice and render them incapable

of causing further harm, and a fuller understanding of what happened may
bring some comfort to victims of these crimes against humanity.

This essay primarily discusses a valuable role for bioweapons attribution: as a
means of deterrence. Similar to how an increased likelihood of getting caught
may discourage those contemplating a crime, revealing who used weapons
deemed “repugnant to the conscience of mankind” may discourage those
contemplating a bioweapons attack in the first place. Effective bioweapons
attribution could therefore prevent bioweapons use and dissuade bioweapons
pursuit, and so help keep the world free from biological warfare.
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This is much easier said than done. I talk about the complications of
bioweapons attribution as an effective bioweapons deterrent.

. Bioweapons Attribution: What Is It Good For?

tates may seek bioweapons capability when they believe (rightly or wrongly,

rationally or otherwise) that it offers an attractive addition to their pre-

existing portfolio of violence. They may contemplate use of this capability
in situations which they believe (again, rightly or wrongly, rationally or other-
wise) favor bioweapons versus other means available to them.

One feature of bioweapons that may make it attractive to pursue or deploy
is the prospect for covert use: to conduct attacks without suffering the
consequences of responsibility or retaliation. The gap between appearance
and actuality required is scenario dependent. Complete concealment and
compelling misdirection may be necessary for a scheme in which a state
provokes conflict between two of its rivals by falsely flagging its attack on
one as an attack by the other. Barely plausible deniability may suffice to
avoid international sanctions escalating into military intervention for a state
conducting biological warfare against its own citizens.

Effective bioweapons attribution makes these prospects less appealing by
increasing the risk of the attacker’s attempted deception being revealed.
This has two benefits. In terms of use, bioweapons attribution provides
“deterrence by denial” for covert bioweapons attacks: Rational attackers,
aware they could or would be discovered, would not conduct attacks which
are only worthwhile to their interests if their role perpetrating them must
remain hidden. In terms of pursuit, bioweapons attribution, by denying the
potential of covert use, makes bioweapons capability less attractive and so
dissuades states from bioweapons development in the first place.
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WHEN COULD ATTRIBUTION DETER OR DISSUADE?

The deterrence of attribution is limited to covert use; attribution poses

no danger to attackers willing to admit responsibility themselves.! Thus,

its value as a deterrent is circumscribed to how often such covert uses are
contemplated and how important such prospects are in making bioweapons
attractive to pursue.

That biological weapons are both universally outlawed and widely taboo may
mean attackers are more reluctant to be held responsible for an act of biological
warfare than for a missile strike or a cyberattack. Thus, in addition to archetyp-
ally “clandestine” applications (for example, sabotage, assassination, and other
“gray zone” interventions), a state may desire at least some degree of secrecy for
bioweapons attacks in contexts in which it would not seek if it were using con-
ventional weaponry—a state may openly declare war yet hide its participation in
war crimes. If secrecy is a prevalent need for bioweapons use, then bioweapons
attribution may be a broadly applicable deterrent.

Nonetheless, attribution cannot deter, dissuade, or deny overt bioweapons
use, and such uses (and developing the means for such uses) may still be
desirable. One such proposed motivation for state bioweapons pursuit is
to acquire a “poor man’s atomic bomb” as a means of strategic deterrence
inferior to, but easier to obtain than, nuclear weapons.? Although secrecy
may be desirable while this capability is being developed, possession of the
mature capability needs to be credibly communicated: You cannot deter
adversaries with a weapon they do not believe you possess.’ For overt
bioweapons attacks in the context of strategic deterrence or tactical
desperation, attribution is largely irrelevant.

Attribution is also largely irrelevant to ostentatious use, where the value of the
attack to the attacker is enhanced by them being identified as responsible.
Terrorist attacks typically have this property. Individual terrorists conducting
an attack may have little interest in evading capture or in their continued
survival; terrorist groups tend to be eager to make their responsibility for
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an attack and their motivation for launching it plain. State actors could be
similarly incentivized. Whether a state is issuing a challenge to the existing
international order, expressing hatred or contempt toward the intended
victims, intimidating future targets, or demonstrating that it is erratic or its
leader a “madman,” use of bioweapons—a means deemed morally abhorrent
and outlawed internationally—may credibly underline the message that the
attacker’s violence is intended to send.*

DETERRENCE FOR QUASI-RATIONAL,
QUASI-UNITARY ACTORS

State behavior is not always wisely calculated and can arise from mis-
judgment, misperception, non- or irrationality, or factional bargaining.
Bioweapons attribution—which would effectively deter intended-to-be-
covert attacks from the rational, unitary, strategic actors contemplated in
rational deterrence theory—may be less effective directed at real states that
demonstrate fewer of those qualities.” Even if a state should be deterred from
developing or using bioweapons, it might do it anyway.

Risk factors for state bioweapons pursuit may also be indicators for impaired
state rationality: Autocratic governments (particularly personalist dictator-
ships) may be more defiant of customary international law, more vulnerable
to errors of judgment in their leadership, and more prone to factionalism.®
Bioweapons programs, typically conducted in strict secrecy after the advent
of the Biological Weapons Convention (BWC), degrade expected rationality
regarding whether to pursue (or use) bioweapons still further. These factors
do not render such states undeterrable, but they do make deterrence by
attribution unreliable.
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ASSESSMENT: HOW PROMISING IS BIOWEAPONS
ATTRIBUTION?

The short answer to virtually all policy questions is “maybe, but it depends.”
A more elaborate answer illustrates what things it depends on, suggests the
issue is complicated, but maybe ventures some qualitative terms to give a
rough impression. In that spirit, attribution holds promise to substantially
deter state bioweapons activity, although its impact is significantly attenuated
by the challenges previously discussed.

Although more detailed, a more elaborate and attenuated answer is not much
more informative: It is not clear how much promise is needed to be “substan-
tial” or whether my value of “substantial” is the same as yours. Yet the exact
value of how promising (or how challenging) bioweapons attribution is key
to how it should be prioritized. Bioweapons are not the only threat to global
peace and security, deterrence is not the only way to address the bioweapons
threat, and bioweapons attribution is not the only means of deterrence.

I offer this assessment. I think effective bioweapons attribution would
reduce future expected worldwide bioweapons activity by somewhere
between 10% and 25%. I speculate that roughly half the impetus for bio-
weapons pursuit is the capability of a covert attack, and at best half of this
incentive could be eliminated by effective attribution. Further, I believe that
other interventions likely have a greater effect than bioweapons attribution:
Better intelligence efforts to reveal ongoing clandestine programs have an
advantage that they can, unlike attribution, deter states that wish to covertly
pursue overt capabilities. Nonetheless, the anticipated effect of bioweapons
attribution is large enough for it to add a useful increment.”
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- Complications in Effective Deterrence

ven if there is potential for bioweapons attribution to provide a
useful increment of deterrence, achieving this potential is fraught.
I outline what I see as the three main complexities.

EFFECTORS OF ATTRIBUTION

Attribution is necessary but seldom sufhcient for effective deterrence: It indi-
cates who warrants punishment for an attack, but if the attacker leaders expect
the punishment to be mild, they calculate the attack is still worthwhile to
make. Bioweapons attribution’s effect is therefore modulated by the credibility
of the links between attribution and retaliation.

These links in turn depend on the victim, the perpetrator, and the retaliatory
measures intended. At one extreme, the United States has entered into armed
conflicts for avowedly counter-proliferation objectives® and has issued veiled
threats of possible nuclear retaliation if its forces were attacked with chemi-
cal or biological weapons in the 1990-1991 Gulf War.” U.S. capabilities for
severe unilateral retaliation mean that bioweapons attribution sufficient to
convince the United States who its attacker was (even if the United States is
unable or unwilling to disclose the evidence underlying this determination to
third parties) deters covert bioweapons attacks against it.

Those with weaker capabilities may have to appeal to third parties to intervene
on their behalf, whether they be particular allies, the broad international com-
munity, international legal mechanisms, or the court of public opinion. These
mechanisms are not perfectly reliable, and eroding norms (particularly regarding
recent chemical weapons use),'? rising disinformation, and increasing multipo-
larity deteriorate them further. This both reduces the effectiveness of bioweapons
attribution as a deterrent and raises the bar on the quality and transparency of
evidence needed for a given attribution to be sufficiently credible.
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- Optimal Play in Games of Strategic Deception

eterrence relies on the subjective perceptions of the adversary rather

than the objective capability to deter: It does not matter how good

you really are but how good they think you are. Issues of credibility
and deception are therefore rife: State X typically would wish to correctly
evaluate its opponents and therefore know when acting against them is advan-
tageous despite whatever retaliation they could inflict in turn. At the same
time, it would hope to successfully trick opponents into believing that acting
against Xs interests would be much more dangerous than it truly would be.

Given mutual awareness of these incentives, strategies are often complex."'
A broad capability might be clearly and credibly demonstrated, while the
precise details of its performance remain secret; willingness to use it (and in
which circumstances) are often kept deliberately ambiguous.'

In terms of bioweapons attribution, these issues emerge in how coy one
should be about one’s bioweapons attribution capability. Besides the risk
that greater disclosure could leak sources and methods to an adversary,
greater disclosure provides a fuller picture of overall performance to poten-
tial adversaries to gauge their risk of discovery of a covert biological attack
and inform their calculations as to when this risk may be worth taking.

Optimal strategy for signaling bioweapons attribution capability to rational
adversaries likely mirrors those seen with nuclear deterrence: some balance

of credible demonstrations and strategic ambiguity. As discussed earlier, less
rational adversaries may be more or less susceptible to deterrence than—by the
lights of their own strategic interests—they should be. Irrationally deterrable
adversaries may offer opportunities for exploitative strategies, such as posturing
attribution capabilities that a rational adversary would not find credible.
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ADAPTATION, STABLE ADVANTAGE, AND
DETERRENCE BY DIFFICULTY

Adversaries may not acquiesce to capabilities contrary to their interests but
instead work to mitigate or overcome their effect on them. A state possessing
or pursuing a capability to conduct covert bioweapons attacks that becomes
aware its opponents possess means to likely attribute such attacks to it may
respond by adapting its bioweapons to evade or misdirect these means—
rather than accepting that its bioweapons capability is obsolete and shuttering
its program. These cat-and-mouse games of measure and countermeasure are
commonplace. Yet even if attribution countermeasures are feasible, attribution
may still inflict deterrence on potential bioweapons attackers.

First, the cat or the mouse may have a stable advantage in its game thanks to
physics or economics.'? Perhaps with increasing technical mastery for both
parties, the sea becomes increasingly transparent, no matter the efforts of
submarines to remain hidden.'* Although a cheap drone is easily destroyed
by an interceptor missile, its expense entails a shot exchange problem:
Unsuccessful drone attacks still trade favorably against the greater resources
the defender has to expend against them." Although the point where the
stable advantages lying between, for example, bioweapons forensics and
counter-forensics remains unclear, it is plausible that for some fields of
technological competition, the defenders enjoy a stable advantage.

Second, even if the playing field of attribution is level—or even if it is slanted
to the attacker—the adaptations the attacker is obliged to make to avoid
attribution are still costly to them. Developing and deploying bioweapons that
can evade a given attribution capability imposes additional costs and design
constraints. These adaptations may force compromises among attribution
evasion and destructive capability, readiness, or other aspects of the attacker’s
bioweapons capability. Obliging potential attackers to make these adaptations
may be a desirable defensive strategy, even if the “trade ratio” between attacker
and defender investment is unfavorable to the latter.'®

| 56 |



Attribution as Deterrence for Biological Weapons

Third, adaptation is more fraught when it is not clear which adaptations are
required. Ambiguity over bioweapons attribution performance complicates
attacker calculation: An attack they are confident would defeat publicly
disclosed means of bioweapons attribution may fail compared with further
capabilities the target has kept secret.'” Uncertainty about what level (or even
which features) of counter-attribution performance is required, and the resid-
ual fear that one’s assessment could be mistaken can enhance deterrence.

In the technological and intelligence competition between attribution and
counter-attribution, the defender is not guaranteed to emerge victorious.
However, even if they cannot achieve “deterrence by denial,” defenders
obliging attackers to compete with them in these domains would achieve
“deterrence by difficulty.” Even if the attacker can win these competitions,
doing so increases their cost of doing business and could dissuade them
from pursuing bioweapons as a cost-effective means of clandestine violence.

- Conclusion

eterrence, as succinctly put by Dr. Strangelove, “is the art of produc-

ing, in the mind of the enemy, the fear to attack.”*® Insofar as states

seek biological weapons for covert attacks, bioweapons attribution
produces a fear of discovery that can deter states. This deterrence is not
sufficient alone to make bioweapons unthinkable, nor is it straightforward to
effect, but it could make a valuable contribution to global biosecurity.
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After Bioweapons—What?

Accountability for Development
and Use of Biological Weapons

Amanda Moodie Muldowney

. Summary

ccountability for biological weapons development or use is critically
A important, as it can both dissuade the user from continuing its activities

and deter other states that might be inclined to follow a similar path.
However, penalizing violators of the biological weapons norm carries some
unique challenges: It is difficult to determine an appropriately proportional
response, and the victim of this violation may be reluctant to admit what has
happened. The menu of options for dealing with noncompliance includes pub-
lic denunciation, sanctions, military action, or action from the United Nations
Security Council. In addition, recent experiences in the chemical weapons realm
may offer alternative approaches for accountability, such as prosecution using
universal jurisdiction principles or international criminal tribunals. Although
these options are not mutually exclusive and can be used in combination, they
are also likely to be lengthy processes, so the international community must
recognize that accountability cannot happen overnight.

- Introduction

significant strides in recent years through improvement of foren-

! teribution for biological weapons development and use has made

sic capabilities and international efforts to strengthen the United
Nations Secretary-General’s Mechanism (UNSGM). While knowing who
is responsible for a biological weapon incident can be helpful even if the
perpetrators are not made to answer for their actions, holding the develop-
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ers or users of biological weapons to account is nevertheless an important
goal. Doing so can discourage the violator from continuing to pursue the
same action in the future or deter others from carrying out similar activities.
Attribution alone is not sufficient for this: Even with effective mechanisms
to do so, being able to assign responsibility for biological weapons develop-
ment or use will not necessarily be sufficient to dissuade state actors from
these behaviors; they must also believe that such attribution will result in
consequences, and that the cost of biological weapons development or use
will outweigh any perceived benefit or gains from these activities. If a state
believes that there will be consequences for any such development or use,
and it perceives those consequences as unacceptably high, it may be less
likely to take those actions.

Accountability: Why It Matters and Why It
Presents a Challenge

n his seminal 1961 Foreign Affairs article, Fred 1kl¢é, who later became

the director of the U.S. Arms Control and Disarmament Agency, posed

the question, “After Detection—What?”! Iklé suggested that the inter-
national community had been overly focused on how to detect violations of
arms control agreements and that more discussion of the consequences of
violations after detection could be beneficial in ensuring that arms control
agreements remain effective.” Although the article appeared more than
a decade before the Biological and Toxin Weapons Convention (BWC)
entered into force, many of Iklé’s arguments are prescient and contain
implications for accountability for biological weapons use today.

The idea that the use or development of weapons of mass destruction should
bear a cost, and that levying penalties against those who pursue such activities
may dissuade others from following a similar path, is the fundamental prin-
ciple underlying deterrence. In the nuclear realm, nuclear-armed adversaries
must confront the possibility that an attack would be met with a retaliatory
nuclear strike, creating an incentive to avoid conflict.? In the biological space,
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however, accountability presents some unique challenges—and not just
because retaliation in kind is off the table as an option for punishment, given
the treaty commitments and moral stance of the United States and other
countries against the development or use of biological weapons.

To deter would-be biological weapon users, any threats of punishment must
be perceived as credible. Short of the overwhelmingly destructive capability
of nuclear weapons attacks, it can be difficult to determine what punishment
an adversary might perceive as sufficiently costly to outweigh the potential
benefits of biological weapons use. At the same time, the unique normative
language around biological weapons (such as their characterization in the
Preamble of the BWC as “repugnant to the conscience of mankind”) may
also make it difficult for states to determine what an appropriately propor-
tional response to their use would be. It may also be difficult for adversaries
to identify what options might be on the table: There are relatively few cases
of overt violations of the norm against biological weapons development and
use because most countries do not have declaratory policies about how they
would respond to such incidents. Would-be biological weapons users must
make their best guess about what penalty might result from their violation of
the norm, based on what they have observed in other contexts and what they
have come to believe about the importance of this particular norm. This could
well lead to dangerous miscalculations.

Adversaries who develop or use biological weapons will also do everything in
their power to avoid punishment; they will use all the military, economic, or
diplomatic tools at their disposal to exert pressure on other states not to levy
consequences. Disinformation campaigns can be a powerful tool, and Iklé¢s
article is impressive in its foresight of the dissemination of disinformation
about biological and chemical weapons in coordinated campaigns in the
21st century. 1klé observes that the violator can “frustrate the international

14«

inspection system and prevent it from reaching an official finding,”* “blame
the other side for having violated the agreement first and thus confuse the
issue,” “accuse the other side of fabricating the evidence as a pretext for

breaking the agreement or covering up some other misdeed,”® or “assert that
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the agreement is obsolete and denounce it unilaterally.”” Russia has used

all of these tactics against the United States in its efforts to spread disinfor-
mation at meetings of the BWC and the Organisation for the Prohibition
of Chemical Weapons over the past decade, and particularly in the wake of
Russia’s 2022 invasion of Ukraine. By denying the facts or distorting the
narrative, adversaries can convince others in the international system not to
take retaliatory action to uphold the norm against biological weapons and
to justify their indecision by claiming that it is impossible to know the truth
of the situation.

In addition, Iklé points out that a country experiencing a violation of an
arms control agreement—in this case, a country that has been the victim
of a biological weapons attack or that has experienced consequences from
another country’s development of biological weapons—may have a diffi-
cult time retaliating. Domestic public opinion may be against any sort of
response, and other political considerations could take precedence over
retaliation for biological weapons development or use. A victim country
might be reluctant for many reasons to admit that it has experienced a bio-
logical weapons attack. For example, such an admission could demonstrate
weaknesses in the country’s defense or public health systems that it might
not want to have revealed to the international community. Alternatively, a
state party to the BWC might be concerned that invoking the Convention
would limit its ability to take charge of the response or decision-making
processes, and that it might be forced to cede control to other actors;® it is
also possible that the state party might hope to avoid exacerbating tensions
that could lead to a potentially bloody and expensive conflict.
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- Options for Accountability

or the reasons outlined above, it will be challenging for states to hold

others to account for biological weapons development or use. What

might accountability measures actually look like? The menu of options
for dealing with noncompliance has historically been limited; it might
include public denunciation, sanctions, military action, or requesting action
from the United Nations Security Council (which could include United
Nations [UN] sanctions, resolutions, or multilateral military efforts).
However, other options for accountability should also be considered.

PUBLIC DENUNCIATION

With regard to public denunciation, Iklé was skeptical that “world opinion”
would result in negative consequences for the violator or deter others from
pursuing a similar path. He wrote, “Speeches or resolutions in the United
Nations, or critical editorials in the world press, are not likely to hurt him
[the violator] very much. One reason world opinion is so impotent is that its
memory is so short. If the world’s reaction cannot be translated immediately
into substantive political or military changes damaging to the violator, it

will lose all force.” In other words, emphasizing the abhorrent nature of the
activity is not sufficient; it must be clear that there are consequences. Some of
those consequences, Iklé argues, could be damaging for the violator, such as
stronger opposing alliances, but simply garnering negative reactions or even
losing prestige or influence is unlikely to have a dissuasive effect.

SANCTIONS

Iklé was also rather dismissive of sanctions, arguing that political and eco-
nomic sanctions are unlikely to prove effective without being coupled with
military action. Yet sanctions have often been the response of choice to bring
noncompliant states back in line with arms control treaties or punish states
for violations. As one international group of experts notes, this may well be
because “they are virtually the only option for exerting influence on non-
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cooperative states between merely declaratory responses and military action,
or threat of action.”"® To be sure, the record of sanctions in compelling behav-
ior change is mixed at best. In an example unrelated to arms control, sanctions
put in place after Russia’s invasion of Ukraine have limited Russia’s capabil-
ities, but they have not halted Russia’s aggression. It is therefore difficult to
gauge whether the sanctions have sent the desired message—namely, that
violations of international norms will result in coalition responses that could
be costly to Russia or other violators in the long term."

Nevertheless, given the ease with which sanctions can be imposed and the
extent to which policymakers tend to rely on them as a tool of compellence,
it would be unwise to dismiss them out of hand. Since 1klé’s article first
appeared, a large body of literature has been produced on when and how

to apply sanctions to have the greatest effect. Scholars who have explored
case studies of sanctions have found, for example, that sanctions are more
effective when the recipient states have a clear understanding of what they
need to do to have the restrictions lifted and that multilateral support can
play a key role in ensuring that sanctions are as strong as possible.'? These
findings have rarely been taken into account in the shaping of sanctions
policy; nevertheless, empirical research on the impact of sanctions continues
to enhance understanding of how to increase their effectiveness as a policy
tool. Policymakers should consider how to incorporate these findings and
the resultant recommendations into future sanctions policy if they want to
continue to use sanctions as a tool to compel certain behavior.

- Action by the United Nations Security
Council

tates can, of course, refer cases of biological weapons development or

use to the United Nations Security Council; Article VI of the BWC

provides states parties with the right to request that the Security
Council investigate alleged breaches of the Convention. Similar to other
arms control treaties, the BWC places the UN Security Council as the pri-
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mary authority on compliance disputes. However, it does not specify what
actions the Security Council may take to hold violators accountable, other
than conducting investigations.

Recent developments have shown the limitations of the Security Council
when it comes to accountability for the use of weapons of mass destruction:
For example, Russia has repeatedly vetoed attempts to condemn or sanction
the Assad regime in Syria for its chemical weapons attacks against Syrian
civilians or refer it to the International Criminal Court. Similarly, in Novem-
ber 2022, Russia lodged a complaint with the Security Council under Article
VI of the BWC, alleging that the United States and Ukraine were in violation
of the BWC, in an attempt to distract from its own illegal and unjustifiable
invasion of Ukraine. Russia’s proposed resolution failed, but its efforts created
an unfortunate precedent wherein a BWC member state attempted to use the
provisions on noncompliance for purely political reasons. There is good reason
to believe that if a future allegation of biological weapons development or

use involved one of the five permanent members of the Security Council or a
close ally of one, the council would be unable to reach agreement to conduct
an investigation, let alone apply multilateral sanctions or use armed force. It

is difficult to identify a solution for this dysfunction; prospects for reforming
the Security Council, either by enlarging it to include additional permanent
members to make it more representative, or by changing its veto provisions or
other voting rules, appear dim."

Despite these problems, however, the Security Council remains the final arbi-
ter regarding the consequences of noncompliance. Although Russia’s vetoes of
any action against Syria for its chemical weapons use—as well as its attempts
to misuse the council as a platform for disinformation to justify its invasion of
Ukraine—provide illustrative examples of the limits of the Security Council’s
authority, most states will likely still prefer to deal with compliance concerns
through the council. This preference is likely due in part to the Security
Council’s multilateral nature, which provides an additional degree of legiti-
macy, and in part to the fact that it is the mechanism prescribed by most arms
control treaties and enshrined under international law.
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The Security Council remains a vital platform for diplomacy; it is still a forum
where states can work together, share information about intentions, seek to
influence each other, and advance ideas about peace and security, including
about the importance of the norm against biological weapons. Even if the
council is unable to take action on future development or use of biological
weapons, it is important to continue to seek ways to improve its functionality
and ensure that it can take appropriate action in the event of a future alle-
gation, if only because it is the sole avenue for accountability mentioned by
name in the BWC and as such will remain the only acceptable approach for
some states.

MILITARY ACTIONS

A final option identified by Iklé for responding to arms control non-
compliance is military measures. These, again, must be seen by the violator
as credible threats, and they must inflict sufficient costs such that the viola-
tor is convinced that violating the norm would not be worthwhile. It is not
an option for BWC states parties to respond in kind to biological weapons
use, given both their treaty obligations to refrain from biological weapons
possession or use and the fact that most maintain an ethical stance against
the use of biological weapons. It is therefore difficult to know what sort of
nonbiological military response would be seen as both proportional and
credible. Tklé suggests some ideas for ensuring that an arms control violation
is met with a prompt and strong response. For example, he argues that the
U.S. Congtess or other legislatures could adopt legislation enabling quick
action by their president or prime minister, or special committees could take
on the responsibility of mobilizing legislative support to respond to breaches
of a treaty."

The military dimension of the compliance discussion has become more
complicated since Iklé€’s article appeared, particularly in light of develop-
ments in the health security space over the past five years. The COVID-19
response created an opportunity for the U.S. Department of Defense to
reposture itself to fight and win in the face of biothreats and to examine
its role in addressing future threats, as seen in the 2022 Biodefense Posture
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Review. As part of this process, the Department of Defense has worked
to enhance early warning, speed up responses, and improve coordination
across the various components of the department that are responsible for
biodefense issues, along with increasing investment and collaboration."
Such developments are not limited to the United States: Countries around
the world have begun to incorporate ideas of “health security” into their
military planning and explore how their military can respond not just to

deliberate biological events but also to naturally occurring outbreaks.

At the same time, the expansion of the nonkinetic battlespace might create
additional targets that go well beyond what Iklé might have envisioned

in his discussion of the “limited conflict” that could result if deterrence

fails. Rather than resorting to physical force, militaries can now respond to
biological weapon use with cyber warfare, electronic warfare, or information
operations; alternatively, they can use these tools in coordination with tra-
ditional kinetic approaches to carry out more targeted conventional attacks.
Consequently, the world is potentially in a very different position in 2024
than it was in 1961 with regard to the willingness of militaries to respond to
bioweapons events and the options available for how they do so.

LEGAL OPTIONS

There may be additional options for responding to biological weapons
development or use that were not on the table 10 years ago, much less

six decades ago. For example, to pursue legal accountability for the use

of chemical weapons in Syria, several countries have explored the use of
universal jurisdiction, a long-standing but rarely employed legal principle
that allows states to investigate and prosecute crimes committed outside
their territory without regard to the nationality of the victims or the perpe-
trators.'® Germany, France, and Sweden have filed cases against members
of the Syrian regime, including Syrian president Bashar al-Assad, for using
chemical weapons against civilians.'” It is possible that, in the event of
development or use of biological weapons, some states might use the same
legal principle to authorize prosecutions of the responsible individuals; the
prospect of such legal accountability might deter some individuals from
going down that path.
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In November 2023, a group of Syrian civil society activists issued a declara-
tion calling on states to establish an international tribunal to prosecute the use
of chemical weapons.'® The tribunal would be established by a multilateral
treaty signed by states from around the world and allow the states to collec-
tively prosecute crimes that they otherwise might pursue individually using
extraterritorial jurisdiction. The activists promoting the initiative suggest that
the tribunal could be set up initially with six to eight participating states, with
a view to further broadening its membership after its establishment, based

on past tribunals and their consultations with experts.”” Such collective legal
approaches could create added legitimacy beyond processes initiated by indi-
vidual states and would demonstrate to would-be perpetrators that they would
be held accountable.

These examples in the chemical weapons space draw on established
precedents from international humanitarian law. The groups focused on
countering bioweapons threats historically have not done much to engage
with humanitarian and war crimes communities. However, those seeking
accountability for possible biological weapons use should consider collabo-
rating with experts in these fields to identify additional potential pathways
that may be available to create legal accountability for individuals who
choose to assist a state in the development or use of biological weapons,
including heads of state and others responsible for the decision to carry out
these activities.
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- Conclusion

t is important to keep in mind that all these options—{rom possible mili-

tary measures to international tribunals to Security Council resolutions—

can take time. Even sanctions, which are popular among states in part
because they can be implemented quickly, are unlikely to have an immediate
effect on a violator’s behavior, let alone immediately deter others from follow-
ing a similar path. It is unrealistic and unwise to expect that accountability can
be enforced right away or to consider such immediacy a requirement for the
norm against biological weapons to remain intact.

The measures described in this chapter do not necessarily need to be used
in isolation; indeed, the most effective approach to combating biological
weapons development or use and deterring other would-be users is one that
combines various measures for accountability. Such a “Swiss cheese” model
will help to ensure that the burden of upholding the norm against biological
weapons does not fall too heavily on any one state or group of states. It is
the responsibility of the entire global community to ensure that biological
weapons continue to be viewed as abhorrent and that their use remains
unthinkable. A demonstrated willingness to take action against anyone
who develops or uses such weapons and to hold them to account is vitally
important for the continuation of this norm.
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Two Competing Bioweapons

Nonproliferation Policies:
Deterrence by Denial and Dissuasion

Sonia Ben Ouagrham-Gormley

. Summary

ver the past few years, analysts have promoted the idea that a policy
Oof deterrence by denial could help deter bioweapons use because

building strong defenses against bioweapons will convince potential
users of their futility. In this paper, I argue that a biodeterrence by denial
policy can instead have a proliferating effect because (1) the conditions for
building strong defenses against bioweapons are not present today and (2)
claiming readiness for a bioattack when defenses are weak can invite states
and terrorist groups to develop those weapons. This essay offers an alternative
policy of bioweapons dissuasion, which aims to exploit the current challenges
of bioweapons development to convince would-be proliferators that the
cost—benefit ratio is not in favor of bioweapons development. The essay also
evaluates the extent to which new technologies such as artificial intelligence

can or cannot support bioweapons development.

The terrorist attacks of 2001 and the anthrax letters that followed have moved
the bioweapons threat to the top of government policy focus and made it a
part of collective concern. After abating a little, the sense of vulnerability to
biothreats has been reawakened by the recent COVID-19 pandemic, which
showed that in spite of two decades of work on a biodefense strategy, the
United States was still struggling to respond to a public health emergency. For
many analysts, these challenges will make the development of bioweapons all
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the more appealing to states and terrorist groups, and they argue that the best
policy to prepare for such an eventuality is to adopt a strategy of deterrence by
denial: Mounting strong defenses against the use of bioweapons, they claim,
will make the use of such weapons less appealing to enemies.

The argument seems logical, but it has three major weaknesses. First, it
assumes that there are no inherent challenges in bioweapons development and
that states and terrorist groups just need to gather the will and the ingredients
to succeed in developing working biological weapons. Second, it ignores an
important lesson from the COVID-19 pandemic: that defending against a
bioagent is not only costly but also technologically, organizationally, and logis-
tically extremely challenging, even with international mobilization to combat
the pandemic. Third, claiming to stand ready for a bioweapons attack may
promote proliferation because an adversary can misinterpret U.S. biodefense
activities for bioweapons work.

The alternative to biodeterrence by denial that I have been promoting for over
a decade is a policy of biodissuasion. Biodissuasion rests on the principle that
the barriers to entry to bioweapons are much greater than the proponents

of deterrence by denial make it out to be and, therefore, reinforcing these
barriers to entry would yield greater benefits at a much lower cost. This policy
is not without challenges because it requires systematic and coordinated action
from the whole of government. But it carries the potential of reinforcing the
biological weapons nonproliferation regime and norms against bioweapons
development and use. In this paper I will start by highlighting the distinc-
tion between deterrence by denial and dissuasion. Then I will identify the
weaknesses of deterrence by denial as applied to biological weapons and then
explain why biodissuasion is a better alternative.
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. Distinctions between Deterrence by Denial
and Dissuasion

eterrence is a concept borrowed from nuclear weapons strategy

and aims to convince an enemy not to use an existing nuclear

capability. Deterrence works either by threatening the adversary
with massive retaliation in response to a first strike—“deterrence by punish-
ment”—or by convincing the adversary that a first strike would not succeed
because it would be countered by a strong defensive capability and followed
by a massive retaliation—“deterrence by denial.” Therefore, while deterrence
by punishment relies on offensive capabilities, deterrence by denial focuses
on offense and defense. Owing to this dual purpose, deterrence by denial
is both very costly and a much more challenging strategy technologically
because it requires the development of precise weapons capable, for exam-
ple, of intercepting incoming ballistic missiles reliably—an objective that
has not been fully achieved yet, even in the United States.’

In contrast, dissuasion aims to convince an enemy not to develop a threat-
ening capability in the first place, by demonstrating that the barriers to
entry are so daunting that the cost of developing these weapons would be
much greater than the expected benefit. This is achieved primarily through
political and diplomatic means, which do not incur the high cost of uncer-
tain and challenging technological developments.

Deterrence by denial and deterrence by dissuasion therefore differ in

their focus: While the former is based on the premise that the threatening
weapon system already exists and needs to be countered, the latter aims to
nip it in the bud and prevent its emergence in the first place.
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- Deterrence by Denial as Applied to Biological
Weapons

roponents of biodeterrence by denial base their argument on a widely
P shared belief that the threat already exists—that is, that countries and

nonstate actors already have or intend to develop such weapons and
that bioweapons are easy to produce because of their dual-use nature and
the accessibility of their technologies. Additionally, the argument goes, the
emergence of new biotechnologies and artificial intelligence (AI) tools facil-
itates the process because of their de-skilling effect. It follows that the use of
bioweapons is inevitable—hence, the need to focus on developing defense
capabilities that will deter an attack.? This argument is faulty on three major
fronts—the greatest being that it assumes that the implementation of a bio-

deterrence by denial strategy is entirely in the hands of the government.

MOTIVATIONS AND ACCESS TO TECHNOLOGIES ARE
POOR PREDICTORS OF ACTUAL CAPABILITY

First, there is no evidence that countries or terrorist groups have achieved a
bioweapons capability. Most current assessments are based on assumptions
about a country’s or group’s intent or motivations, often erroneously equat-
ing access to biotechnologies or existence of a bioindustry to a bioweapon’s
infrastructure. But as history shows, motivators are poor predictors of the
actual capability of a state to produce a working weapon because they are
often based on inaccurate assumptions.

For example, the creation of a U.S. bioweapons program during World War
IT was in part motivated by the fear that Germany might introduce such
weapons in the conflict. Allied intelligence reports estimated that because
Germany had many skilled biologists, it surely had a bioweapons program,
and as Germany was approaching a “strategic crisis” in 1944, the country’s
leadership, the reports claimed, would likely order loading bioweapons in
V-1 missiles for use against Europe.’ In reality, Germany never produced
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biological weapons because Hitler had banned their development and use.
Hitler’s position did not change in spite of signs that the country was losing
the war and despite German scientists’ continued warnings that the Allies
were working on such weapons.* Therefore, the creation of the U.S. bio-
weapons program was based on inaccurate assessments of an enemy’s moti-
vation and intent. The U.S. program continued after World War II because
of the emergence of another threat: that of the Soviet bioweapons program.
But in this case too, U.S. intelligence assessments of the Soviet program
were largely inaccurate, vacillating over the years between underestimating
and overestimating the program’s achievements.

Similar to the German example cited, U.S. assessments of Iraq’s biological
weapons program and its achievements were vastly inaccurate, culminating
in the 2003 U.S.-led invasion of Iraq. Much of the George W. Bush admin-
istration’s justification for the invasion was based on information provided
by an Iraqi defector code-named Curveball, who claimed that Iraq had
developed mobile bioweapons labs that could evade United Nations (UN)
inspections. Soon after the invasion, it became clear that such labs had
never existed and that Irag’s bioweapons infrastructure had been effectively
destroyed by 1996 under a UN resolution. Even before the invasion, part
of the intelligence community had questioned the reliability of Curveball’s
allegations.” There were undoubtably political motivations behind the U.S.
government’s and part of the intelligence community’s willingness to ignore
evidence pointing to the absence of a bioweapons program, in favor of
information provided by an unreliable source.® But like the assessment of
World War II Germany’s bioweapons capabilities, the Iraqi example shows
that mistaken estimates made based on perceived motivations of an enemy,
coupled with a sense of vulnerability, resulted in costly policies.

Bioterrorism threat assessments have followed similar patterns. After the
attacks of September 11, 2001, orchestrated by the terrorist group al Qaeda,
much concern was raised about the existence of al Qaeda’s bioweapons
program. Multiple press accounts and U.S. and foreign government ofhicials
stated that al Qaeda had attempted to acquire bioagents, had tested some
of them on animals, and had developed delivery mechanisms, among other
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claims.” In reality, al Qaeda’s interest in bioweapons did not go beyond the
exploratory phase and never resulted in the actual creation of a research
laboratory or any kind of bioweapons development.

Even when a country or group has a clear intent to produce bioweapons
and takes steps to acquire the technology and material, the outcome is rarely
commensurate to the resources poured into that effort. For example, Iraq’s
bioweapons program that spanned a period of two decades—from 1974 to
1996—achieved meager results, in spite of benefiting from the country’s
vast financial resources, access to material and technologies, and willing or
unwitting technical support from many countries. The Iraqis managed to
produce large quantities of liquid anthrax and botulinum toxins but failed
to effectively weaponize those agents. That failure was due to multiple fac-
tors, including the lack of expertise, a program organization that prevented
the creation and effective use of bioweapons-specific knowledge, and a
political leadership that intruded in technical decisions.® For example, while
Iraq had acquired fermenters for large-scale production, it was unable to
scale up production until the late 1980s, when a fermentation expert joined
the program.” Similarly, the Iraqi program had acquired equipment to dry
liquid bioagents—drying is essential for dissemination—but it did not have
a drying expert, thus resulting in its inability to produce a dry form of the
agents it manufactured. Iraq also did not have weaponization experts within
its program. Weaponization was handled by the chemical weapons program
and consisted in loading liquid biological agents into bombs originally
developed for chemical weapons delivery. Because dissemination of the
agents was to occur upon impact, the explosion would have destroyed most
of the agents, rendering the weapons ineffective.'

Terrorist group Aum Shinrikyo was also highly motivated to produce and
use bioweapons in support of its apocalyptic beliefs, and the members
worked at it for six years—from 1990 to 1995. The group also had sub-
stantial financial assets and access to biotechnologies and material and had
among its members individuals with scientific and biology backgrounds.
The group’s activities were also protected from police scrutiny because of
Aum Shinrikyo’s status as a religious organization. Yet the group failed at
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every stage of bioweapons development from research, development, and
production to weaponization and dissemination."" The causes of the group’s
failure are very similar to those that confronted the Iraqi program: lack of
expertise in the various stages of bioweapons development, a leadership that
interfered with scientific decisions, and a program plagued by the demands
of covertness.'?

These examples demonstrate that identification of an enemy’s intent or
motivations is difficult to make, and even when there is indeed clear intent
to develop a bioweapon, the country or group does not necessarily have the
ability to bring the project to fruition. In reality, the analysis of past state
and terrorist programs demonstrates that bioweapons development is not
conditioned by access to technologies but by the acquisition of expertise
required to manipulate fragile bioagents (whether viruses, bacteria, or tox-
ins). That is because such bioagents are sensitive to their environmental and
handling conditions, making them unpredictable throughout the various
stages of development (research, production, testing, and weaponization)
and use as weapons. In fact, most countries and terrorist groups that have
engaged in bioweapons development have failed to develop a working
weapon, and those that succeeded—the United States and the Soviet
Union—have not achieved results commensurate to the resources invested
in their programs.'

Many have argued that the emergence of new biotechnologies and new sci-
entific techniques such as the gene editing tool CRISPR could be leveraged
by untrained individuals to sidestep some of the hurdles caused by their
lack of expertise. Additionally, the recent spread of Al tools such as large
language models (LLMs) is believed to further reduce the need for expertise
because they allow easier access to scientific information and can even offer
tutorials on how to perform an experiment.' What this argument fails to
recognize is that although new technologies can indeed automate or facili-
tate some stages of an experiment, they do not eliminate the need for exper-
tise because new technologies create new problems that require their users to
have sufficient knowledge to (1) recognize the problem, (2) understand the
source of the problem, and (3) find ways to solve the issue.
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Solving problems caused by new technologies often necessitates the inter-
vention of outside experts, underscoring the communal aspect of science."
For example, when scientific kits do not produce the intended results, scien-
tists typically call on experts inside and outside their institutions to identify
the source of and find solutions to the problems they face. Similarly, LLMs
might provide easier access to information, but data that can be codified and
transferred via tangible means (publications, text, drawings, video, etc.) is
generally incomplete: It does not include the tacit skills or know-how that are
required to use written information effectively and adapt it to a new environ-
ment. More important, the focus on access to technology and data ignores the
important fact that the development of bioweapons (or any weapons system,
for that matter) is not simply the result of access to the proper “ingredients”
but the product of a unique socio-technical environment in which expertise
and knowledge are created by unique combinations of people, work organi-
zation, and management. The reproducibility crisis in science illustrates this
challenge: Many experiments cannot be reproduced, even by individuals with
the appropriate expertise and technology, often because they do not have the
same skills as the original authors, or they operate in a different environment
where minute changes in material or equipment can affect results.'

REQUIREMENTS OF ROBUST AND CREDIBLE DEFENSE
NOT PRESENT

Second, to be credible, biodeterrence by denial would require at least five
key conditions:

1. An effective biosurveillance system capable of detecting and
characterizing threat agents rapidly

2. A public health system capable of responding to a long-term emergency

3. A pharmaceutical industry capable of developing medical counter-
measures swiftly and agile enough to adapt to the specific threat
agent(s) used in an attack
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4. An effective system of communication and coordination at all levels
of government to ensure accurate messaging and logistic support for
organizing the response and distributing countermeasures

5. Buy-in from the general public

The COVID-19 pandemic demonstrated vividly that these conditions are
lacking, particularly but not exclusively in the United States. Indeed, the
detection and characterization of the virus were slow, the response was
delayed and decentralized, messaging by the Centers for Disease Control
and Prevention (CDC) and the U.S. Food and Drug Administration (FDA)
was changing and confusing, the public health system was overwhelmed
quickly, and the provision of adequate protective equipment and distri-
bution of diagnostics and vaccines when they became available were dis-
organized."” Although the development of a vaccine took place at record
speed, much of the characterization of the virus that served as a basis for the
development of a vaccine was the result of an international effort.’® Such
cooperation is not guaranteed in the event of an adversarial attack, particu-
larly if the enemy took care to create a coalition against its target.

The spread of Russian disinformation about the origins of COVID-19 and
unproven cures for the disease has demonstrated how an adversary can take
advantage of internal political divisions to further weaken response to a bio-
threat.” The disorganized U.S. response and foreign disinformation caused
many U.S. residents to distrust government experts, refusing to implement
suggested countermeasures (vaccine, masks, distancing). Some state author-
ities, such as in Florida, made it a point to disregard CDC guidelines, thus
allowing the virus to spread further and acquire genetic mutations that made
it more contagious. Political opposition and resistance to vaccination are noth-
ing new in the United States, but in the context of biodeterrence by denial,
they demonstrate that the implementation of such a strategy would require
the U.S. government to get the buy-in of the entire population and political
elite, which the COVID-19 pandemic showed is far from guaranteed.
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This point is worth emphasizing: In the nuclear field, the implementation
of deterrence by denial is entirely dependent on government and, more spe-
cifically, the Department of Defense. In a biodeterrence by denial strategy,
multiple actors must contribute—from federal agencies to state and local
governments and the general population—creating multiple failure points
that can be exploited by the enemy. Further, the United States still does

not have a reliable biosurveillance system capable of swiftly detecting threat
agents; the BioWatch network of sensors, established in the aftermath of the
9/11 events, still faces the same challenges today as in its early years after
two decades of development, including persistent false alarms and the need
to manually remove filters to take them for analysis in a lab.*

Many of these challenges are reminiscent of the weaknesses in the prepared-
ness and response system revealed by the 2001 anthrax letters.”’ A similarly
slow and uncoordinated response to the current H5N1 bird flu that is
spreading among dairy cows in the United States can be observed today,
with insuflicient testing of herds, limited supply of tests, uncertainty about
how the virus is spreading, limited sharing of information between agencies,
and lack of clear guidance to the public on the safety of milk in grocery
stores.”” Preparedness is also wanting: Although government officials indi-
cated that 125 million doses of the bird flu vaccine could be manufactured
within 130 days if needed, those doses would not be sufficient for the whole
population in the event of a fast spread of the virus because the vaccine
requires two shots.”

Such a slow response in the context of a virus that is well characterized
clearly indicates that the United States is not ready to mount a strong

and convincing defense against a biological attack. In spite of the many
changes and improvements made since 2001, the country still struggles to
respond swiftly and effectively to natural events. These challenges could be
multiplied if the attack involves one or several unknown agents specifically
designed for harm.
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RISKS OF A DETERRENCE BY DENIAL STRATEGY

Finally, a biodeterrence by denial strategy carries the risk of promoting
bioweapons proliferation because messaging readiness for such an attack and
creating preparedness and response infrastructure and mechanisms for such
an eventuality could be misconstrued as bioweapons development. As noted
earlier, identifying an enemy’s intent to develop bioweapons is made diffi-
cult by the dual-use nature of biotechnologies. Because the United States
has repeatedly misinterpreted other countries” intentions, other countries
can view U.S. biodefense efforts with a suspicious eye, particularly if those
efforts are entrusted to the Pentagon and leverage Department of Defense

assets overseas, as proponents of biodeterrence by denial propose.*

Some countries, such as Russia, would likely intentionally distort U.S. activities
to spread disinformation, as they did during the COVID-19 pandemic, and

as demonstrated by their decade-long disinformation campaign claiming that
U.S. biosurveillance and biodefense cooperation with former Soviet states under
the Cooperative Threat Reduction (CTR) program is a cover for bioweapons
development.”> Although such claims have been systematically debunked,

they have and continue to spread extensively, notably through U.S. media and
government representatives as well as foreign governments.” Further engaging
CTR-funded laboratories in Georgia, Ukraine, Asia, or Africa in a biodeterrence
by denial strategy run by the Pentagon will only provide more fodder to the
disinformation campaigns of Russia and other hostile countries.

Misinterpretation of U.S. intent, whether erroneous or as part of a disinfor-
mation campaign, also carries the risk of further weakening the Biological
Weapons Convention (BWC). Since starting a war with Ukraine, Russia has
intensified its onslaught on the BWC, using the treaty and the UN as forums
to further spread disinformation about alleged bioweapons activities by the
United States, notably by invoking Articles V and VI of the BWC to formally
discuss Russian allegations.”” Russia found few supporters during these
discussions, but the systematic and intensive push of false information can
create more confusion about U.S. activities and provoke questions about the
value of the BWC; both would benefit Russia’s objectives.
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This does not mean, however, that the United States and other countries
should not improve preparedness and response to biothreats. These are nec-
essary steps as demonstrated by the recurrent outbreaks of the past couple
decades. But any improvements in detection, characterization of bioagents,
and response should be conducted in the context of improving health infra-
structure for the general public and should be managed by a civilian agency.
A disease outbreak, whether of natural or human-made origin, will be first
detected and handled by the public health system. Therefore, improving
public health detection and response will necessarily contribute to defend-
ing against a potential bioattack. Additionally, a program under the control
of a civilian agency, such as the U.S. Department of Health and Human
Services, is less likely to raise the same suspicions as a program under the
control of the Pentagon, even if it is targeted by foreign disinformation.

- Dissuasion as a Better Alternative

he concept of dissuasion is more readily applicable to bioweapons
I not only because such weapons have been banned under the BWC
but also because bioweapons developments have been and remain a
difficult proposition. Therefore, focusing on strengthening and publicizing

the barriers to entry would yield more solid and sustained results.

KNOWLEDGE AS THE KEY BARRIER TO ENTRY

What is missed in the biodeterrence-by-denial argument is that the barrier
to entry to bioweapons development is not at the front end of the process—
that is, with access to technologies and material as in the nuclear weapons
field—but is further down the development process, during the knowledge
acquisition phase. Because bioagents are living organisms that mutate and
are sensitive to their environmental and handling conditions, their behavior
is unpredictable throughout all stages of development, from research and
development to production to testing and weaponization—and during use
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as weapons. Therefore, learning to manipulate fragile agents and create the
proper conditions to maintain their lethal characteristics at each stage of the
bioweapon’s life cycle is the key barrier to entry in the field.

That specific expertise is acquired, not through books and scientific documents,
but via hands-on experience, which may take years, even with previous civilian
expertise in the study of the agents concerned. For example, when scientists at
the former Soviet bioweapons facility Vector were asked to develop a production
process for the Soviet smallpox weapon, they were initially unable to do it even
though their staff included experienced virologists from the local university,
including the director of the facility, who was a smallpox expert. It was only
after receiving on-site support and training from the scientists who originally
designed the weapon at the Zagorsk facility that they were able to produce the
agent successfully. Even with expert support, however, it took them five years

to achieve positive results. This was due to a variety of challenges, including

the need for Vector scientists to learn and practice the techniques and processes
that are specific to bioweapons work. Another major challenge was to adapt the
original protocol that was developed for small-quantity bioreactors and come up
with a new formulation that could withstand the stiff requirements of scaling
up. After four years of development, the new production process developed at
Vector produced only smaller quantities of the virus than the more traditional
process of growing the smallpox virus in chicken eggs.?®

The learning curve in the U.S. bioweapons program was much longer: The
program was originally populated with large numbers of scientists from
major universities and laboratories, but none of them had prior bioweapons
expertise, and, according to former U.S. bioweapons scientists, it took them
about 20 years, from 1942 to 1965, to learn how to work with the various
agents they experimented with (the program was shut down in 1969).”

Additionally, each stage of a bioweapon’s development requires different types
of expertise and the involvement of teams of individuals representing different
scientific and engineering disciplines. These individuals need to be organized
and managed in specific ways to allow for the effective use of their expertise,
ensure the creation and transfer of new knowledge within a team and program,
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and allow the identification and resolution of problems rapidly. Organization
and management have been serious roadblocks to bioweapons development in
most past state and terrorist programs because the need to maintain a covert
program usually leads to the adoption of an organizational and managerial style
that prevents the creation, use, and transfer of knowledge. Simply put, the need
for covertness leads to the adoption of a fragmented and compartmentalized
organization and management, with a high level of secrecy that creates barriers
to direct interaction and exchange of information among people, teams, and
facilities constituting a program. As a result, knowledge—when created—
remains confined to its authors, limiting its passage from one stage to the next
and preventing the timely identification and resolution of problems, thus
leading to project delays and failures.*

Production, scale-up, and weaponization are particularly difficult stages of
bioweapons development because they create changes in an agent’s environ-
mental conditions, exposing it to contamination or changes in properties that
affect its efficiency as a weapon. For example, the U.S. program routinely
faced issues of batch contamination during production and scale-up that were
never fully resolved. U.S. scientists also found that the botulinum toxin they
developed as a weapon lost its toxicity during aerosolization, thus precluding
its use as a weapon.

In short, because they rely on fragile living organisms that are difficult to control
and remain unpredictable through all stages of development and use as weap-
ons, bioweapons programs have generally been unsuccessful. Even the U.S. and
Soviet programs, the only two that have been able to produce working bioweap-
ons, have not been fully successful: The U.S. program, which lasted 27 years and
cost an estimated $700 million, produced only a small arsenal of bombs—but
no missile that could deliver them. The Soviet program, which lasted about 60
years and cost billions of dollars, was able to weaponize classical agents but failed
to develop new engineered pathogens—a task that was the focus of its last 20
years—and failed to develop ballistic missile warheads capable of protecting the
agents from the shock of a ballistic missile reentry.
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Several analysts have speculated that the socio-technical challenges that have
characterized bioweapons development in past state and terrorist programs
could be erased by the advent of Al tools that could not only reduce the need
for expertise but also deliver how-to guides, allowing faster bioweapons devel-
opments with limited resources. But, as indicated earlier, LLMs provide only
information—they do not confer their user’s practical laboratory expertise. A
lot of the laboratory expertise is composed of visual or sensorial cues that are
difficult to translate in written or spoken language and would not be found in
LLM libraries. For example, the synthesis of the polio virus that took place in
2002 hinged on a seemingly simple and straightforward technique that con-
sisted of crushing bovine cells in a Dounce homogenizer to produce the cell
extract necessary to grow the virus. Yet the technique is devilishly difhicult to
master: Push too hard and the cells are destroyed; push too gently and the cells
are not crushed enough. Thus, scientists at the Stony Brook laboratory who
conducted the synthesis had to learn to apply the right amount of pressure

to crush the cells and allow the experiment to proceed further. Some became
masters at the technique, while others struggled. To improve their chances,
some of them had to get a custom-made Dounce homogenizer because com-
mercially available instruments did not perform sufficiently well.?!

Additionally, scientists often use language that is vague and can be understood
only through extensive experimentation. For example, when a scientist says

that the cells “look happy,” he or she probably means that the cells have reached
a state that is appropriate for the experiment under way. But “happy” means
different things in different contexts, and that’s not something that LLMs can
capture. Furthermore, scientific experiments require the use of a variety of
material (reagents, water, etc.) that have changing properties, and this variability
can introduce failure points in an experiment. For example, the pH of the water
can change from one location to the next, or the reagents may have different
properties depending on the supplier, thus introducing variables that can make
reproducibility impossible, even by scientists previously successful in conducting
an experiment. Thus, if LLMs do accelerate access to information, they do not
provide all of the details because they cannot be expressed or quantified, nor do
LLMs allow easier or faster acquisition of hands-on lab expertise.
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Some experts have also pointed to biological design tools (BDTs) as a
potential way of overcoming the socio-technical challenges of bioweapons
development. BDTs are specialized Al tools trained on biological data and
can help, for example, design new proteins or confer new biological func-
tions to existing proteins. However, BDTs require specialized knowledge
to use them effectively in an experiment. Additionally, the data provided
by BDTs needs to be validated in the laboratory, making it challenging for
non-experts to use these tools for good or bad.*

LEVERAGING THE CHALLENGES OF BIOWEAPONS
DEVELOPMENTS

For too long, the dominant narrative about biological weapons has been one
of reducing these weapons to the acquisition of their main ingredients and
emphasizing their ease of production and value for an adversary in light of
the continued vulnerability to biothreats. Since the mid-1980s, assessments
by the intelligence community have portrayed bioweapons development as
fast and straightforward, particularly with the advent of new biotechnolo-
gies.” These claims have been repeated over the years by U.S. and foreign
government officials, as well as the media and biosecurity experts, to the
point that they are rarely questioned.

Apart from grossly mischaracterizing the threat, this narrative poses the
risk of making bioweapons attractive to potential enemies. It is known, for
example, that al Qaeda considered bioweapons precisely because of this
narrative. A memo written in 1999 by al Qaeda deputy head Ayman
al-Zawabhiri stated: “[TThe enemy drew our attention to them by repeatedly
expressing concerns that they can be produced simply with easily available
materials ... [and that] defense against such weapons is very difficult,

particularly if large quantities are used.”*

This narrative also masks important truths about bioweapons developments
and prevents the adoption of policies that would more effectively reduce
proliferation. Past state and terrorist bioweapons programs show that such
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developments are protracted and costly, and seldom result in working weap-
ons because the challenge of working with fragile and unpredictable agents
requires difficult-to-acquire expertise. Therefore, it is important to start
developing truly dissuasive policies that leverage these challenges.

CHANGING THE NARRATIVE WHILE COUNTERING
RUSSIAN DISINFORMATION

First, it is important to change the current narrative from one positing easy-to-
produce weapons to one that highlights the multiple barriers to bioweapons
development. The fragility and unpredictability of bioagents create a natural
barrier that cannot be overcome without the acquisition of the appropriate
expertise. That expertise, which constitutes a stiff barrier to entry in the field, is
not acquired through scientific documents but via prolonged, hands-on experi-
ence, requiring the involvement of a community of experts who have knowledge
adapted to the agents under study and the skills to maintain their properties
throughout all stages of development and weaponization. This knowledge is
not easily acquired and may require decades of work, as demonstrated by the
U.S bioweapons program, or might not pan out at all, as shown in the case of
terrorist group Aum Shinrikyo.

Further, the use of that expertise is conditioned by the organizational and
managerial conditions of a program, which constitute an important bar-
rier to success even when proper expertise is available. Because bioweapons
development has to be covert to prevent detection, the organizational and
managerial demands of covertness (fragmentation, compartmentalization,
high security) are inconsistent with the needs for knowledge creation and
use (openness, direct interaction, unfettered exchanges). Finally, a major
barrier to bioweapons development is that the weapons remain uncertain
and unpredictable when used; for example, bioagents are sensitive to UV
light, and weather patterns and varying landscape can limit their dispersion
and reduce their efficiency.
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This new narrative about the challenges of bioweapons development should

be part of a government policy of dissuasion and systematically conveyed by
government ofhicials. This is particularly important in a context of Russian
disinformation. Russia has indeed seized on the dominant narrative to promote
its false claims about U.S. activities, notably that the United States and Ukraine
were developing ethnic bioweapons and super soldiers to be used against Russia.
However nonsensical they might be, these claims have spread, and they risk
taking hold when it is claimed that bioweapons are easy to produce and that
everything is possible with new technologies. Therefore, an essential element of
countering Russian disinformation is also to counter the false narrative about
the ease of production of biological weapons.

REINFORCING THE BWC

One of the unsung qualities of international nonproliferation treaties is their
disruptive power. Regular inspection, or the threat of inspection, leads prolif-
erating countries to stop their activities, move them to another location, and
possibly destroy some of the material produced. Such moves in the biological
field are particularly damaging; because bioagents are so fragile, changing their
environment can destroy them. Such disruptions during challenging stages,
such as production and scale-up, can effectively disrupt a program and prevent
progress. More important, some knowledge might be lost during the disruption,
making it harder for the project to resume where it stopped.

Unlike the Non-Proliferation Treaty and the Chemical Weapons Convention,
the BWC still does not have a verification mechanism. The 2001 BWC protocol
was rejected by the United States partly because, in the view of the then-Bush
administration, the BWC could not be verified because of the dual-use nature
of biotechnologies. What they failed to understand is that even an imperfect
verification mechanism can be effective as a result of its disruptive effect.
Therefore, it is important to renew discussions about adopting a verification
mechanism for the BWC that includes even very imperfect inspections.
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Conclusion

he challenges of bioweapons development observed through the

analysis of past state and terrorist programs are hardly a thing of the

past as some analysts have claimed—simply because the key material
used in bioweapons development is still the same: living microorganisms
that have unpredictable behavior throughout the research and development
process. As a result, the key barrier to entry in the bioweapons field remains
the acquisition of bioweapons-specific expertise that occurs only through
years of experimentation. Therefore, it is important to capitalize on this
barrier to discourage countries or terrorists groups to engage in bioweapons
development.

The strategy of bioweapons dissuasion proposed in this essay can achieve that
goal. In contrast, a bioweapons deterrence by denial strategy is more likely to
invite more countries or groups into the bioweapons club because it reinforces
the prevailing narrative that bioweapons are easy to produce. The argument
that new technologies have a de-skilling effect and may help accelerate or
facilitate bioweapons developments by untrained individuals is not supported
by empirical studies. These studies have shown that new technologies—even
if they do automate or facilitate some tasks—also create new problems that
require their users to develop new expertise to use them effectively.

Additionally, new technologies do not solve all problems that may arise at
different stages of a bioweaponss life cycle. Therefore, any discussion about the
role of new technologies in weapons development needs to be supported by
rigorous analysis of what new technologies can and cannot do, what aspect or
stage of weapons development are they likely to help, and to what degree that
changes the bio-proliferation equation. This, too, should be part of a dissua-
sion policy to effectively curb the appeal of bioweapons development.
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The Biological Weapons Taboo:

A "New"” Focus for Arms Control

Michelle Bentley

. Summary

nternational policymakers and analysts state that norms are a neces-

sary and vital means of biological arms control. Yet this statement is an

ideal that is not reflected in reality. The anti-bioweapons regime is built
primarily around measures that seek to change the strategic environment by
ensuring biological aggression cannot be enacted or convincing actors that
biowarfare is not in their strategic interests, a state of affairs termed here
as “strategic restraint.” These strategic measures do not preclude the idea
that arms control should also stigmatize biowarfare as a form of “normative
restraint.” Yet norms have not been made a priority in bioweapons control
and are reduced to a secondary by-product of strategic restraint.

This chapter engages with a specific norm—the biological weapons taboo—
to both highlight and challenge the way the regime ignores norms. The
chapter outlines the taboo to demonstrate why actors are normatively averse
to bioweapons and why new arms control measures that directly reflect and
seek to strengthen this aversion can radically improve biowarfare prevention.
The chapter argues that policymakers must (1) fully understand the taboo
as the basis of a new arms control framework and (2) introduce measures
that recognize, formalize, and codify the taboo as an international value and
standard of behavior. The chapter shows what this approach would mean in
practice and the types of policy needed not only to enact the taboo (as the
basis of more effective arms control) but also to place the taboo at the very
center of the regime within its own right.
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- Introduction

This chapter calls for a radical rethinking of norms in biowarfare arms
control;' in particular, the norm of the biological weapons taboo. Inter-
national policymakers and analysts state that norms should comprise an
integral aspect of biological arms control. Yet this statement is not reflected
in the reality of the anti-bioweapons regime. Biological arms control instead
centers on strategic denial and persuasion, termed here “strategic restraint.”
Policy is principally aimed at ensuring that biological aggression cannot be
enacted or at convincing actors that biowarfare is not in their strategic inter-
ests, through policies such as investigation mechanisms.

Strategic restraint measures do not preclude the idea that arms control could—
and should—ualso stigmatize biowarfare as a form of “normative restraint.” Yet
this chapter argues that norms are not given sufficient attention. Adopting an
almost entirely strategic and technical focus, international policymakers fail to
make use of another powerful set of disincentives regarding bioweapons. More-
over, to the extent that the bioweapons regime does consider norms, they are
seen only as a secondary by-product of strategic restraint. International actors
view norms as a nice addition to the regime, but norms are not constructed as
a priority, or even a core focus, for arms control. Norms have been reduced to a
thetorical flourish—an issue lauded as vital in public but rarely associated with
any substantial consideration in terms of actual policy measures.

This chapter not only highlights how the biological arms control regime
ignores norms but also demonstrates what that regime is missing out on when
it does so. The chapter argues that policymakers’ halfhearted engagement with
norms is mistaken. In doing so, the chapter specifically addresses the norm

of the biological weapons taboo. The taboo is the idea that biowarfare is so
abhorrent and immoral that actors will not use or even possess bioweapons.
The chapter outlines the taboo to show why actors are normatively anti-
pathetic to biowarfare and to explore how far the taboo can and should be
capitalized on as a tool in disincentivizing the acquisition, production, or use
of bioweapons.
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Although this argument does not reject strategic restraint as a valid and neces-
sary means of arms control, policymakers need to rethink and re-engage with
the taboo to promote new measures that fully understand, recognize, and cen-
tralize the taboo within arms control; enforce the stigmatization of biowarfare
as an intrinsic wrong; codify the taboo; ingrain the taboo within language/
rhetoric; formally address the humanitarian aspects of biowarfare; and nor-
malize the taboo as a core value and standard of behavior within the regime as
well as in international politics more generally. Only when policy actors make
the taboo what they say it should be—a priority—can the regime hope to halt
“one of the most pressing security issues of the twenty-first century.”

- The Biological Weapons Taboo

eapons of mass destruction (WMD)—typically understood as

nuclear, biological, chemical, and radiological armaments—are set

apart from conventional weapons, defined by the United Nations
(UN) as weapons that are not WMD.? The line between WMD and conven-
tional warfare is problematic and not always clear: Conventional arms also
cause extreme destruction, and there is no consensus on which exact criteria
differentiate WMD (leading to different weapons being included in the clas-
sification at different times). Yet the UN definition reflects how WMD are
seen as distinct.

This distinction is further manifested in the taboos associated with WMD. A
taboo is characterized by three features: disgust, stigmatization, and fetishiza-
tion.” What is taboo is repellent (disgust), whereby this emotional response
translates into the subject’s social and political rejection (stigmatization), and
the subject is prioritized and reified as an exceptional concern (fetishization).
It is then not simply the case that WMD are different but that these arma-
ments are seen as uniquely odious and immoral—to the extent that actors will
not use or even possess them. In cases where actors do pursue WMD, they
may go to extraordinary lengths, because of the taboo, to hide their arsenals
and are widely condemned if those arsenals are revealed.
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Nuclear, biological, chemical, and radiological armaments are very different
weapons from one another, and the precise nature of the taboos relating to
each do differ. Even so, the same general model of taboo applies. This model
can be applied to biowarfare to identify a biological weapons taboo and
understand why actors are normatively averse to bio-violence. In terms of
disgust, the idea that disease is repulsive is self-evident. This disgust is seen
as distinct from that felt toward other (particularly conventional) forms of
violence, whereby disease is an inversion of the healthy body, the anthesis of
medical care, invisible and stealthy (and when disease becomes visible, takes
the form of often horrific physical symptoms), invasive to and internalizing
harm within the body, and indiscriminate on a mass scale.® The unique
disgust associated with biowarfare is magnified in relation to contagious
biological agents, where contagion can replicate destruction in a way that
conventional warfare and even other WMD cannot.”

Because biowarfare creates distinctive forms of disgust, it is also distinctively
stigmatized. Stigmatization is the identification, discrimination, and rejection of
what is deemed abnormal, as a form of social control.® By recognizing biological
arms as different/abnormal compared with other weapons, biowarfare is under-
stood as a major violation of appropriate actor behavior and must be prohibited.
Stigmatization is mutually reinforced by the fetishized construction of biowar-
fare as an exceptional and priority threat. Bioweapons are not “just another
weapon.” Disease comprises “one of the most fundamental factors in human
affairs,” which then makes biowarfare a stand-out concern that can “arouse

a peculiar degree of ire and passion [emphasis added].”" Fetishization is also
evident in the UN definition of WMD. The definition was designed not only
to recognize WMD as distinct (stigmatization) but also to establish the threat as
more dangerous and important than conventional warfare."
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- The Taboo as Arms Control

he taboo’s influence on international behavior is contested. Realist

scholars—who would generally acknowledge a state’s self-interest

and survival above all other considerations—argue that the taboo is,
at best, only a secondary and minor influence compared with more strate-
gic factors. As part of this argument, some analysts assert that bioweapons
lack military utility; for example, contagious agents are deemed unusable
because of their uncontrollable capacity to spread, including to the attackers
themselves.'? In trying to understand why actors would not use bioweapons,
therefore, this is interpreted not as an issue of normative feeling but simply
as a fact that bioweapons cannot do what actors want them to do. Yet other
analysts do identify utility, arguing that bioweapons offer a military advan-
tage as highly potent and accessible weapons.’ Yet if bioweapons are effective
weapons—or at least if their lack of utility is questionable—then this lack
cannot explain nonuse and there must be another reason at play. This reason
is identified here as the taboo. There is extensive historical evidence that the
taboo influences actors.'* For example, the 1972 Biological Weapons Conven-
tion (BWC) has been explained as a self-interested diplomatic solution. States
that had renounced, or did not have capacity for, biowarfare wanted to stra-
tegically deny this option to others.” Yet James Leonard, U.S. ambassador to
the United Nations, explicitly said that the United States negotiated the BWC
to “get a norm [opposing biowarfare] on the books.”'* Moreover, the BWC

employs taboo language, calling biowarfare “repugnant to the conscience of
mankind.”"”

The BWC demonstrates not only the taboo’s influence but also that the
taboo is recognized as an effective means of arms control. This chapter seeks
to drive home this point by asking a devil’s advocate question: Would the
taboo alone stop biowarfare? If the taboo is upheld, then no actor would
sanction or use these weapons. There would be no desire toward biowarfare
to control. Arms control would then not even need other means of preven-
tion, per strategic restraint. Logic suggests that if the taboo were established
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to a sufficient level, then the arms control regime could dispense with other
measures. Surely the taboo constitutes a more effective approach than trying
to control the consequences of actor motivation through strategic means
because the motivation is always there to resurface. Strategic restraint is

firefighting; the taboo puts out the fire.

This statement is provocative—and it is meant to be. This argument is not

a practical suggestion but a thought exercise designed to highlight what the
taboo offers to arms control and, moreover, to then challenge how arms con-
trol is currently conducted. If the taboo can, even only theoretically, resolve
the arms control issue, then why is it not taken more seriously? Of course,
relying on norms to shape actor behavior is considered idealistic—even naive.
Realists argue that the impulse to actor self-interest already mentioned will
mean that taboos are easily broken and so cannot constitute a reliable basis
for arms control. Yet calls for a more robust arms control regime suggest that
strategic restraint is also not dependable—either in the sense that strategic
restraint has not been or cannot be perfectly implemented or is not intrin-
sically effective. Despite this criticism, the regime still seeks to capitalize on
the potential that strategic restraint seems to offer. Why not adopt the same
attitude toward the taboo and capitalize on its potential as well?

- A New Focus for Arms Control

he biological arms control regime acknowledges the taboo’s poten-

tial to preclude biowarfare. Yet this acknowledgment is not fully

reflected in practice. A good example is the excellent analysis of
future arms control efforts by Jaime M. Yassif, Shayna Korol, and Angela
Kane. The authors recognize the BWC’s significance in “upholding the
norm against the development and use of biological weapons.”*® This
statement implies that the taboo is vital to successful prevention. Yet the
solutions discussed within the study focus solely on strategic restraint. The
authors do state that these solutions—connected to improved transpar-
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ency, attribution, and accountability—contribute to norm reinforcement.”
This is true. Any measure precluding biowarfare will promote the idea that
biowarfare is a prohibitive wrong. Yet the more interesting aspect of this
analysis is that the taboo is not directly addressed or prioritized. The study
replicates the problem with the existing arms control framework: The
taboo is only tacitly recognized as significant and is limited to a secondary
by-product of strategic restraint.

Policymakers must be more serious about the taboo. First, this will require
them to truly understand the taboo. When policy actors and analysts talk
of norms, they tend to reduce the taboo to a general idea that biowarfare

is simply “bad.” Yet the stated description of the taboo reveals that it is a
complex and multifaceted concept issue—incorporating diverse factors
including disgust and the means of social rejection—which is more than an
abstract claim that biowarfare is wrong. Policymakers must fully understand
the normative dynamics underpinning actor aversion to biowarfare, and
this will then generate an entirely new set of practical questions for pol-

icy. If disgust is acknowledged as a major aspect of aversion, how does the
regime exacerbate this disgust—specifically, the unique disgust associated
with disease—to make biowarfare less strategic and less thinkable? How
should policies play up the perceived abnormality of disease to strengthen
the stigmatization that can stop biowarfare from happening? How can the
regime bolster fetishization to make actors believe that biowarfare is not just
wrong but an excessive wrong that can never be tolerated? Simply put, it is
not enough to state that biowarfare is “bad” and expect that to be sufficient.
Policymakers must engage deeply with the detailed motivations behind

the taboo and establish this understanding as a new framework for arms
control. Critically, this framework must also accept that the taboo cannot
fully derive from strategic restraint alone. The taboo must be a focus within
its own right.
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Second, there must be targeted policies that implement this new framework.
In terms of what this would look like in practice, policymakers should

start by turning to the 2017 Treaty on the Prohibition of Nuclear Weapons
(TPNW), which bans the use, possession, testing, and transfer of nuclear
weapons. This treaty is explicitly designed to stigmatize nuclear weapons
and strengthen the respective taboo on nuclear armaments as a primary
means of control.”’ The treaty demonstrates the importance of prioritizing
taboos as arms control and the types of policies that can enact this contribu-
tion. Building on this approach, the biological arms control regime can then
introduce comparable measures that go beyond strategic restraint to

* promote a full understanding of the taboo through policymaker
education (workshops, conferences, information materials)

* actively recognize and centralize the taboo (mission statements,
policies built explicitly on the taboo as a core aim)

* promote stigmatization (policies that communicate biowarfare as an
intrinsic wrong as opposed to a strategic miscalculation)

codify the taboo within core agreed documents (the BWC is a good
start but is insufficient alone to uphold the taboo as a core aim)

* employ language or rhetoric that communicates the taboo’s ideals as
ideals (the BWC’s reference to repugnance is another good starting
point, but an expanded regime requires stronger and more widely
employed language or rhetoric)

formally recognize the humanitarian implications of biowarfare
(similar to the TPNW)

* normalize the taboo as a core international value and standard of
international behavior (public statements, sanctioning those who do
not comply)
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- Conclusion

his analysis is a call to arms for the biological weapons taboo:

a wake-up call as to what normative restraint can contribute

to biowarfare prevention. The taboo provides a comprehensive
understanding as to why actors oppose biowarfare, outside of a strategic
calculation framework. Within that understanding lies a new policy
framework that directly engages with and strengthens actor aversion as
the means of more-effective arms control. Critics may state that the taboo
is recognized within the regime. As this chapter notes, however, that is not
enough. Policymakers must realize that they are not living up to their own
statements concerning the taboo’s importance. To address this, international
actors must rethink the very framework of arms control in line with the
taboo and, on this basis, introduce new measures that support, strengthen,
and implement the taboo. This new approach must not simply seek to
derive the taboo from strategic restraint but enforce the taboo as a means
of arms control within its own right.
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Prospects for Assessing State Intent

to Proliferate Biological Weapons

Nathan A. Paxton

- Summary

ction to disincentivize states from acquiring bioweapons assumes a

prior belief of knowing and being able to alter intent for such arms.

This essay identifies several questions and lines of analysis that require
examination as a more coherent body of explanations and policy to prevent
bioweapons acquisition and use is developed. It examines the complexities
of understanding and influencing state motivations to develop biological
weapons, highlighting the lack of comprehensive studies on their proliferation
compared to nuclear proliferation, and argues that technical or observational
data alone is insufficient to grasp state intent. The essay challenges a poten-
tial bioweapons epistemic community to think hard about how bioweapons
might fit into a state’s strategic goals, as well as whether bioweapons provide
unique capabilities. Drawing from previous work on nuclear weapons, this
essay argues that focusing on how a state might pursue a nuclear weapon
would improve understanding of bioweapons proliferation. The means and
process of bioweapons procurement could offer subtle clues regarding a state’s
ultimate strategic goal. The essay encourages future work to think through
how a state’s bioweapons pursuit flows more explicitly from its strategic goals
and environment. Finally, the essay summarizes policy and research questions
that could guide bioweapons analysts to create a more coherent foundation for
an epistemic community and for greater security against this class of arms.
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- Introduction

he goal of this project and essay collection is to identify and

socialize ways by which the international community might

disincentivize states from acquiring or using biological weapons.
To do that task requires an idea of the reasons that states might want to
obtain this category of weapons, then altering that intent. While there
is deep and long-standing literature that attempts to address several
problems of nuclear proliferation, the attention to bioweapons
proliferation has received comparatively little attention.

The potential proliferation of bioweapons poses a hard epistemological question
to the life and social sciences that cannot rely on technical or observational data
alone. (Even so, as W. Seth Carus has pointed out, even the data that does exist
are scant and selective: “Currently, it is difficult to answer even basic questions
about the extent and character of [bioweapons] proliferation. ... There is no
generally accepted list of past or current [bioweapons] programs. ... There is
little detailed information available about most [bioweapons] programs, and
reliable histories of specific programs are rare.”")

This hard question lies in the dual-use nature of bioscience research and its
derivative technologies. These technologies may either help or harm human
populations, and the technology itself is neutral with respect to the intent of
the actor using it.

Disincentivizing bioweapons requires altering the intent of a country to
obtain them. Doing this requires an assessment of that intent, which is a
tricky problem for both social science and natural science. At present, the
best that one might be able to do is identify possible intentions, alter those
factors—and then hope.
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A lack of theory, data, and applications impedes making better sense of what
is observed. In this essay, I outline three considerations that might yield
understanding of the motivations behind and means for proliferation:

1. Why do some states choose to pursue bioweapons, while others forgo
proliferation?

2. How accurately and in what time frame can a state’s intent to
proliferate bioweapons be known?

3. How does knowing the path states might follow to develop a
bioweapon help to understand state intent and offer options for
disincentivizing proliferation?

This essay briefly describes research and policy development agendas that could
help to disincentivize the proliferation of these weapons. First, I discuss the
question of intent—whether states want to pursue this class of weapons—
particularly in preference to other types of weapons. I also consider the question
of whether it is possible to accurately and in real time correctly perceive or assess
a state’s intent with respect to bioweapons proliferation. Second, drawing on
recent scholarship, I look at specific bioweapons proliferation strategies a state
pursues and how to understand what might help to dissuade states.

.- Intent

articipants in the workshop that inspired this collection of essays

described a state’s intent with respect to bioweapons as a function,

inclusively, of its incentives and its capabilities.” The workshop regarded
the state’s incentives as deriving (somewhat exogenously) from an individual
state’s domestic politics, the international strategic environment, and from any
perceived net advantages of bioweapons per se.’
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In terms of capabilities, the workshop focused on the scientific, engineering,
and military—industrial expertise required for usable bioweapons. An epis-
temic community around bioweapons that deepens academic understanding
and policy development can move beyond this simplified understanding of
intent and develop understanding that is more in line with the causal com-
plexity in strategic studies and in defense ministries’ planning. The present
lack of a bioweapons epistemic community hinders the development of bet-
ter, more nuanced ideas of why states would want to possess these weapons.

Current thinking points out that intent is subsidiary to a state’s larger goals
for its place in international affairs.* To put it simply, states that intend to
pursue bioweapons are (probably) not pursuing these weapons simply to
have them. The bioweapons serve a larger goal of the state. A state’s pursuit
of security, prestige, bureaucratic autonomy, regime stability, or electoral
success could all affect the state’s offensive and defensive goals, which in turn
affect the specific intent to obtain bioweapons.® As a state’s goals change,
one should expect that the intent for bioweapons also changes.

The balance between offense and defense “dominance” also affects a state’s goals.
Under the “security dilemma” (where an increase in the provision for security
of one state decreases the security of others) there are two questions a state has
to ask about any weapon a potential adversary might come to possess: Can one
meaningfully distinguish between offensive and defensive uses of the weapon,
and does the weapon favor offensive or defensive uses?® According to Koblentz,
bioweapons fall into the worst possible category on these terms. First, the out-
side observer has a hard time distinguishing whether a biotechnology product
is for civilian or military use or for offensive or defensive purposes. Second,
bioweapons favor offensive use because they rely on many diverse agents, are
comparatively potent, and are difficult to defend against.”

A better consideration is needed about some of the shibboleths associated
with bioweapons. For example, biological weapons are often characterized as
“poor man’s nuclear weapons,” implying that bioweapons proliferators really
want nuclear weapons instead and that this pursuit is particularly likely for
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low- and middle-income countries. Are bioweapons truly substitutable in
this manner? Empirical attempts to answer such a question are mixed but
may slightly favor the view that bioweapons are not efficient or desirable
second-best options. Horowitz and Narang express a conventional approach
to the nuclear—biological substitution logic. They find that chemical and
biological weapons may be substitutable for nuclear weapons at early stages
in the development of weapons of mass destruction, but once countries
obtain nuclear weapons, they “appear much less likely to initiate pursuit of

biological weapons and even chemical weapons.”®

Ben Ouagrham-Gormley argues that success in bioweapons development

is quite costly and expensive and that it usually does not reach its intended
objectives.” Poor Toulabi argues that serious methodological flaws, poorly
defined concepts and data coding, and credulity about sources for claims of
bioweapons programming have led to significant overestimation of the exis-
tence of bioweapons programs.'® Carus points out that most biological weap-
ons programs in the period from 1915 through 2015 were small, tactical, and
unsophisticated—only the United States and the Soviet Union had programs

that could reasonably be described as “poor man’s atomic bombs.”"!

How a state perceives that biological weapons might help it achieve policy
or strategic goals bears better empirical examination so that policymakers
can more effectively shape the tools of diplomacy and deterrence to counter
their spread. Analogous questions from the nuclear and chemical realms
offer better scholarly and policy engagement. Sagan, for example, posits that
there are three primary reasons that states pursue nuclear weapons: (1) to
increase security versus external threats, (2) to further domestic political and
bureaucratic interests, and (3) to augment a state’s international prestige.'?
This is not to say that no analysis has occurred: Ben Ouagrham-Gormley
examined the external threat dimension of the problem; Koblentz provided
insight on how the Syrian, Iraqi, and South African regimes pursued biolog-
ical weapons development to counter internal security threats; and Bentley’s
focus on the “taboo” of biological weapons addresses the anti-prestige of
these weapons. Even so, there is more ground to plow here, particularly in
how these research insights might be translated to policy."
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Finally, there is the consideration of whether and how biological weapons
alter the costs of engaging with the state that possesses them. Many people
in the community of experts appear to believe bioweapons are “offense dom-
inant”—that is, they provide a significant positive advantage to the state
that uses them as part of an attack and could not be easily overcome either
by the attacked state or indeed the global community."* Others perceive
bioweapons as relatively defense dominant." Further, defense policymakers
often state that bioweapons have no military utility.'"* What is not available
are data and analysis to help make sense of the true strategic and tactical
dominance that a bioweapon does or does not bring—or at least data on
what states thought about dominance in cases where states may have pur-
sued or possessed bioweapons. Policymakers need more empirics and fewer
thought experiments so that they can begin to design better institutions and
arrangements for disincentivizing the acquisition or use of bioweapons.

- Assessing Intent

ssessing a state’s intent in real time is hard and may not be possible with

great accuracy. Intent assessment is subject to inherent positional and

heuristic biases. Although there is at least one analysis of U.S. intelli-
gence regarding the intent of the USSR, Iraq, Libya, and Cuba,"” more extensive
empirical analysis of a larger universe of cases would be a helpful contribution
toward developing data for a bioweapons epistemic community.

Social scientists who study the development and discernment of intent are
divided on the question of whether outside observers can accurately figure
out what another state wants to do based on the state’s observable policy
actions and possible military capabilities. One difference lies in whether the
analyst gives primacy to capabilities or behavior in assessing intent.'® Some
analysts argue that a state’s observable behavior signals what it wants. For
example, a state that joins a binding international institution or withdraws
from a collective security agreement engages in behavior that indicates its
intent regarding its foreign policy. Critics of the behavior-based view note
that states may use their behavior to obscure or deceive, and thus would
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require further analysis to determine a second order of intent. With respect
to bioweapons, Koblentz argues that states very much work to obscure their
intentions." In this issue area, behavioral cues are not useless for intent
discernment, but they likely have limited use.

On the other hand, different analysts argue that state capabilities—particularly
the increased ability to make war—provide a better gauge of offensive intent*—
that is, rather than what a state has done or is doing, a focus on capability points
to the future and a maximal model of behavior, particularly if the country in
question is seen as an adversary. This view argues that a state that can take some
action should be regarded as demonstrating some degree of intent to fulfill that
ability. This analysis breaks down in the context of dual-use technology such as
biotechnology, where virtually any component or advance could be intended
for entirely harmless or harmful use.”' In both cases—behavior observation and
capabilities assessment—the assessment of intent relies on the observer’s belief
about a state’s goals.

Intent assessment also seems difficult to accomplish in relatively real time.
For weapons and military programs, states must rely heavily on intelligence
gathering and analysis capabilities, whether open source or classified. While
post hoc analyses that identify possible signals of an unusual outbreak may
someday prove useful as indicators of developing or ongoing events, this
“new” indicator would require cross-validation with other sources of intelli-
gence: “Biological weapons are a notoriously difficult target for intelligence
agencies. ... [T]he intelligence community’s analyses of national and non-
state [bioweapons] programs often rely on assumptions of potential agents
and delivery systems unsupported by data. This is in large part because
traditional collection methods such as imagery and signal intelligence are
poorly suited to collecting useful information on biological threats and

the community is not properly configured to monitor the large volume of
[bioweapons]-relevant information available from open sources.”* Even
with the growth of computing power, tools, and algorithms, human sources
are the most useful for parsing out whether actions and capabilities have
bad intent behind them—even though human sources are “unreliable” and

“difficult to corroborate.”?
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Finally, intent—Dbecause its assessment depends heavily upon beliefs—
depends on who is doing the assessing. The intelligence community that
collects data and presents it to policymakers who decide what to do based

on that data often come to different conclusions about intent when using
different indicators. Intelligence agencies often have their greatest expertise
in military matters, so they tend to prioritize “military indicators over other
types of indicators in their analysis of intentions.”** Intelligence agencies
may have the capability to monitor open-source information relevant to bio-
logical weapons proliferation, but those agencies may not prioritize or take
seriously such information. Decision-makers, on the other hand, appear to
place priority on “personal insights” about adversarial decision-makers and
“vivid” and costly signals that other leaders give off or send. Decision-
makers also complain that intelligence can lack political insight.”

Even if knowing a state’s intent regarding bioweapons is a very difficult
endeavor with a large degree of uncertainty and bias, it is worth continuing
to try. Much of current discussion focuses on whether a state might try to get
a biological weapon. The inverse question might also be addressed: Why do
states not pursue these weapons? Bentley has offered one analysis,?® and more
work in this vein remains to be done. An alternative approach might look at
proliferation strategy—/#ow a state goes about acquiring these weapons—as
another entry into understanding state intent.

- Proliferation Strategy

ne route for looking at intent has not been widely examined, in
part because theory around bioweapons proliferation remains
underdeveloped, especially compared to nuclear or more gen-
eral strategic scholarship. There is a tendency to assume that all potential
bioweapons proliferators will follow the same pathway to acquiring a
bioweapon and that potential proliferators also seek to complete the whole
process of developing a bioweapon.
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Narang’s recent work on differing strategies of nuclear proliferation provides
an approach for thinking through the potential similarities and differences
with bioweapons proliferation. In the bioweapons context (as with nuclear),
the leaders of states capable of developing some form of bioweapon likely
ask themselves two questions: whether to “fully weaponize” that capability,
and what conditions would cause the state to implement full weaponization.
If the state does not choose to fully weaponize, then it must choose some
interim point along the path to full bioweapons development that satisfies
its present needs while also preserving its options for future security.”

Of the main strategies that Narang outlines—"sprinting,” “hedging” (with
a number of variants), “hiding,” and “sheltered pursuit”—hedging and
hiding are likely the most applicable to the bioweapons realm at present.*®
As a strategy, hedging pursues “a bomb option, laying the groundwork for
weaponization in the future under some set of strategic decisions.” The
hedging state does not say yes or no to pursuing a weapon—it says “maybe.
... A hedger often develops capabilities that contribute to a peaceful nuclear
energy program but would be valuable for a weapons program.”* Nuclear
hedgers may stop at many points along the path to full weaponization. For
example, they might pursue materials production but avoid work on mili-
tary applications of such production. Hedgers further down the path might
work to gain better domestic control of the materials needed. They might
also more openly militarize and weaponize applicable technologies. Even
further down the road, one would expect to see a state develop organiza-
tional routines for weapons management and bring together the necessary
elements of a weapon while not assembling them.

In pursuit of bioweapons, hedging may be harder to define. Hedging is a
conscious strategy to develop dual-use technology for possible future wea-
ponization, and there is no evidence that any state has pursued the strategy
as Narang describes it.* To better develop this epistemic community, one
useful task would be to articulate whether hedging exists in the case of bio-
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weapons and what such a hedging strategy looks like. For example, a state
military or security apparatus may use methods to keep abreast of civilian
and private-sector activity that it might weaponize rather than actively
intervene in developing dual-use technology. In other words, the military
partially outsources hedging activity.

Because of the dual-use dilemma, for example, biological research programs
may produce materials or techniques that are indistinguishable vis-3-vis their
military or nonmilitary use (as Volpe points out elsewhere in this collection).
In such a case, the outside observer may not be able to assess hedging based
on actions early on the path toward a fully realized bioweapon. Bioweapons
development and production (as Ben Ouagrham-Gormley points out in this
collection) has many steps beyond the dual-use, indistinguishable, basic, or
translational bioscience. Of the several steps involved in producing an agent
for bioweaponization,® the further down the road of weaponization that a
state goes, the less the dual-use ambiguity may apply, and the more obvious
the proliferation strategy may become. Further development of a theory and
evidence of possible bioweapons proliferation strategies would help clarify the
existence, role, and signatures of bioweapons hedging.

Hiding strategies pursue weapons “in a fashion that privileges secrecy over
speed.”* Many appear to assume that potential bioweapons proliferators
pursue hiding strategies (and, as noted, existing research seems to support that
bioweapons are pursued and used covertly). Although not unreasonable, given
both the existence of the Biological Weapons Convention (which entirely out-
laws this class of weapons) and the “taboo” against bioweapons (which Bentley
discusses elsewhere in this collection),? this assumption bears examining.
Because the earlier stages of potential bioweapons development might look
indistinguishable from nonmilitary biotechnology research and development,
it could be easy to mistake one strategy of proliferation for another.
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Better strategic theoretical development would offer more distinction as to
which actions align with which proliferation strategy. Better theory may also
help provide more traction on the deeper question of what s known and what
can be known more generally about a state’s intent.

Why does the strategy of proliferation matter so much? Narang’s model of
nuclear proliferation argues that the choice of which weapons to develop and
how to go about getting them grows out of the strategic environment that a
state faces: “The choice of technology flows from the strategy of proliferation.”
Trying to alter intent by seeking to constrain the diffusion of technology or
material fails to address the overall strategic environment that drives intent.

States, compared with nonstate actors such as terrorist groups, probably have
an easier time marshaling the necessary resources to develop bioweapons.®
How states go about pursuing those weapons could dictate the technologies
they pursue. Available technology does not set a strategy of whether and
how to get bioweapons. States pursue and create technology for bioweap-
ons because it suits their strategic goals. To constrain the intent to get a
bioweapon, the larger strategic environment for the pursuing state must be
altered. Attention should be paid not only to whether a state wants bioweap-
ons but how it is going about acquiring them, for the means potentially can
indicate why a state might want a bioweapon.
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Conclusion

have raised several open questions that would help further develop a

knowledge and practices (epistemic) community aimed at disincentivizing

bioweapons proliferation. Sets of incentives structure intent, and strategies
drive technological choices. From the perspective of assessing intent, the fol-
lowing are a minimal set of the questions raised that need answers if there will
be more systematic policy and more rigorous analysis:

* How do bioweapons fit into a state’s goals for its place in the
international system?

* To what extent do perceptions about the resource efficiency of bio-
weapons drive proliferation? If bioweapons are not “the poor man’s
nukes,” then what other tactical or strategic goals drive proliferation?

* How does the relative indistinguishability of dual-use technology
affect the calculation of a state’s intent? How can this challenge be
better addressed?

Another consideration is whether states pursue a variety of proliferation
strategies and what those strategies reveal about the state’s intent to entirely
follow through on creating and even using a bioweapon:

* What strategies do bioweapons proliferators follow in their pursuit?
How do the proliferation strategies chosen fit into a grand strategy or
lower-level military doctrine and tactics?

* What observable actions align with which bioweapons proliferation
strategies? What would help separate entirely peaceful biomedical
research from a more deliberate strategy of weaponization?

* How might altering a state’s larger international strategic environment
affect its desire to acquire a bioweapon?
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At present, insufficient understanding exists about the full set of reasons that
states might want to obtain bioweapons, and this impedes the ability to alter
the set of desires and calculations that drive proliferation. More attention to
strategy and less relative focus on technology may be key to increasing the
ability to prevent countries from making these weapons more common.
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Biotechnology and the Dead Zone for

Managing Dual-Use Dilemmas

Tristan A. Volpe

- Summary

hat role does the overlap between civilian and military activities
K —x / in the life sciences play in thwarting arms control over biological

weapons? States have used international institutions to control
many dual-use capabilities, from nuclear reactors to aircraft and rockets.
But efforts to manage the military uses of biotechnology in this manner—
including with the Biological Weapons Convention (BWC)—have consis-
tently fallen short. Recent research from Jane Vaynman and me reveals why
this is the case. We specify how variation in the two dimensions of dual-use
nature of technology can enable or block arms control agreements. This
essay first summarizes the results from our research, focusing on how the
dual-use dilemma has varied across all weapons technologies available to
states over the past 150 years. The second part focuses on why it is so
difficult to curtail biological weapons with international institutions.
Biotechnology falls in a “dead zone” for arms control, where daunting
detection and security risks kill the prospects for verifiable cooperation.
The conclusion draws lessons for disincentivizing the development of bio-
weapons from alternative arms control efforts over other technologies in the
dead zone, notably taking smaller slices and establishing behavioral norms.
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- Introduction

he dual-use nature of biotechnology has long vexed the life sciences.

The problem is that many public health and biomedical research

endeavors are difficult to distinguish from malicious military activities.
This duality creates a tension between needing to advance biomedical research
while also preventing the development of biological weapons. Yet the life
sciences do not suffer this dilemma alone, as all technology is dual use to some
degree. Even lethal warships, attack drones, and missiles have peaceful cousins in
the civilian economy. States have used international institutions to control some
of these capabilities, from nuclear reactors to aircraft and rockets. But efforts
to manage the military uses of biotechnology in this manner—including with
the BWC—have consistently fallen short. What role does this dual-use over-
lap between civilian and military activities play in thwarting arms control over
biological weapons? How does this feature of biotechnology compare to other
technologies? And what lessons can be drawn to disincentivize the development
and use of bioweapons?

In a new study of how technology shapes the prospects for arms control,

Jane Vaynman and I shed some light on these issues.! We find that the dual-
use nature of technology can enable or block arms control agreements. In the
first part of this essay, I summarize the results from our research, focusing on
how the dual-use dilemma has varied across all weapons technologies available
to states over the past 150 years. The second part builds on this foundation

to pinpoint why it is so difficult to manage biotechnology with international
institutions—it falls squarely in what we term the “dead zone” for arms con-
trol, where daunting detection and security risks kill the prospects for verifiable
cooperation. I conclude by drawing lessons for disincentivizing the development
of bioweapons from alternative behavioral and informal efforts to manage other
weapons in this dead zone.
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- How the Dual-Use Dilemma Varies across
Technology

Il technology has both civilian and military applications. The life

sciences embody this trait, but they are hardly unique. The dual-

use nature of technology cuts across almost every weapon system,
from aircraft and space systems to nuclear fission and hypersonic vehicles.
This foundational feature often makes it hard to limit military competition.
Recent research reveals why this is the case.

Vaynman and Volpe’s study argues that the dual-use features of technology
matter because they shape the tension between detection and disclosure at
the heart of arms control: Agreements must provide enough information
to detect violations—but not so much that they disclose deeper security
vulnerabilities.” The framework therefore characterizes technology along
two dual-use dimensions: the ease of distinguishing military from civilian
uses and the degree of integration within military enterprises and the civilian
economy. As these attributes vary, so do prospects for cooperation.

Distinguishability drives the level of monitoring needed to detect violations.
When a weapon is indistinguishable from its civilian counterpart, states must
improve detection through intelligence collection or intrusive inspections. But
integration sharpens the costs of disclosing this type of information to another
state. For highly integrated technology, demonstrating compliance could
expose information about other capabilities, increasing the security risks from
espionage. In practice, this often takes many intrusive modes of verifying arms
control compliance off the menu of acceptable options for states.

The study combines these dual-use variables—distinguishability and inte-
gration—to specify four distinct information problems that states face as
they try to devise arms control agreements over various technologies.
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The first is a detection constraint, whereby indistinguishable technology
drives up the verification requirements, such as the intrusive inspections
used to monitor compliance with the Nuclear Non-Proliferation Treaty
(NPT). The key factor here is that the low level of integration dampens the
security risks associated with such inspections, thereby making it feasible to

construct verification regimes.

The second is a disclosure constraint, in which the espionage risks of inspect-
ing highly integrated technology limit the use of intrusive monitoring.
However, the detection needs are more modest in this zone because military
weapons can be easily distinguished from civilian counterparts, as found in
the case of many conventional weapons systems.

The third is an arms control zone, where the dual-use nature of technology does
not itself vex negotiations. Strategic forces, for example, fall into this space
because long-range ballistic missiles are distinguishable from civilian space
launch vehicles and exhibit low levels of integration. This lowers the detection
requirements while also easing concerns about the security implications of
inspections, thereby opening the menu of options for arms control verification.

The final and most severe problem stems from the combination of both
detection and disclosure constraints. The study finds that indistinguishable and
integrated technology creates a dead zone for arms control because it drives up
detection requirements while also sharpening the security risks associated with
any inspections. Cyber arms control, for example, is often considered infeasible
because governments and private actors are justifiably reluctant to allow intru-
sive inspections of sensitive compute capabilities.

Table 1 summarizes these distinct zones. The study develops a new qualita-
tive dataset that assesses these dimensions and their impact on arms con-
trol outcomes across all modern armament technologies available to states
over the past 150 years. Key findings are highlighted from each of the four
information problems that confronted states as they sought to negotiate
limits over different military capabilities, most notably long-range rockets,
anti-satellite weapons, the nuclear fuel cycle, and conventional weapons.
An online appendix provides full case studies of every technology.’
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TABLE 1: HOW TECHNOLOGY SHAPES INFORMATION BARRIERS TO ARMS CONTROL

Distinguishability

Low High
D .
Low etectn?n Arms Control Zone
Constraint
Integration
High Dead Zone Disclosure Constraint

Why Biotechnology Falls in the Dead Zone
for Arms Control

he results help to specify why it has been so difficult to manage the
| military applications of biotechnology with formal arms control
agreements. Unfortunately, biotechnology falls into the dead zone
for arms control—it is both extremely indistinguishable and highly inte-
grated. This means the tension between detection and disclosure makes
it quite hard to curtail the technology’s nefarious uses with international
institutions. Indeed, even the design of the BWC—an arms control treaty
that bans the development and use of biological weapons—supports this

expectation because the BWC suffers from major verification problems.

The life sciences embody one of the most indistinguishable technologies
when it comes to differentiating peaceful from military uses. Biotechnology
scores similarly to cyber capabilities and space systems along this dimension,
as even benign efforts to protect computer networks from attack or clean
space debris often look like military activities. Indistinguishability matters
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because it drives up the level of monitoring that states would need to verify
compliance with arms control agreements, such as the BWC or many other
potential regimes. Four specific problems loom large here.

First, the small and dual-use nature of biological agents makes it difficult
to draw clear distinctions based on their physical properties. Biotechnology
has multiple applications in civilian, defensive, and offensive domains. For
example, the same biological agent can be useful in peaceful medical proce-
dures, public health research to prevent pandemics, and military weapons.

Second, the development pathway for offensive weapons heavily overlaps with
defensive research and broader commercial biotechnology endeavors. “The
capabilities for conducting the research, development, production, and testing
of biological weapons are virtually identical to those employed by defensive
programs and in legitimate civilian enterprises,” Gregory Koblentz concludes.*
Most notably, ostensibly peaceful research on infectious diseases can generate
knowledge and experience that could be turned into an offensive weapon. For
example, scientific efforts to understand naturally occurring disease outbreaks
use similar methods to cultivate and experiment with pathogens.”

Third, the deployment pattern for biological weapons programs can look
like peaceful or defensive medical institutes. The same equipment found

in the pharmaceutical industry, for instance, can also be used to produce
biological warfare agents. Koblentz points out that this allows “a nation
developing biological weapons to hide its activities in civilian institutes
that appear to be, or actually are, conducting legitimate pharmaceutical

or medical research.”® Indeed, it has long been difficult to identify clear
biological weapons programs because most efforts were small and hidden
amid larger defensive research projects on pathogens.” While a few large and
sophisticated bioweapons programs had unique signatures—notably patho-
gen stockpiles and delivery vehicles—it was hard to “distinguish between
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military and civilian research and between offensive and defensive research,”
as several studies concluded in the 1960s and 1970s.* Remote monitoring
of facilities was insufficient to parse out civil or military uses, especially as
small-scale equipment emerged in the 1990s that could be used for bio-
weapons production.’

Fourth, the civilian and defensive applications of biotechnology can often be
rapidly converted into research on offensive weapons. There are significant chal-
lenges associated with the weaponization and delivery of biological weapons.'
But the underlying “research, development, production, and testing activities
used to develop [defensive and offensive] capabilities are similar, if not identi-
cal, in many ways,” Koblentz argues."" This feature shrinks the amount of time
needed to transform civilian biotechnology into a military asset.

The difficulty of distinguishing peaceful from malicious uses of biotechnol-
ogy need not itself kill the prospects for effective arms control. Consider

the remarkable success of the 1968 NPT in curtailing the development of
nuclear weapons around the globe. The civilian uses of nuclear fuel-cycle
capabilities—specifically the capacity to produce fissile material—have long
been difficult to distinguish from military weapons development.'? The
indistinguishable nature of nuclear technology drove up the detection needs
for verifying peaceful uses under the NPT. This is why intrusive Interna-
tional Atomic Energy Agency (IAEA) inspections of civil nuclear facilities
were considered essential for the treaty to be effective. But nuclear tech-
nology is also a niche field and tends to be isolated from other activities or
infrastructure, often for physical safety and security reasons. This feature—
integration—explains in part why states accepted intrusive inspections: They
faced modest security risks from information disclosure. IAEA inspections
of an atomic energy program would provide little insight into a state’s capac-
ity to employ force beyond the nuclear realm. Even total access to civilian
nuclear facilities seldom illuminates broader metrics of military power.
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By contrast, the problem with modern biotechnology is that it has long been
highly integrated within the civilian economy for commercial and defensive
public health purposes. The discovery of the DNA structure in 1953 set

the scientific foundation for this major expansion, but what mattered for
civilian integration was the use of such knowledge to genetically engineer
organisms. In 1973, the range and variety of uses for biotechnology exploded
as techniques became available to genetically modify living organisms. The
Cohen—Boyer recombinant DNA process led to growing commercial interest
in genetic engineering. In 1982, the U.S. Food and Drug Administration
approved the first genetically engineered drug to treat diabetes. By 2000, more
than 125 genetically engineered drugs had been approved. The CRISPR-Cas9
gene editing process further expanded the range of applications and lowered
barriers to entry.

The combination of dual-use indistinguishability and high integration
pushed biotechnology into the dead zone for effective arms control. Yet
states still negotiated constraints in 1968 through 1971, culminating in the
BWC of 1972, which banned the development and possession of biological
weapons and their delivery systems. But verification was “deliberately omit-
ted from the BWC” because it would have required on-site inspection that
promised to be “unacceptably intrusive to the Soviet Union.”"? In addition,
the drafters of the agreement recognized that the growing integration of bio-
technology within scientific and commercial enterprises around the world
would have required prohibitively intrusive inspections to be effective.'*

The highly integrated nature of biotechnology meant that intrusive inspec-
tions of broader defensive and economic activities could have created major
security and economic risks. Access to defensive research could be leveraged

by an adversary for offensive purposes. Biotechnology companies also closely
guarded scientific breakthroughs and trade secrets. Insisting on monitoring, as
parties likely should have given the difficulty with distinguishing between civil
and military programs, would have likely led to the agreement being rejected
because of these security constraints. Perhaps it would have been better to have
no treaty at all than to operate under one without verification protocols. But
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the United States instead opted for “a more unilateral approach” to monitoring
compliance, in part because it assessed that others would have few incentives
to cheat on the agreement.” In reality, the Soviet Union had made a different
assessment and redoubled its biological weapons program in ways that were
difficult for the United States and other states to detect. Subsequent negotiations
to enhance transparency made little progress. An effort to include a verification
protocol failed in 2002 for a variety of reasons related to Russian intransigence
over its alleged BWC violations and opposition from countries in the global
south. Negotiators also argued that the spread of dual-use bio-equipment to
“almost every corner of the world” made the BWC unverifiable without intru-
sive inspections.®

- What Options Exist for Constraining
Competition over Dead Zone Technologies?

iotechnology is not alone in suffering from such a severe tension

between detection needs and security concerns. Many other technolo-

gies at the crux of U.S.—China competition today—from space
systems and cyber capabilities to artificial intelligence foundation models—
fall in the dead zone for arms control. Just like biotechnology, they all share
the same indistinguishability feature with nuclear technology, but their
relative ubiquity creates severe security risks from inspection. What is to be
done with such technologies?

The bad news is that the severe tension between detection and disclosure
often dooms the prospects for formal cooperation. Despite numerous efforts
to negotiate limits, arms control agreements failed to emerge over almost

all technologies in this zone. Even the sole exception—the BWC—has no
verification regime, rendering it ineffective as an arms control institution.
This option is simply not viable for biotechnology or other capabilities in
the dead zone.
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Yet some qualified optimism may still be in order. The good news is that the
problems identified here do suggest several alternative options for managing
the dark side of life sciences in the years ahead.

First, states can attempt to control a narrow slice of the technology that is
more distinguishable. An illustrative example comes from efforts to curb the
spread of unmanned aerial vehicles (UAVs)—more commonly known as
drones—with multilateral export controls. In 1987, states agreed to limit the
export of UAVs with specific range and payload features (300 kilometers/500
kilograms) under the new Missile Technology Control Regime (MTCR)."”
The Wassenaar Arrangement Dual-Use List also adopted similar restrictions
in 1996. These agreements coordinated export controls and improved infor-
mation sharing. The upshot is that the high-end military drones in this select
category were quite distinguishable. This enabled states to rely on their own
unilateral collection methods to verify compliance, thereby sidestepping the
security risks from inspecting this ubiquitous technology.

The limitation of this approach is that it covered a shrinking slice of tech-
nology as more indistinguishable drones came to dominate the market. In
2012, for example, only 7% of all UAV systems were subject to MTCR
controls.' This trend has only accelerated, especially given the recent
conversion of small, low-end, commercial drones into cheap weapons
systems on the battlefields of Ukraine.

Similar efforts have been adopted for the life sciences. In 1985, for instance,

a small group of countries established the Australia Group as a multilateral
export control regime to regulate the transfer of technology, components, and
materials that could be used to manufacture biological and chemical weapons.
But much like the MTCR, the informal group merely coordinates informa-
tion sharing among member states—there are no formal verification measures.
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Second, states sometimes find it more viable to focus on managing behaviors
rather than limiting capabilities, especially for technologies in the dead zone.
This sidesteps the verification and disclosure problems by shifting observation to
the effects of actions rather than the development or possession of technology.
Recent efforts to dampen the burgeoning arms race over fielding weapons in
space illustrate this approach. States have long struggled to establish controls
over anti-satellite (ASAT) weapons that could increase the risk of conflict.
Multiple attempts to build on the 1967 Outer Space Treaty—which banned the
placement of nuclear weapons or other weapons of mass destruction in orbit by
curtailing non-nuclear ASAT capabilities—failed during the Cold War."” The
indistinguishable nature of space technology plagued every ASAT negotiation
with a formidable verification problem.?® At the same time, space technology
became highly integrated within both the military and civilian realms, thereby
creating severe security risks from disclosing such information via inspections.

Instead of pushing to limit ASAT development and deployment, the United
States has recently championed norms—voluntary agreements between various
actors—for responsible behavior in space. Washington’s efforts have focused on
the readily observable effects of kinetic ASAT tests: the creation of debris fields
in space from the physical destruction of satellites.”! Space debris poses a serious
threat to satellites that are integral to the global economy, not to mention many
modern militaries. There is no dual-use distinguishability problem with sorting
out the civil or military origins of debris creation—it is simply observable to any
nation with space situational awareness.” Establishing an international norm to
abstain from destructive ASAT tests thereby seeks to curtail an especially danger-
ous behavior in space without an actual arms control agreement.

The life sciences may lend themselves to such a behavioral approach. There are
long-standing efforts in place to establish norms of appropriate and safe behav-
ior for biomedical research. The obvious downside to this approach is that states
can only respond to a violation after the damage is done. But this risk may be
tolerable because it sidesteps some of the severe detection and disclosure prob-
lems rooted in biotechnology today. Governance efforts to develop international
institutions should consider this alternative when the dual-use nature of technol-
ogy renders traditional arms control agreements unverifiable.
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- Conclusion

orms that shape behavior in a meaningful manner are difhcult to

establish in world politics. But three next steps could help norms

related to appropriate uses of biotechnology become broadly
accepted. First, the United States should redouble its efforts to lead the
international conversation on standards and practices that all actors should
adopt. This top-down approach enables the development of clear and
consistent guidelines for responsible behavior in this field. It also offers the
opportunity to establish the consequences for violations, such as exclusion
from prestigious international forums and consortiums that offer members
tangible benefits.

Second, governments should also continue to focus on national-level efforts
to build legislation and safety regulations with industry partners. This
bottom-up process provides greater flexibility for individual actors to tailor
regulatory frameworks and define best practices. Domestic legal instruments
help codify standards and can be scaled up and harmonized at the interna-
tional level. Private actors may be more willing to work with their respective
governments here to protect intellectual property and economic advantages.

Finally, the global architecture for attributing the employment of biolog-
ical weapons must be considerably strengthened in the years ahead. For a
behavioral norm to be widely adopted, all actors must know when it has
been violated. In the space domain, key nations maintain the sophisticated
infrastructure to identify and then attribute debris-creating events to specific
actors. By contrast, public doubts about the origins of recent viral pandem-
ics illustrate the need for credible mechanisms to differentiate biological
weapons attacks from naturally occurring disease outbreaks. Governments
may also be reluctant to disclose national intelligence that compromises
sources and methods.” The upshot is that international organizations—
notably the World Health Organization and the United Nations Secretary-
General’s Mechanism for Investigation of Alleged Use of Chemical and
Biological Weapons—can play a key role in providing neutral information.
Additional support would help enhance the ability of these institutions to
provide global attribution capabilities.?*
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“Emergent Abilities,” Al, and

Biosecurity: Conceptual Ambiguity,
Stability, and Policy

Alex John London

- Summary

ecent claims that artificial intelligence (AI) systems demonstrate
R “emergent abilities” have fueled excitement but also fear grounded in
the prospect that such systems may enable a wider range of parties
to make unprecedented advances in areas that include the development of
chemical or biological weapons. Ambiguity surrounding the term “emergent
abilities” has added avoidable uncertainty to a topic that has the potential
to destabilize the strategic landscape, including the perception of key parties
about the viability of nonproliferation efforts. To avert these problems in the
future, scientists, developers, policymakers, and other parties should take cred-

ible steps to strengthen the health of the scientific ecosystem around Al

- Introduction

ecent advances in Al, specifically generative Al, which includes
Rgenerative pretrained models or large language models (LLMs),

have captured the public imagination and set off alarm bells among
the many parties interested in security. At the epicenter of this concern are
claims that with increases in the scale of compute, volume of training data,
and number of parameters, predictable gains in performance’ have been
accompanied by powerful and surprising, emergent abilities.” These range

from the ability to plan,?® to reason about causal relationships,* and most
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surprising of all, to demonstrate “sparks of [artificial general intelligence]
AGI,” or early signs that these systems are on the verge of constituting
artificial general intelligence.’ At the extreme, such claims conjure fears
that generative Al will turn on humanity like 7he Terminator’s Skynet, War
Games's WOPR, 2001: A Space Odysseys HAL-9000, or Marvel Comics’
Ultron. But they also engender slightly less fanciful worries that powerful
new capabilities might enable a wider range of players, from rogue states or
malevolent organizations to highly motivated individuals, to more easily,
quickly, or cheaply develop biological weapons, including new agents with
enhanced lethality.®

If technological advances that are relatively easy to access truly can produce rev-
olutionary new threat capabilities for a wider array of parties, strategic equilibria
can be destabilizing. If actors believe that they can strengthen their position by
acquiring these new capabilities, efforts at nonproliferation can be undermined.
Even if it is not clear that such technological advances have materialized, suffi-
ciently credible uncertainty about technologically assisted threat capability can
create a destabilizing environment in which actors feel compelled to act, either
to strengthen their strategic position or to mitigate risks that might compromise
their current position. As a result, and as illustrated below, uncertainty about the
capabilities of new Al systems can reach beyond commercial interests to impact
the larger strategic landscape—the way actors represent the basic features that
frame decision problems related to security.

Conceptual ambiguities have exacerbated the challenge of crafting evidence-
based policy, and those ambiguities have sown confusion, obscured the nature
of stakeholder disagreements, and fostered an atmosphere of hype. To better
navigate such challenges—including the potential development of bioweapons
though the assistance of Al systems—key stakeholders should take steps to
strengthen the health of the scientific ecosystem surrounding Al
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. Conceptual Ambiguities around
"Emergence” and "Ability”

he one ability that LLMs do possess is the one for which they have

been designed and trained—to predict the next token given a set of

tokens presented in the form of a prompt. (A token is a set of letters,
often a pair or a triple.) It is genuinely stunning that systems trained to build
complex statistical relationships among tokens in incomprehensibly large
training sets can produce coherent text that is often relevant to the prompt
and sometimes surprisingly useful. This facility with language has led research-
ers to inquire about what other abilities these systems might possess. It is
in this context that researchers have claimed to identify emergent abilities.
Unfortunately, both terms in this phrase are ambiguous—and this ambiguity
has important implications for risk and for judgments of safety and reliability.

Consider first what might be meant by something being emergent or
emerging at some level of complexity. “Emergent” may have two distinct
meanings here. Epistemic matters relate to the nature of knowledge and
how knowledge is validated. The epistemic sense of emergent refers to the
difficulty in predicting, at one level of complexity, what a system might be
able to do at some higher level of complexity.” Ontology refers to the nature
of being or existence. The ontological sense of emergent refers to something
new coming into existence, to the birth of a new ability.®

Now consider what might be meant by some new “ability.” This term might
refer to the zask that a system can be used to perform or to the internal
capacities by virtue of which it is able to perform some tasks. The disambig-
uated combinations of these views (two meanings of “emergent” and two of
“ability”) are summarized in Table 1 and numbered for ease of reference.

To understand the extent of the ambiguity in these terms, consider now the
extent of diversity in the disambiguated views this phrase can express.
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TABLE 1: AMBIGUITIES IN THE CONCEPT OF “EMERGENT ABILITIES”

Epistemic
Ambiguities
in the
notion of
emergence
Ontological

Ambiguities in the notion of ability

Task related

1. The mundane claim
that as scale increases,
one may not know how
model performance will
increase on new tasks.

2. The more mundane
claimthatinternal
capacities remain
the same but the
surprising claim that
predicting the next
token canbe a useful
approachto
performing amuch
wider range of tasks
than initially thought.
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Capacity related

3. The deeper uncertainty

about whether increases
inscale willresultin
models with surprising
new internal capabili-
ties (uncertainty about
whether models will
develop unexpected
capacities that willenable
them to perform tasks
that humans currently
cannot).

. The amazing claim that,

atsome new scale,
systems develop new
internal capacitiesin
virtue of which they
can better perform
established tasks or
perform a wider range
of new tasks. Necessary
for artificial general
intelligence and a
presupposition of
many surprising
claims about internal
representations.
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- Dangerous Ambiguity: Evolution or Revolution?

xpressions that fall into Boxes 2 and 4 in Table 1 make statements

about how to understand what generative Al can do and how it does

that. To use slogans, Box 2 sees generative Al as a largely evolutionary
progress, while Box 4 treats it as a revolutionary leap.

When talk of emergent abilities falls into Box 2, it asserts the claim that
with increases in scale and complexity, a system that predicts the next token
can be used to perform a wider range of tasks than simply producing or pre-
dicting the next token. These assertions are likely to be somewhat measured
when it comes to claims about the reliability or robustness of these systems
since outputs are generated from complex statistical relationships among
tokens without the assertion that such systems are learning the underlying
structure of some domain or developing some novel cognitive ability.

Figure 1A illustrates the underlying process that generates such results. Those
who hold this view are likely to regard these systems as “stochastic parrots.” The
utility of a stochastic parrot depends on preserving correlations among syntactic
relationships derived from the data fed into the model that those models use

to associate inputs with correct or useful outputs. From this perspective, the
capabilities of these systems, while impressive, are limited to compressing and
making available information that is already contained in the training data—
they repackage the portions of the Internet on which they have been trained."
A reasonable expectation in the possible state of the world described by Box 2 in
Table 1 and Figure 1A is that confabulations (so-called hallucinations) are likely
to be endemic to such systems since they combine tokens without tracking the
underlying logical or causal structure of the world."

In contrast, Box 4 in Table 1 contains assertions that, at some new scale,
LLMs develop new internal capabilities—the ability to reason and plan, for
example—in virtue of which they can perform better on established tasks
or perform a much wider range of tasks. Such views are illustrated in Figure
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1B. Some of the most sensational claims about LLMs reside in this box
because they imply that designing a system to predict the next token can,
with sufficient complexity, give rise to internal representations that con-
stitute a revolutionary leap in cognition. If such systems form an internal
representation of the structure of some domain—such as biochemistry—
that allows them to reason and plan, then they might be able to solve
problems that go far beyond the simple application of prior patterns derived
from the training data. This includes discovering new cures or new toxins or
pathogens that are currently beyond human reach. Similarly, the hope—or
concern, if an actor’s motives are malign—is that by tuning these models to
rely more heavily on new capabilities, fabrications or hallucinations might
be eliminated, and these systems might become more reliable and robust.

- Risk, Uncertainty, and the Strategic
Landscape

mbiguities about the claim being expressed by the phrase “emer-

gent abilities” have major implications for how to think about the

strategic landscape. These features include the states of the world
that actors regard as feasible—all the things that might happen, from natu-
ral disasters and pandemics to terrorist attacks and other acts of aggression
(and whether this should include the novel actions of a new Al). They also
include the set of acts actors might take to avert, mitigate, or respond to

various threats.
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Correlations
among syntactic
elementsin
training data

Token
predication
model

Correct
answer

Ability to
represent
the underlying
structure of
a problem

Correlations
among syntactic
elementsin
training date

Tol_<e|_1 Correct
prediction answer

model

Ability to
represent the
underlying
structure of
a problem

Figure 1: Directed acyclic graphs (DAGs) representing the difference between

(A) models that produce the correct answer merely through correlations between
syntactic elements in their training data and syntactic features of the correct
answer and (B) models that develop new internal representations that allow them to
produce the correct answer by exercising some new capability. DAG A corresponds
to Box 2 in Table 1; DAG B corresponds to Box 4 in Table 1.
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When talk of emergent abilities falls within Box 2 in Table 1/Figure 1A, it
represents evolutionary progress. It may pose practical challenges for interested
parties, but the uncertainty it generates falls into Box 1 in Table 1. Managing
this kind of uncertainty constitutes a problem of decision-making under risk
because the states of the world that are feasible and the set of acts that are avail-
able are largely stable. This is the kind of uncertainty with which strategic actors
must routinely grapple. In contrast, developments captured by Box 4 in Table
1/Figure 1B entail the kind of uncertainty expressed in Box 2. This uncertainty
represents a substantive alteration to the strategic landscape. The reason is that
systems that develop new internal capacities might be able to do things that are
qualitatively new. In particular, emergent abilities of this type might not simply
enable systems to do things that had been envisioned by being assigned a low
probability (the kind of uncertainty represented in Box 1).

Instead, they might enable abilities that are unexpected in the sense that actors
had not thought to consider them when envisioning the states of the world
that might arise or when enumerating the set of acts they should consider.
This is sometimes called “Knightian uncertainty,” where the decision-maker is
unsure about which states of the world to entertain, let alone what probability
to assign to them.'” For example, is there a need to contemplate and prepare
for events in which systems with new internal capacities develop biological
weapons of a type that humans have yet to envision and use some novel
mechanism to deliver them in a way that produces an outcome not contem-
plated? Without a well-defined partition over qualitatively new and unex-
pected events, it is difficult to assign coherent probabilities to each state.

A common reaction to uncertainty of this kind is to move away from standard
approaches to decision-making under risk, in which potential harms and ben-
efits are multiplied by their probability of occurring, and permissible acts are
those that produce a ratio of expected benefit and harm that is “reasonable”

in some sense. Instead, with Knightian uncertainty, some actors will gravitate
toward approaches that are more precautionary and loss averse in that they
give priority to averting outcomes that would be extremely bad, no matter
how likely those outcomes are to occur."”” When actors are unsure about the
type of challenge they face—whether updating prior assessment or having to
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imagine wholly different worlds—these ambiguities can change not only how
stakeholders think about novel technologies and their possible impacts but
the decision rule they use to reason about risk and uncertainty—and thus the
trade-offs between security and liberty that they view as reasonable.'*

. Equivocation, Instability, and Policy

he difficulty of formulating coherent and ethically sound security policy

is exacerbated when implicit conceptual confusion leads different agents

to radically different representations of the strategic landscape. The real-
istic possibility that parties who see LLMs as capable of supercharging chemical
or biological weapons programs will view nonproliferation efforts as infeasible or
view states that develop LLMs as violating prohibitions on chemical or biologi-
cal weapons programs, which can have a destabilizing effect. As a consequence,
states looking to reinforce nonproliferation efforts may contemplate, among
other steps, restrictions on Al work that violate the rights and liberties of indi-
viduals or groups.

A healthy scientific ecosystem is a bulwark against such uncertainty. The health
of the scientific ecosystem is facilitated by three elements. The first is drawing
clear conceptual lines between unambiguous views that are well-differentiated
alternatives. The goal here is to ensure that the various properties of systems
associated with each view can be carefully articulated so that various claims
about utility and hypotheses about the emergence of novel capacities can be
differentiated. An ecosystem in which ambiguous claims frustrate the ability
of interested parties to efficiently differentiate relevant alternatives in terms that
can be empirically tested is unhealthy.

Second is a process that promotes rigorous, expeditious, and efficient test-
ing designed to identify which of these claims are supported by evidence.
Efforts to evaluate systems under conditions that control for confounding,
and thereby that distinguish between the states of affairs depicted in Figure
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1A versus B, should be central to this work. Third is a credible system of
incentives that reward engaging in this process of rigorous testing and peer
evaluation before claims about the abilities of systems are widely publicized.
Central to this process should be credible efforts to reduce conflicts of inter-
est that arise when the parties who profit from the sale of a system are also
producing the research that outlines system capabilities, potential benefits,
and shortcomings.

In contrast, early studies that purport to substantiate claims from Box 4
without carefully distinguishing and controlling for mechanisms for model
performance that fall within Box 2 exacerbate uncertainty and perpetuate the
prospect of inflated expectations. Once public attention has been captured
and expectations framed, the buzz created by inflated claims, whether of ben-
efit or danger, overshadows and threatens to drown out the more measured
findings of carefully controlled investigations. As one example, the claim that
LLMs have developed the capacity to plan is central to the hopes of AGI opti-
mists and the fears of AGI pessimists who trace out alternatively utopian and
dystopian visions of the future. In a series of studies, Subbarao Kambhampati
and colleagues® evaluated the planning capabilities of generative Al models in
a way that differentiates task performance based on recall or pattern recogni-
tion between syntactic elements in the prompt and syntactic elements in the
training data (Box 2 and Figure 1A) from the capacity to represent and reason
about the underlying structure of a planning problem (Box 4 and Figure 1B).
When the syntactic elements used to refer to items in a planning problem are
altered, but the structure of the problem remains unchanged, LLM perfor-
mance effectively disappears. Similar findings have been reported in studies
that examine causal reasoning,'® theory of mind,"” and the more general claim
that novel capabilities emerge suddenly at new scales.'®

As a result, it is unsurprising that early reports that generative Al models might
be used to develop novel chemical or biological agents have been tempered by
recent findings that such models offer marginal advantages when compared to
the baseline of using information already present on the Internet.”” Improving
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the health of the scientific ecosystem around Al cannot eliminate uncertainty
that attends new scientific advances, but it can help stakeholders reduce avoid-
able uncertainty that arises from conceptual ambiguity.

Strengthening the health of the scientific ecosystem surrounding Al is
critical for ensuring that research in this area produces information on
which a wide range of decision-makers can rely when making decisions that
can impact the rights and well-being of large numbers of people.?® Because
Knightian uncertainty can destabilize strategic equilibria, practices that min-
imize the perception of such uncertainty when this perception is avoidable
help to avert circumstances in which actors might feel compelled to defect
from nonproliferation efforts. They also help ensure that public perception,
stakeholder attention, social resources, and security efforts are not captured
by parties who might benefit from inflated perceptions regarding the abili-
ties of novel technologies.

- Conclusion

he challenge of balancing security with the freedoms that define

open societies is complicated by advances in technology. These com-

plications stem from uncertainty around the disruptions that will
flow from innovation as well as the challenges that new approaches can pose
to old concepts. Conceptual clarity is essential to the ability of stakeholders
in the scientific ecosystem to expeditiously articulate and efficiently address
pivotal scientific questions, to maintain a realistic sense of the strategic land-
scape, to mitigate the dangers of hype, and to foster the creation of timely,
evidence-based policy.
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Simple Tool for Disincentivizing the

Worst Pandemic Bioweapons

Emma J. Curran and Nir Eyal

- Summary

his essay proposes a simple way to incentivize states not to develop
I pathogens with enhanced pandemic potential (PEPPs) as bioweapons:

to tip all state actors that all of them stand to lose from developing
such highly lethal, highly transmissible bioweapons. Being highly transmissi-
ble, a PEPP used as a weapon could easily spread, infecting a state’s own citi-
zens and leaders. Therefore, no state concerned for its own citizens or leaders
can afford to use a PEPP weapon, even having developed or acquired it. We
then show that when this is commonly known between states, having PEPPs
provides no useful deterrent to a state, and there is no point getting into an
arms race. Developing and stockpiling PEPP weapons gives states no gain,

only risk. We end by assessing three objections to our thesis.

- Introduction

he destructive power of some future biological weapons, or
I bioweapons, could dwarf that of most traditional weapons, of
past bioweapons, and of natural pandemics. Although there cur-
rently might be a lack of know-how, scientists in the future could probably
program PEPPs' for high transmissibility, immune evasion, and lethality,
alongside other traits that would make their accidental or deliberate release

a potential catastrophe for a species.? This makes the prevention of the
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development and use of such future bioweapons more urgent than that of
traditional bioweapons such as anthrax and perhaps even natural pandemic
pathogens (Ebola, for example). Engineered bioweapons could be the worst
weapons humanity has created.

Jaime M. Yassif, Shayna Korol, and Angela Kane helpfully distinguish ways
to disincentivize state and individual actors from developing PEPPs.? Their
pioneering discussion of disincentivizing state actors puts forth three ways
to decrease state intentions to develop bioweapons: enhancing transparency,
strengthening attribution, and building an accountability system. But those
researchers readily admit that these solutions are imperfect. Unlike nuclear
weapons—whose barriers to production are located at “the front end of the
development process”*—the production of synthetic bioweapons, and to
some degree, some PEPP bioweapons, does not require rare materials and
could take place largely out of sight.

In this essay, we discuss a potential complementary means to reduce

state motivation to produce PEPPs. Our focus is specifically on the worst
bioweapons—future PEPPs that will be maximally transmissible, immune
evasive, and lethal, and thus pose a global catastrophic biological risk
(GCBR).’ This means our proposal for disincentivizing the production

of weaponized PEPPs is surprisingly simple. One could simply inform all
states about the following: They stand to gain very little and to risk a lot
from developing PEPPs. The core reason is that deploying the worst PEPDs
as bioweapons would jeopardize the health of a state’s own leaders and
citizens precisely because these pathogens are so transmissible and difficult
to control: Even if released in an enemy state on the other side of the planet,
such PEPPs would usually spread to their own citizens and their leaders.
This knowledge might be propagated through routine messaging from
international organizations such as the World Health Organization (WHO)
and major national agencies through a series of international meetings

and country visits, through a video campaign, or through publications in
medical, natural science, or policy journals. Further options are conceivable.
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This essay analyzes the implications of this observation for the incentives of
state agents to develop the worst bioweapons. The following section shows
that with PEPPs, the standard incentives for state agents to develop bioweap-
ons do not apply; states would be imprudent to use PEPPs as offensive weap-
ons or deterrents or to develop them out of arms race dynamics. In addition,
merely developing and stockpiling PEPP bioweapons comes with nontrivial
risk of accidental release and of inspiring copycat operations. So, developing
PEPP bioweapons is both pointless and risky for states. Informing them of
that point may dissuade the development of this unusually dangerous category
of weapons at a low cost. The final section addresses three potential objections
to our proposal, concerning differential risk, rationality, and redundancy.

- PEPPs and State Motivations

s Yassif, Korol, and Kane note, creating effective disincentives against
the development of any bioweapon requires first understanding the
otives of states to develop it.® A state might develop or procure
bioweapons to deploy them as offensive weapons or stock them to deter
aggression from other states.” Under conditions of mistrust, states may also
develop bioweapons if they worry that other states may come to possess
bioweapons, leading to an arms race dynamic.®

The highly lethal, transmissible, and indiscriminate nature of the worst
PEPPs weakens, at least on the face of it, all these incentives for state agents
to develop them as a form of bioweaponry. First, consider how the highly
transmissible and lethal nature of the worst bioweapons will undermine
their usefulness as a strategic weapon. Insofar as a state genuinely wishes to
protect the well-being of its citizens, or at least its leaders, understanding
that highly transmissible pathogens are likely to infect them too should
motivate it not to deploy bioweapons. (In addition, the state’s allies are
unlikely to sanction the state’s use of PEPPs, given allies’ concerns for their
own health.)” Here, highly infectious PEPPs contrast with old-school
bioweapons such as anthrax, for example, whose limited transmissibility
could keep attackers safe.
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Perhaps states may still have incentives to develop PEPP bioweapons as a form
of deterrent. For a weapon to function as a deterrent, it is essential that other
states believe that the state developing the bioweapon will use the weapon if suf-
ficiently provoked. Yet if other states are aware of a state’s prudential reasons not
to release PEPPs, then they would not normally believe that their adversaries are
likely to release them even if provoked. No state minimally concerned for the
health of its citizens or leaders would willingly release highly lethal and trans-
missible pathogens anywhere. Mutual knowledge of this consideration would
remove the entire deterrence advantage of having bioweapons.

Such mutual knowledge would therefore impede a PEPP bioweapons
arms race as well. Arms races typically occur because states wish to avoid a
situation in which they lack a weapons program that other states have. Yet
this situation is only objectionable for a state when it leaves it vulnerable
to attacks. When a state knows that other states cannot afford to use their
superior PEPP weapons stockpiles, it also knows that it need not build its
own program. In short, even if states suspect that other states are develop-
ing the worst PEPP bioweapons, they lack the incentives to enter a PEPP
bioweapons arms race. And if a state fears that a rogue individual is devel-
oping or in possession of a PEPP bioweapon, responding to that threat with
its own PEPP threats is pointless. A state cannot afford to use that weapon
against the individual—and the individual will know that.

What states do gain from developing and possessing PEPPs as weapons is
lots of risk. Accidental release is possible,' as is the misuse of the technology
by adversaries, including terrorist groups. Taken together, this means that,
typically, states not only lack reasons to develop PEPPs but they also have
significant reasons not to develop them. Strategically and tactically, the costs
of PEPP weapons far exceed their benefits. Thus, a likely effective, rela-
tively inexpensive, and readily implementable means of disincentivizing the
development of the worst PEPP bioweapons would be to promulgate these
calculations to all states.
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- Replying to Potential Objections

DIFFERENTIAL RISK

he preceding argument rests on the assumption that PEPPs are

indiscriminate—that once they are released, being highly infectious

and immune evasive, they will probably spread across the world,
killing undifferentiated numbers of people across states, including, crucially,
the citizens and leaders of the state that released them. This, however, need
not always remain the case. Since the inception of the Human Genome
Project, some have been concerned that bioweapons may one day be able
to target specific subpopulations, such as the genetic groups prevalent in an
enemy state only."" Because SARS-CoV-2 affected some ethnic groups more
than others, some made the unfounded allegation that it was developed to
harm mainly non-Chinese racial-ethnic groups.'

Furthermore, if states can develop safe and effective vaccines against their
pandemic pathogens and widely distribute them to their populations, then
they still might have good reason to develop PEPPs. Provided the vaccines
are sufficiently efficacious at preventing mortality and morbidity, deploying
these bioweapons offensively might allow a state to gain a crucial advantage
over their adversaries in times of war. Instead of the PEPP weakening both
states equally or similarly, the vaccine would allow a state to significantly
weaken its adversaries while its own citizens remain largely protected.

Similarly, even lacking a vaccination program, some states might be less
vulnerable to the bioweapon that they wish to make known. Rich countries
may note their comparative advantage over poor adversaries in protection
against the worst pathogens, for example, with their vastly more developed
healthcare, indoor-air sterilization systems, next-generation personal pro-
tective equipment, and other relevant anti-pandemic infrastructure. Island
nations with limited need for external contact might also feel comparatively
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safe, as might a regime with unique political ability to impose and afford a

very long shutdown. In such cases, releasing a PEPP may seem to provide a
state with a military advantage over other states—enough so to undermine

the disincentives expounded.

Thankfully, it is not clear that discriminating PEPPs could be developed in
the foreseeable future, if ever. It is also far from clear that any state could
covertly develop and distribute a vaccine known with high certitude to be
extremely efficacious (against mortality and severe morbidity) to its entire
population. Even leaving these considerations aside, there is cause to be
skeptical about the weight of such concerns about differential risk. Take
the example of the vaccine: Even if it is the case that the state can develop
a vaccine to protect its citizens in 97% of cases and distribute it to all, its
use of a PEPP could still leave a full 3% of its citizens and leaders dead. It
would also spell death to the state’s trade partners and cultural interlocutors
abroad—not just its adversaries. Such a cost may be prohibitive even when
it grants a state an advantage over adversaries.

Of course, the response offered here has its limitations. Firs, it fails if the
stakes of losing the war are large enough. Imagine a state struggling to save
its population and leadership from complete genocide. Releasing a PEPP to
avert that threat might be advantageous when a vaccination caps mortality
from the PEPP at 3%. Second, if an extremely efficacious vaccine was devel-
oped, one that reduced morbidity to a fraction of a percent, then releasing
PEPPs may once again become a plausible offensive option for states. This
observation has an odd upshot: As vaccines become more efficacious, they
increase the likelihood of global catastrophe from pandemic bioweapons.
The surer a state is that it is protected from PEPPs, the weaker its leaders’
reasons 7ot to release them. Beyond a certain level of efficacy, vaccines have
dual-use potential.

| 172 |



Simple Tool for Disincentivizing the Worst Pandemic Bioweapons

A REPUTATION FOR “IRRATIONALITY"” AND DOOMSDAY
MECHANISMS

Might some states still have incentives to develop PEPPs to achieve deter-
rence? After all, a weapon’s efficacy as a deterrent is a function of other
states’ beliefs regarding the likelihood that that weapon will be used. States
that have been historically perceived as unconcerned for the safety of their
own citizens and leaders, or as unable to make the cool-headed game-
theoretic calculations offered here, might be viewed by their enemies as
likely to use PEPPs as bioweapons. As such, their possession of the worst
bioweapons would have genuine force as a deterrent, providing an incentive
for them to develop and stockpile these weapons.

In a parallel vein, philosopher Derek Parfit tells the story of a burglar who
threatens to shoot a homeowner’s child unless the homeowner opens her
safe.” One way for the homeowner to thwart that threat is to take “irratio-
nality pills” which make her act manifestly against her own family’s safety
interests. The pills might, for example, lead her to say, honestly and hence
convincingly, things like “By all means shoot my child—here, please shoot
that other child too!” The burglar might conclude that threatening is point-
less and leave without the money and without harming anyone. Although
Parfit uses the case to demonstrate that it can sometimes be rational for
people to render themselves irrational, for the purposes of the argument
here, his story can demonstrate something subtly different: that it could
sometimes be rational for a state to either be or pretend to be irrational or at
least unconcerned about its own citizens” and leaders’ safety.

But the current context is different from the one Parfits burglar occupies. States
lack “irrationality pills.” Instead, a trail of past actions is what builds their repu-
tation. And the only way for a state to make other states believe it to be thor-
oughly indifferent to its own citizens’ and leaders’ safety, or unable or unwilling
to make cool-headed calculations, is by leaving for many years a trail of reckless
actions and calculation errors. Leaving such a trail would be very costly for any
state to do. It is not something that any existing state, or any except very few,
would be willing to do.
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One way a state might minimize the cost of this plan is to make randomized
or irrational decisions over a small percentage of its decisions, a percentage
just large enough to make other states fearful of the nontrivial chance it
might, in the future, actually release PEPPs despite it being an “own goal” to
do so."* However, even acting irrationally about the few decisions necessary
to convince others that one is sincere is probably very costly. If other states
are to believe that a state will release a PEPP at catastrophic personal costs,
then they need to have strong evidence that this state is willing to harm its
own citizens and leaders massively. Non-rational decisions about trifling
choices will not do. The cost of providing strong evidence of acting mas-
sively non-rationally is, unsurprisingly, extremely high.

The only way for a state to develop biodeterrence without the very costly
development of such a reputation is by tying the weapon to a “doomsday”
mechanism. A state known to be rational and responsive to its own citizens’
and leaders” health interests may nevertheless bind itself to a mechanism
that ensures the release of a mutually destructive bioweapon should another
state engage in certain aggressions. Mutual knowledge of the deployment of
the doomsday mechanism should deter such aggressions, even if its posses-
sor has a reputation for standard rationality.

Nevertheless, doomsday mechanisms risk annihilating their owner upon every
false positive alert. This is not something that states lacking error-proof control
systems can afford. So, any doomsday mechanism would have to involve the
option to stop it. And other states’ knowledge of that option would usually bar
a state believed to be standardly rational from enhancing its deterrence through
the possession of PEPP bioweapons.
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REDUNDANCY

This section addresses two concerns that this essay’s proposal is redundant.
The first is that, given the simplicity of the proposal, states would have
already known about it if it worked. Either the proposal fails or, surely, the
calculations offered would have long been common knowledge. An answer
to this concern is that sometimes obvious things need to be spelled out
before they are received. Even if individual states are privately aware of these
calculations, they may remain unaware that this is mutual knowledge. The
mutual knowledge of these facts further undermines both deterrent and
arms race—based reasons to develop PEPPS as bioweapons. Disseminating
this information widely ensures that it is mutually known and thus remains
important for mitigating catastrophic biological risks.

Another concern about redundancy is that Yassif, Korol, and Kane’s three pro-
posed ways to decrease state incentives to develop biological weapons achieve
the same goal. Moreover, they may very well dissuade the development of
additional forms of biological weapons including, for example, anthrax.

But this essay’s proposal has advantages over Yassif, Korol, and Kane’s three
proposals. It would be typically cheaper and may result in much stronger
disincentives. Focused on transparency, attribution, and accountability, their
proposals ultimately hang on a state’s desire to avoid punishment for the
development or use of bioweapons. But any state fully willing to jeopardize
the lives of its own leaders and citizens by releasing a very lethal and very
communicable pathogen is unlikely to be swayed by threats of international
and domestic accountability—surely in terms less harsh than likely death
(threatening such punishments may create sufficient disincentives against
the development of weaker biological and chemical weapons). In that
regard, the relatively inexpensive disincentive proposed here does not only
complement but also has advantages over extant proposals.
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- Conclusion

imply informing states that using PEPP bioweapons would probably be

catastrophic for their own citizens and leaders might be a powerful tool

to disincentivize the development of such weapons. For many states,
the realization that they cannot afford to use these weapons offensively or
defensively would disincentivize their development and procurement. If this
is correct, then in nearly all cases in the foreseeable future, sharing a simple
insight could inexpensively keep the world safer against state development of
the worst bioweapons.
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Meeting Report: November 2023

Workshop on Disincentivizing State
Bioweapons Development and Use

he risk of a catastrophic biological event caused by a bioweapon
I continues to grow as a result of rapid advances in technology,
increased global capability to create and engineer pathogens that
could cause a pandemic, and states’ potential interest in biological weapons.
Academic and policy literature on disincentivizing states from developing or

using bioweapons is underdeveloped.

NTTI | bio seeks to develop a cross-disciplinary “thought and practice
community” to explore and identify potential solutions to disincentivize
states from developing or using biological weapons. Failure to think deeply
and analytically about complex challenges like this can prevent the emer-
gence of effective solutions. Establishing a strong community to examine
the range of current and future threats and develop forward-leaning solu-
tions is critical. Workshop participants engaged in five sessions centered
on questions about what drives state intent to acquire or use bioweapons,
three tactics for disincentivizing bioweapon acquisition or use (attribution,
accountability, and transparency), and how to shape state intent through
international cooperation. Three overarching themes emerged:

1. Discerning state bioweapon intent remains difficult and inexact.
2. An innovative tool kit is required to dissuade or deter.

3. Flexibility and scalable responses are needed.
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Measuring Intent: Incentives and Capabilities

The workshop focused partly on exploring concepts and practical approaches
to disincentivizing—that is, altering a state’s intent—the development, acqui-
sition, or use of bioweapons. Because states are unlikely to articulate why they
would acquire or use these weapons, it is necessary to look at a state’s incen-
tives and capabilities to come to a best assessment about its intent.

INCENTIVES

Workshop participants discussed several categories of incentives that might
drive states toward bioweapons. States may see positive incentives from their
domestic, social, and political environment; from the international strategic
environment; and from the nature of bioweapons vis-a-vis other weapons.

Participants acknowledged that international state behavior links to domes-
tic social, political, and economic factors and characteristics. For example,
although participants noted that democratic states almost never engage in
war with each other, democracies are likely not exempt from motivations for
bioweapons development, particularly if facing a nondemocratic rival.

The discussions also considered how the international political environ-
ment affects state incentives and may drive some states to consider this
less-acceptable means for balancing against external threats. Some historical
examples of state bioweapons acquisition or surrender (including the United
States, United Kingdom, Israel, and South Africa) appear to reflect the
impact of external threats (as well as internal regime survival).

Finally, participants explored the idea that, owing to advances in biotechnol-
ogy and life sciences, states might pursue biological weapons as a less costly
and substitutable variety of mass destruction weapons, driven by the (possibly
incorrect) perception of “ease” and “affordability.” This thread overlapped
considerably with the discussion of bioweapons development capabilities.
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CAPABILITIES

Participants focused on the necessary capabilities for bioweapons develop-
ment. The discussion underscored the formidable challenges in acquiring
the scientific and technical expertise required for bioweapons development;
this expertise draws on several disparate scientific disciplines, as well as
weapons system engineering and delivery method expertise. Participants
explored the challenges in defining bioweapons development thresholds and
highlighted those definitions as areas needing further exploration. In other
words, are there actions or thresholds that might provide good indicators for
detecting bioweapons development? Participants noted the complexity of
this issue compared with the nuclear space.

The dual-use nature of biological research complicates considerably the
distinction between latent scientific capability and active weaponization. One
example raised was gain-of-function research, where enhancing some charac-
teristics of bacteria or viruses could serve purposes ranging from researching
countermeasures for future outbreaks to potential bioweapons development.

- A Deep Tool Kit for Dissuading, Deterring,
and Reinforcing Norms

use in more combinations than in other weapons regimes.

Possible disincentivizing tools are broad natured and will likely require

TOOLS AND NARRATIVES FOR DISSUASION AND
DETERRENCE

Drawing from existing efforts in bio as well as insights from the nuclear and
chemical sectors, participants discussed strategies that make use of innova-
tive tools and narratives.
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Innhovative Prevention

* Disrupting development programs through export controls, intelligence
operations, and the promotion of verification mechanisms.

* Highlighting bioweapon forensic capabilities to serve as a deterrent.

* Collaborating with insurance companies to incentivize responsible
behavior through stricter financial liability.

* Maintaining and expanding a narrative about the intricacy and

unpredictability of bioweapon development and use.

Evolving Transparency

* Adapting the Biological Weapons Convention’s Confidence-Building
Measures to better include technological developments and private-sector
activity, while complementing voluntary transparency initiatives such as
peer reviews and site visits.

* Bettering oversight of national biosafety and biosecurity practices to

reduce reckless scientific conduct.

Improving Attribution

* Acknowledging the complexity of the current imbalance in punishing
people who speak out or report incidents without offering corresponding
rewards or protections.
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Multifaceted Accountability

* Developing and implementing economic tools—such as a common
agreement to deposit a proportion of state GDP in an international
adherence fund—which can exceed the reach of traditional economic
sanctions.

* Creating an international legal tribunal specifically for bioweapons, drawing
parallels with norms against chemical weapons.

* Introducing the idea of an international body with authority to punish,
highlighting the importance of global cooperation.

* Making individual state leaders accountable for bioweapons development,
as well as exploring accountability for private companies that provide
materials linked to bioweapons.

REINFORCING NORMS

In addition to the technical tool kit for combating bioweapons develop-
ment and use, the international community can also use and strengthen

the norms against their development and use. Technical tools and norms
mutually uphold and sustain each other, and it is important not to leave
either category to the side. Participants highlighted the importance of strong
anti-bioweapons norms to disincentivization, particularly as proliferation
prevention tools. Discussion explored how norms and technical enforce-
ment tools might jointly bolster accountability.

Participants acknowledged the challenges in maintaining and reinforcing
norms, especially in the face of emerging technologies. Highlighting the
role of transparency and accountability, discussions underscored the impor-
tance for nations to prioritize domestic policies that align with international
norms. This would help foster collective commitment to the prohibition on
biological weapons while upholding accountability down to the individual

leader level.
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. The Necessity for Flexibility and Scalable
Responses

esponses to the challenge of bioweapons development or use must
be flexible and adaptive. As the threat landscape changes, so must
disincentivization tactics.

THRESHOLDS FOR ATTRIBUTION AND
ACCOUNTABILITY

The thresholds for attribution and accountability action present complex
challenges. Participants argued that all violations of norms or prohibitions
against bioweapons deserve response from the international community, but
response severity needs to be proportionate to the violation. Moreover, because
ensuring attribution accuracy is difficult, the accountability regime would need
to balance response against the potential misjudgment of an innocent party.

Some dialogue focused on how biosecurity discussions need to mark out clear
distinctions for the disincentivization strategies to employ before and after the
verified use of a bioweapon.

Augmenting transparency, attribution, or accountability would differ depending
on whether the situation is “pre- or post-boom.” Transparency and verification
offer greater returns pre-boom, while attribution and accountability may offer
more benefit in the post-boom period.

Recognizing the need for a nuanced approach, participants emphasized
encouraging countries to disclose potential breaches early and foster a
culture of transparency. Areas requiring further exploration included
potential misattribution risks after a major conflict involving bioweapons
and the unconventional nature of bioweapons use in assassinations.
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PROPORTIONALITY IN RESPONSE

From idea to inception, there are many steps and increasing demonstrated
intent along the path to acquiring bioweapons. Participants agreed that
there must be proportional response that scales up as the assessed intent

of bioweapons acquisition goes up. Given the accepted heinous nature of
bioweapons, participants raised questions about how to implement propor-
tionality effectively.

Historically, there has been a limited menu of options available to hold
states accountable, including sanctions, UN Security Council recourse, and
military action. Participants emphasized a need for a multifaceted response
strategy—combining immediate actions, such as implementing sanctions,
with longer-term work like collecting and preserving evidence to construct a
comprehensive case for presentation at the International Court of Justice or

the UN Secretary-General’s Mechanism.

EMERGING TECHNOLOGY AND SCIENTIFIC OVERSIGHT

The dual nature of new biotechnologies both facilitates scientific progress
and eases bioweapons development. Transparency efforts vis-a-vis these tech-
nological advancements will be increasingly important, especially in subject
areas that states could more easily conceal (for example, combining bio with
artificial intelligence). The discussion centered on challenges in controlling
biosecurity technology, where the dual requirements of disclosing informa-
tion for violation detection clashed with protecting intellectual property
and commercial secrets. Recognizing the tension between revealing enough
information for compliance and avoiding excessive disclosure, the discussion
drew parallels with restrictive inspections in other domains.

Additionally, participants underscored the critical role of trust in scientific
collaboration for effective biosecurity. The conversation shifted to oversight
challenges for potentially dangerous research, emphasizing the need to ensure
transparency without impeding scientific progress. Concerns were raised about
scientists’ reluctance to accept oversight and potential restrictions on scientific
inquiry. Overall, participants stressed the fostering of trust, transparency, and
flexibility in responding to state intentions regarding bioweapons development.
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- Next Steps Toward Building an Epistemic
Community

eeting participants agreed that this community of knowledge and

practice (an epistemic community) for bioweapons disincentiv-

ization exists on a small scale at this moment, and there needs to
be sustained focus to ensure further discussion. Participants proposed some
practical strategies and tactics to move forward:

1. Publish Collection of Essays: NTI pledged to publish a collection of
essays, capturing ideas from this meeting’s participants and other experts in

the field.

2. Convene Additional Meetings: NTI intends to organize additional
meetings on disincentivization. Participants urged that the conversation
broaden to include other domains (e.g., autonomous weapons, space
policy, cybersecurity, etc.) as potential guides for tackling bioweapons
threats and expand to involve more international participants.

3. Address Academic Concerns and Explore Fellowship Models:
There is a lack of academic focus and resources on bioweapons. Partici-
pants contemplated the feasibility of encouraging academics to formulate
more comprehensive theories of bioweapons, with a cautionary note
against chasing a singular, grand idea. Participants encouraged exploring
fellowship models, similar to the Stanton Nuclear Security Fellowship,'
to incentivize scholars to think through bioweapons issues.

4. Engage Funders: Encourage funders to support translational research and
involve them in identifying problems that academics can address in the
field of bioweapons. By bringing together academics with policy, funders
can connect policymakers with experts who can provide solutions.
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! Harvard Kennedy School, Belfer Center for Science and International Affairs, Stanton Nuclear Security

Fellowship, www.belfercenter.org/fellowship/stanton-nuclear-security.
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