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is being outpaced by emerging technologies, creating an “accountability vacuum” for

evolving threats.! Innovations in synthetic biology and biotechnology powered by artificial
intelligence (Al) and large language models (LLMs) may enable the creation of highly targeted
or controllable agents attractive to malicious actors. While the BWC's strength lies in its broad,
forward-thinking definition and general purpose criterion (GPC), its implicit focus on human,
animal, and plant diseases is a potential vulnerability. This paper proposes that the current
pathogen-centric definition of bioweapons should be expanded to address two overlooked
threats: metabolic sabotage, in which engineered microbes degrade material infrastructure,
and cyber-biothreats, in which digital attacks corrupt biological workflows, such as hacking DNA
synthesizers or bioreactors to produce altered sequences and harmful agents. These novel
threats weaken the BWC and United Nations (UN) Security Council Resolution 1540 by creating
an oversight gray area.?

T he definition of biological weapons in the 1972 Biological Weapons Convention (BWC)

To address metabolic sabotage, the definition of a biological agent should encompass harm to
inanimate materials essential for sustaining life and the economy. To counter cyber-biothreats, the
definition of a biological and toxin weapon should include digital systems and codes designed to
produce or activate such agents for hostile purposes. These clarifications necessitate that states-
parties agree not to develop, produce, stockpile, acquire, or retain microbial/biological agents/
toxins that harm living and/or inanimate entities, unless justified for prophylactic, protective,

or other peaceful purposes. To support this paradigm shift, a proactive oversight framework

is essential. Key recommendations include adopting a “functional harm” principle, mandating
“Biosecurity-by-Design,” establishing threat forecasting panels, fortifying cyber-bio infrastructure,
integrating biosurveillance into infrastructure maintenance, and regulating access to high-risk
microbes. These approaches help build a resilient biosecurity posture that effectively addresses
21st-century threats, safeguarding public health, infrastructure, and national security.



Redefining Biological Weapons: Expanding the BWC to Incorporate Infrastructure Harm and Cyber-Biothreats

he definition of a biological weapon has
‘ always been a moving target, shaped by
scientific progress and historical events,
as illustrated in Figure 1. Early uses of biological
warfare, like catapulting plague cadavers in 1346,
were based on rudimentary observations of
contagion.® The Scientific Revolution, including
the rise of germ theory, finally gave negotiators of
the 1925 Geneva Protocol the language to prohibit
“bacteriological methods of warfare."* However,
its scope was critically limited; it did not prohibit
development or stockpiling, which allowed many
nations to retain offensive programs. This deterrence
rationale fostered a “no-first-use” policy that failed to
prevent a biological arms race. This crucial loophole
was a factor that led to the landmark 1972 BWC and
its GPC, an intentionally broad definition focused on
hostile intent, designed to be future-proof against
the dual-use nature of biology, already evident in
early recombinant DNA research.®

For decades, the primary deterrent to the use of
bioweapons, beyond morality and treaties, was their
inherent uncontrollability; a released pathogen could
simply rebound on its user. Today, that calculus has
changed. The emergence of biological Al tools,
parallel with rapid innovations in synthetic biology,
enables more precise biological engineering, which
in turn allows for novel pathogen development

with increased lethality and rapid transmission.®
This potential for control, including engineering
organisms to interact with specific genotypes,
activate only under certain conditions, or use
time-limited lifespans, makes biological weapons

a more usable and therefore a more attractive
option for malicious actors.” This technological leap
complicates the BWC's allowance for “prophylactic”
research, as the tools needed to defend against

a theoretical Al-designed pathogen are the very
same tools that could create it, creating a perilous
feedback loop.®

While the global community grapples with these
advancements, the very concept of a biological
target is also expanding. The destruction or
degradation of infrastructure has always been

a cornerstone of warfare; destroying bridges,
poisoning wells, and blocking supply lines are
classic tactics.® The world now faces a future in
which these age-old strategies can be executed
with novel biological tools. The authors propose that
the definition of a bioweapon and a biological agent
must encompass less recognized yet dangerously
plausible forms of biological harm: the metabolic
sabotage of critical infrastructure materials and the
corruption of cyber-biological systems. These are
threats not just to living beings but to the inanimate
skeleton of modern civilization.
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Figure 1: Evolving Definition of Biological Weapons: Influencing Factors and Actors Involved
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T he traditional pathogen-centric security
paradigm creates an “oversight accountability
vacuum,” in which essential structures of the
society are vulnerable to novel biological attack.

The loopholes are not theoretical; they exist today,

born from a failure to imagine biology as a weapon
against the inanimate.

Metabolic Sabotage

One gap is the threat of metabolic sabotage to
critical infrastructure.’® Research throughout the
20th century has confirmed that microbiologically
influenced corrosion (MIC), in which bacterial
communities, or “biofilms,” create corrosive
microenvironments, causes billions of dollars in
damage annually."" The steel pipes of oil pipelines,
water mains, and naval vessels can be degraded
within one to nine months.'? Similarly, “concrete-
eating” bacteria are a documented problem in
sewers and tunnels, metabolizing compounds into
sulfuric acid that pulverizes concrete structures.'
These naturally occurring organisms act like
infrastructural pathogens, silently threatening
national security assets without ever causing
disease. Crucially, because they do not directly affect
humans or agriculture, these microbes fall outside
traditional biosecurity oversight, including select
agent lists, allowing their study and use to proceed
largely without regulation.

Yet the danger does not end with nature's offerings.
With the rise of synthetic biology, it is increasingly
feasible to engineer known corrosive microbes to
act faster, last longer, or evade detection.'* These
pathogens could effectively compress months-long
degradation timelines into mere weeks.'® Even more
concerning is the potential to design entirely novel
organisms with material-degrading capabilities,
tailored to attack specific infrastructure, from
bridges and tunnels to electronics. A cautionary
example of this dual-use potential comes from the
2018 International Genetically Engineered Machine
(IGEM) competition team at Bielefeld-CeBiTec.'® The
team'’s project aimed to engineer Escherichia coli
to recover copper from electronic waste. The team
acknowledged that such microbes could also be
misused to degrade functioning electronic systems.
iGEM’s robust biosafety framework and strong
emphasis on dual-use awareness prompted early
identification of theoretical risks and embedded
safeguards at every step.!” This example highlights
that fostering a community grounded in biosafety,
dual-use literacy, and responsible innovation can
create some of the most effective defenses against
inadvertent misuse or accidents. A challenge in
responding to engineered pathogens for material
degradation will be assessing the potential for dual-
use research of concern (DURC) and transparency
among developers of the target material. Both
natural and engineered biological agents pose a
growing, overlooked threat to critical infrastructure.
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This accountability vacuum signifies that states risk facing a strategic surprise—a crippling

attack on infrastructure or the bioeconomy that causes WMD-level disruption, but for which

no international framework has a clear attribution plan or accountability entity.

While naturally occurring microbes already offer
templates for material degradation, synthetic
biology allows for amplification or redesign of
these capabilities for malicious ends.

Cyber-Biothreats

The stealthiest emerging risk lies in cyber-biothreats,
which pose weaponization risks through two distinct
pathways. The first is weaponization by corruption,
in which a cyberattack serves as the direct cause

for the creation of a harmful biological agent. Here,
the cyber vector is a novel “method of production.”
For example, a malicious actor could hack a DNA
synthesis company and alter a digital sequence for

a benign protein, causing the synthesizer to print the
DNA for a harmful toxin.' Similarly, an attack that
disrupts the pasteurization process in a dairy plant
could weaponize otherwise harmless microbes,
turning milk into a vector for foodborne illness.” In
these cases, the end product is a biological weapon;
the novelty lies in its digital origin, which is not
covered by the current oversight framework focused
on natural and anthropogenic origins, whether
accidental or deliberate.

The second pathway is weaponization by denial, a
more subtle but equally devastating strategy. This
involves using a cyberattack to remove a critical
biological commodity from the population, causing
harm through its absence. The U.S. National

Security Commission on Emerging Biotechnology
identified biomanufacturing and its supply chains

as a critical national security concern.?’ The 2017
NotPetya ransomware attack on Merck, which
halted production of critical vaccines for months
and caused over $1.3 billion in damages, is a prime
example.2" While no malicious agent was created,
the denial of life-saving biological products indirectly
led to preventable suffering and death. Here, the
“weapon” is the disruption of the bioeconomy itself,
a strategic attack that causes mass harm by allowing
a pathogen to spread unabated.

These shifting concerns render existing international
oversight mechanisms inadequate. How can the
BWC gauge the intentions of a bioremediation lab
secretly weaponizing a plastic-eating fungus? Would
an attack using a material-degrading agent even be
considered a “weapon” in the traditional sense, or
would it be dismissed as sophisticated sabotage and
fall outside the BWC's scope? How can UN Security
Council Resolution 1540, which prevents nonstate
actors from acquiring weapons of mass destruction
(WMDs), be enforced against an unattributable
threat that originates as malicious code sent from
halfway around the world? This accountability
vacuum signifies that states risk facing a strategic
surprise—a crippling attack on infrastructure or the
bioeconomy that causes WMD-level disruption, but
for which no international framework has a clear
attribution plan or accountability entity.



T 0 address the multifaceted biological

threats of the 21st century, a static, reactive
posture is insufficient. States-parties must
build an adaptive, proactive, and interdisciplinary
biosecurity framework. Present concerns require
moving beyond traditional arms control to a more
holistic concept of biological risk regulation and
management, involving multiple stakeholders with
diverse technical expertise. Essential considerations
are illustrated in Figure 2.

1. Formally Expanding the
Definitions of Biological Agent
and Biological and Toxin Weapons

The BWC's power lies in the GPC, but its implicit
focus on human, animal, and plant disease is a
vulnerability. The authors propose that states-parties,
through a review conference or a special meeting

of the working groups, formally affirm an expanded
understanding of a biological agent, inspired by
forward-looking and multistakeholder-driven national
policies, such as the U.S. DURC framework.?? The
definition of biological agent in the context of the
BWC should be clarified to read:

Biological agent: Any microbial or other
biological agent, naturally occurring or artificially
created or altered, as well as its components,

whatever its origin or method of production, that
may cause harm to humans, animals, plants, or
inanimate entities, including physical materials
and information infrastructure, essential for
maintaining the “living” society and economy.

This simple addition would explicitly bring material-
degrading agents under the BWC's purview, closing
a major loophole. To address cyber-biothreats, the
definition of biological and toxin weapons should be
expanded to read:

Biological and toxin weapons: (1) Microbial
or other biological agents, or toxins whatever
their origin or method of production, of types
and in quantities that have no justification

for prophylactic, protective, or other peaceful
purposes; (2) weapons, equipment, digital
systems, computer code, or other means of
delivery designed to activate or enable the
production or use of such agents or toxins,
or to disrupt the production or application
of a critical biological commodity, for hostile
purposes or in armed conflict.

This specification recognizes the potential of
cyberattacks to weaponize otherwise benign
biological facilities and ensures the digital pathways
capable of triggering physical biological effects are
covered under the BWC.
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Figure 2: Stakeholder Mapping with Proposed Recommendations and Cross-Cutting Challenges
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2. Practicing Comprehensive and
Proactive Biosecurity

To effectively address emerging biosecurity threats,
it is essential to move beyond the current pathogen-
centric frameworks to adopt a broader functional
harm principle. This approach assesses risks

based on a technology or agent’s potential to cause
strategic disruption—not merely its pathogenicity.
By doing so, oversight can encompass a wider
range of potential threats, including non-pathogenic
agents capable of destabilizing vital sectors such

as energy, healthcare, communication, food

supply, and defense logistics. Coupling this effort
with a Biosecurity-by-Design mandate, a model

that ensures high-risk research is paired with the
development of appropriate countermeasures,
would embed safety and innovator responsibility
directly into the foundation of scientific progress.

2.1. Adopting a Functional Harm Oversight
Principle: Traditional biosecurity measures
often focus on restricting research on
known, high-risk pathogens. However, many
agents with the ability to disrupt strategic
infrastructure—such as material-degrading
microbes or cyber-bio vectors—fall outside
these classic definitions. The Functional Harm
Principle redefines oversight criteria, requiring
that any technology or agent with disruptive
potential, regardless of its mechanism
(infection, corrosion, or otherwise), be subject
to biosecurity scrutiny. This option closes
regulatory gaps and ensures all forms of
biologically enabled strategic disruption are
adequately managed.

2.2. Mandating Biosecurity-by-Design Beyond
Dual-Use Research: High-risk studies beyond
classical DURC must proceed only with
concurrent protocol development to mitigate
potential misuse. Biosecurity-by-Design ties
research funding and publication to the parallel
development of countermeasures—such
as neutralizing agents or targeted reversal
technologies.® This creates a system in which
innovator responsibility, proactive safety
measures, and ethical research conduct are
integral to scientific advancement.

2.3. Integrating Biosurveillance in Critical
Infrastructure Maintenance: Routine
biosurveillance—using biological sampling

and advanced metagenomic analysis—
should become a core component of

critical infrastructure maintenance. By
establishing microbial baselines in systems
like water networks, tunnels, and energy grids,
stakeholders can rapidly detect anomalies
indicative of engineered threats. Early
intervention becomes possible, reducing the
risk of widespread disruption.

2.4. Strengthening Access Controls and
Accountability Mechanisms: To prevent
the misuse of high-risk environmental
microbes, robust access controls are essential.
Adopting know-your-customer frameworks for
commercial suppliers of such agents aids in
monitoring their distribution and uses. These
audits ensure legitimate research use while
deterring and detecting malicious acquisition
or deployment of bio-disruptive substances.
These efforts thereby foster both innovation and
security within the bioeconomy.

3. Fortifying Cyber-Biological
Infrastructure into Biodefense
Frameworks

The convergence of biology and cyberspace
requires a dedicated, multilayered defense. This
strategy must be a national priority, integrated into
existing biodefense and cybersecurity frameworks.?*
The following recommendations are based on a
September 2023 article published by the Council on
Strategic Risks.?®

3.1. Securing the Digital-to-Physical Workflow:
This is the most critical attack vector. Action
must be taken to harden the entire process from
digital design to physical product. Such action
includes:

For DNA Synthesis: Mandating that all
commercial synthesis providers adopt robust
customer verification protocols and use
state-of-the-art screening software to vet all
ordered sequences against databases of
concern. This software and its databases
must also be secured against tampering.2®

For Automated Laboratories: Classifying
laboratory automation systems and
bioreactors as critical operational technology
(OT), which requires implementing OT-
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specific security measures like network
segmentation, anomaly detection, and
access control to prevent corruption of
experimental protocols or production
recipes.

3.2. Protecting the “Bio-Dataome”: Biological
data is a strategic national asset. A new data
protection framework, analogous to HIPAA (the
Health Insurance Portability and Accountability
Act) and tailored for the bioeconomy, is
needed.?’” This framework must ensure the
confidentiality, integrity, and availability of
genomic data, proprietary research, and
other sensitive biological information stored
in government, academic, and commercial
databases against cyber-enabled theft and
manipulation.®

3.3. Fostering Public-Private Cyber-Biothreat
Alliances: The authors recommend a
partnership between governments and
organizations like the Cyber-Biosecurity
Information Sharing and Analysis Center
to facilitate trusted, bidirectional sharing of
threat intelligence and vulnerability data. This
collaboration between government agencies
and private biotechnology companies will
enable a coordinated, real-time response to
emerging threats.®®

3.4. Incentivizing Security Through Federal
Leverage: Governments should use their
purchasing power to drive market-wide security
improvements. Federal contracts and research
grants for life sciences should require recipients
to meet stringent cyber-biosecurity standards.
This would effectively make “secure-by-design”
a prerequisite for national research and
development participation; this requirement
would be limited not just to bench science but
to digital engagements.

4. Developing a Joint Al-Powered
Threat Forecasting Platform

The authors propose a shared, Al-driven platform for
continuous threat surveillance across the biological,
chemical, and nuclear domains, operating under a
Human-in-the-Loop (HITL) model. This collaborative
approach pools resources to avoid redundant efforts
across the BWC, the Organisation for the Prohibition
of Chemical Weapons (OPCW), the International

Atomic Energy Agency, and the World Health
Organization that share common technological
needs, especially given the BWC's challenge in
expanding its Implementation Support Unit.%

4.1.

4.2.

4.3.

4.4,

Operating Model: The workflow is a simple,
three-stage process:

1. Al Surveillance: The platform scans open-
source data to generate initial threat analysis
reports.

2. Expert Verification (HITL): An on-call expert
network, coordinated by the respective
secretariat, validates and contextualizes Al's
findings over a virtual meeting.

3. Policy Briefing: Verified intelligence briefs
on emerging technologies are presented
at formal meetings (e.g., BWC meetings) to
inform and guide discussions. If a possible
biological attack is identified and validated
by the experts, the UN Secretary-General's
Mechanism mandate is enforced.

Expert Network: To ensure the success of

the HITL model, the authors recommend
establishing a dynamic, on-call expert network
rather than a static committee. This virtual
network of vetted specialists, managed by
relevant secretariats, would convene into ad
hoc working groups via secure online platforms
to analyze Al-generated alerts. Drawing on
successful models like the OPCW's Scientific
Advisory Board, this panel would possess
deliberately interdisciplinary expertise, including
core sciences, convergent technologies,
security and policy, and contextual fields, to
effectively assess complex threats.

Hosting and Funding: The platform should
be hosted by a neutral body like the United
Nations Office for Disarmament Affairs to
balance member state access with security.
Development should be funded jointly by
participating organizations via a pro rata
contribution of their annual budgets.

Technical Precedents: Technical inspiration
can be drawn from proven Al monitoring
systems in public health (e.g., HealthMap,
ProMED), open-source intelligence (e.g.,
Dataminr), cybersecurity (e.g., the User and
Entity Behavior Analytics platforms), and graph-
based data analytics.®
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he 21st-century biological threat landscape
‘ is dynamic, interconnected, and increasingly
complex, making reactive policies untenable.
Therefore, a transition to proactive, holistic, adaptive,
and interdisciplinary frameworks for biosecurity
and emerging risks is imperative. The outlined
recommendations, spanning expanded definitions,
cyber-biological fortification, oversight innovation,

and the cultivation of a responsible culture, offer a
comprehensive strategy to close existing loopholes

and meet both current and future challenges head-on.

By altering the definition of biological agents under
the BWC to include material-degrading entities and
broadening the definition of biological weapons

to cover cyber-bio vectors, the authors anchor
oversight in a “functional harm” principle to address
biothreats, regardless of their pathogenic nature.
Fortifying the cyber-biological infrastructure by
securing the digital-to-physical workflow, protecting
the national “bio-dataome,” and leveraging public-
private alliances will diminish vulnerabilities at this
critical interface. Equally vital is a strict Biosecurity-
by-Design mandate that requires high-risk research
to include parallel countermeasure development

to ensure innovation does not outstrip safety. The
creation of a joint, Al-powered threat forecasting
platform, operating with a HITL model, equips
policymakers with the foresight to navigate a shifting
threat environment and drive robust, evidence-based
decisions before crises materialize. Routine critical
infrastructure biosurveillance, strengthened access
controls, and Al-enhanced monitoring represent
actionable, scalable tools to identify anomalies

and intervene before harm escalates. This design
ensures that automated, algorithmic insights are
always balanced by human judgment and expertise.

10

Yet, the true foundation of a robust biosecurity
posture lies in cultivating the right culture.
Technology is wielded by people and culture remains
the most powerful defense. The authors champion
the development of a global biosecurity curriculum
for universities, research institutions, and industry
that moves beyond the adoption of preexisting
materials for effective learning.® |deal biosafety
training would use concrete case studies, such as
material degradation, cyber-bio attacks, and Al-
driven design, to move beyond abstract principles.®
This would empower scientists and professionals

at all levels to recognize and report dual-use
concerns through clear, confidential channels, while
fostering a shared sense of stewardship as our most
fundamental line of defense.

Safe biological innovation is contingent on shared
responsibility and concern for risks, coupled

with a persistent commitment to reducing them.
Biosecurity is no longer the exclusive domain

of scientists or policymakers. It is an essential,
collective undertaking spanning all disciplines,
industries, and borders. As biology, digital
information, and artificial intelligence converge, all
actors involved, from governments to the private
sector and individuals, must collaborate and
anticipate risks to uphold a culture of responsible
innovation. The outlook remains optimistic: With
the right investments, strategic foresight, and
cooperative spirit, stakeholders can responsibly
harness biotechnological advances to benefit
humanity while safeguarding against their misuse.
The future of biosecurity depends on sustained
commitment, adaptability, and readiness to address
threats yet to be imagined.
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Abbreviations

Al artificial intelligence

BW biological weapons

BWC Biological Weapons Convention

CRISPR Clustered Regularly Interspaced Short Palindromic Repeats
DNA deoxyribonucleaic acid

DURC dual-use research of concern

GPC general purpose criterion

HIPAA Health Insurance Portability and Accountability Act
HITL Human-in-the-Loop

IAEA International Atomic Energy Agency

iIGEM International Genetically Engineered Machine

LLM large language model

MIC microbiologically influenced corrosion

NGO nongovernmental organization

OPCW Organisation for the Prohibition of Chemical Weapons
oT operational technology

RevCon Review Conference

S&T science and technology

UN United Nations

UNODA United Nations Office for Disarmament Affairs

UASH United States

WMD weapon of mass destruction

11




Redefining Biological Weapons: Expanding the BWC to Incorporate Infrastructure Harm and Cyber-Biothreats

Glossary

Accountability A gap in global biosecurity efforts resulting from a reactionary approach to

vacuum bioweapons due to a focus on historical agents.

Biosecurity Policies and practices that protect against the deliberate misuse of biology to
cause harm.

Critical biological Essential biological products, organisms, processes, or knowledge resources that

commodity are produced through, or dependent on, living systems and that are indispensable
for sustaining public health, food and agriculture, medicine, industrial production,
and environmental stability. These products include, but are not limited to,
vaccines, therapeutics, diagnostic reagents, seed stocks, microbial strains,
biological reference collections, and genetic databases.

Dual-use research Research that is intended to provide a clear benefit, but which could easily be

of concern misapplied to do harm.®*

Functional harm A proactive approach to pathogen risk assessment that identifies the inherent
risks that novel and engineered pathogens may pose to humans, animals, plants,
or inanimate entities, rather than a focus only on a defined set of pathogens of
concern.

Metabolic sabotage Pathogen-induced degradation of key functions for an entity’s survival. This term
encompasses a biological entity’s cellular or immune function and inanimate
material's chemical structure required to maintain integrity.

12
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